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Anomaly Detection based on Clustering User’s Behaviors

Sang-Hyun Oh'- Won-Suk Lee'!

ABSTRACT

For detecting various computer intrusions effectively, many researches have developed the misuse based intrusion

detection systems. Recently, works related to anomaly detection, which have improved the drawback of misuse detection
technique, have been under focus. In this paper, a new clustering algorithm based on support constraint for generating user's
normal activity patterns in the anomaly detection can proposed. It can grant a user’s activity observed recently to more
weight than that observed in the past. In order that a user’s anomaly can be analyzed in various angles, a user's activity
is classified by many measures, and for each of them user's normal patterns can be generated by using the proposed

algorithm. As a result, using generated normal patterns, user's anomaly can be detected easily and effectively.
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