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Development of a Hash Function and a Stream Cipher and
Their Applications to the GSM Security System

Bum-Sik Kim'- In-Chul Shin'!

ABSTRACT

With the advance of wireless communications technology, mobile communications have become more convenient than ever.
Nowadays, people can communicate with each other on any place at any time. However, because of the openness of wireless
communications, the way to protect the privacy between communicating parties is becoming a very important issue.

In this paper, we present a study on the authentication and message encryption algorithm to support roaming service to
the GSM network. To propose an authentication and message encryption algorithm applicable to the GSM system, the
security architecture of the GSM outlined in the GSM standard is briefly introduced. In the proposed cryptosystems we use
a new hash function for user authentication and a stream cipher based on Linear Feedback Shift Register(LFSR) for message
encryption and decryption. Moreover, each algorithm is programmed with C language and simulated on IBM-PC system and
we analyze the randomness properties of the proposed algorithms by using statistical tests.
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5 90 - 223 150 145
6 R0 - 223 151 147

(E 5 Ao §2E @}

d mxles:;ld S’g’;gi‘:l’""e New A3/A8 | New A5
4] 1%-106 5% 050015 | 063646
8 | -19%6~19% 5% 151351 | 050921
16 | ~196~1.9% 5% 099034 | 045272
32| -19%6-1% 5% 01278 | 01132

4.2 SAC(Strict Avalanche Criteria)

SACH 41HE9 ¥ F & vE7 ¥E BS &
gel 2 vEZF B &go] 1/20] HEXE RABE
Hog AYASYTEFY ddtd st xEL
d9gz Fod AH 10002 ANAE ol f8to gx
fAEE FANY F A9 AFgolth & H2EA
= x%(chi-square distribution) HA4E& ol &34} 25
x192=491529] 7A-¢ ¥ 46004Wo] F&FE 5% ol
AL ¢ T AUt
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54 &

% =EdME GSMEoRe 29 Hu2E 9%
F 9 AR A4 guEEe Agsdd. Ags
AYA8 duFFL N2E AL 52 AL
HAZ F3tE A% ASLTYFE MY AY HI
E HA2He 7vg 2y dzslE Asigo
A 2EY ¢EF7)E GSMAA WAR] 95 a1
AFo2 AHEFH A F JEE ALsgoy £24)
HE) EAZ A AEH0E & o 2E
H dse 2 SEEokA AEHIE § e A
ot Atd dnEFL CYoj2 THEsgon IBM
PC oA A&dgeold sttt £¢ Add ¢ues
o 29 ¥ W3 AYY JRE EAA yrEE
AHgate] E43tgict ol Y& FIPS140-19) A)okdl
HE H2E, AlEld §2E, ¥51 g2E o HAE,
A714# H2EE $98Art. 48 A3 AAY =
T H2EE FHaAoH watd AgE guede
29 $£¥0] FAXHE AL ¢ 4 AU} 29
l% g o g sy A gﬁzzﬂ_%l ol
1EYFY AR G £ FHL o}z
3171 wﬂ% od FEd B 349 34¢ A9 Wy
Ot AMH oz tAsintn TH F Uk B =&
Aate o]FFA A2de) 43 ¥ AF G S
Ne 7@ Aoz 7dHe =8 dE g3 4
oF F, UAYE A9, dEvkE 53 g Bopd &
259 4 F 9& Ao},
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