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A Formal Model of Managed Objects with
Temporal and Active Properties Using BDL

Eun-Bok Choi' - Bong-Nam Noh'!

ABSTRACT

In this paper, we described network management functions using a language for specifying behavioral aspects of managed
objects, BDL(Behaviour Description Language), that supports temporal and active properties. And, With a BDL to IDL translator,
network management functions can be easily coded and transformed into CORBA IDL. Also we define a new access control
model which combines Biba model, one of the mandatory access control policies stipulated by ITU-T Recommendations, and
RBAC model for securing managed objects in Management Information Base. In that model, we categorize management
operations for administrative attributes as a role and assign security levels to both managed objects and network managers.
This model ensures the integrity MIB by controlling accesses to managed objects with constraint conditions and role assignment

rules.
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rule MANAGED OBJECT CLASS
DERIVED FROM accessControl;
CHARACTERIZED BY rulePackage PACKAGE
BEHAVIOUR ruleBehaviour BEHAVIOUR
DEFINED AS
EVENT :
AccessControlEnforcementEvent
accessControlObject : accessControlObjectName;
INVARIANTS :
startTime <= stopTime;

PRECOND:
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus != Offduty;
PROCEDURE:

if ( NOT (EXISTS durationPackage AND
currentTime VALID IN [startTime, stopTime] )
OR
(EXISTS dailySchedulingPackage AND
currentDay VALID IN (startDay, stopDay] )
OR
(EXISTS weeklySchedulingPackage AND
currentWeek VALID IN [startWeek, stopWeek])) then
emit timeDomainViolation notification;
abort;
if (NOT( EXISTS dependencySchedulingPackage
OR timestampSchedulingPackage ) ) then
emit securityServicOrMechanismViolation notification,

abort;
endif;
endif;
emit AccessControlDecisionEvent notification;
if (enforcementAction == aliow) then

"access is permitted”;
validAccessAttempts = validAccessAttempts + 1)
“send to a security audit trail log";

emit usageReport notification;

if (enforcementAction == deny with response) then
"access is denied”;
invalidAccessAttempts = invalidAccessAttempts + 1)
"send to a security audit trail log”’

emit usageReport notification;

endif,

endif;

END;
EVENT : AccessControlDecisionEvent
accessControlObject : accessControlObjectName;

PRECOND:
adnumstratlveState == unlocked AND
operationalState == enabled AND
availabilityStams = Offduty;

PROCEDURE:

switch( Role)

{

case readonlyRole :
if r-level(Rr) DOMINATES initiator-level
then enforcementAction = allow
else enforcementAction = deny with response ;
endif;
case writeonlyRole :
if initiator-level DOMINATES w-level(Rw)
then enforcementAction = allow
else enforcementAction = deny with response ;
endif,
case readwriteRole -
if initiator-level(Rr) DOMINATES target-level(Rw)
then
if (r-level(Rr) >= w-level(Rw) ) AND
(initiator-level <= r-level(Rr) ) AND
(initiator-level >= w-level(Rw) } then
enforcementAction = allow
else enforcementAction = deny with response ;
endif;
endif;
END;
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eventForwardDiscriminator MANAGED OBJECT CLASS

DERIVED FROM discriminatior;

CHARACTERIZED BY efdPackage PACKAGE

BEHAVIOUR eventForwardingDiscriminatorBehaviour

BEHAVIOUR

DEFINED AS

EVENT : PortentialReportEvent

managedObjectClass: ObjectClass,
managedObjectInstance: ObjectInstance,
eventType: EventTypelD,

(212! 6) BDLE 0|8 eventForwardDiscriminator MO
Class &% E4 B8
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scheduler MANAGED OBJECT CLASS
DERIVED FROM : top;
CHARACTERIZED BY schedulerObjectPackage,
duration;
schedulerObjectPackage PACKAGE
BEHAVIOUR schedulerObjectBehaviour BEHAVIOUR
DEFINED AS
EVENT : LockSchedulingManagedObject
schedulerOjectName : schedulerObject,
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2y dgge Ad Ray 23 Al2ddA dag
EA9 A% 71%E¢ Y} log record® 219l
AAHE ARe ¢HE Vel

o3& BDLE ol &% 21 #eldAe 54 BA4F
e AHzRe dAdd §Xo i AR f 5l
o By RE A8 £A47% WA 3 dewH
3 4345 vehllz goH15]

logPackage PACKAGE
BEHAVIOUR
logBehaviour BEHAVIOUR
DEFINED AS
EVENT: intemalNotification
notification: smiZNotificaiton
notificationID: Notificationidentifier;

(02l 8) BDLE 0I&
o BEH

& log B2 Fej2o| S &

35 B 2He ¥

2 AollMe= #edAe PAFEE JY5E BDL
¥ A84E A5l st BDL_to IDL %4
HE T A

3.5.1 BDL_to_IDL sz 4A

# A9 5HEAE CORBA IDLE ¥M#3e £
ZEJois FEL gy F dAZ FAHEY WA,
# A A PAHE-S TS Q= BDL Hdo of
o8y Az e ddste BDL B4 @A 8, %
A Aol H4EFHo EWYS 9 BDL %Y< CORBA
o] IDLE #@sle IDL 2= A4 dA o)t}

BDL _to IDL #3d8i= Solaris 278 A3t SUN
dazsdoldoA FRENLH, AgYy AP =7
2 lex®} yaccg o83l sEsth. E£F DL &
B8 Nes7) As) C ARYHZ gee 29518
A28} ot

BDL #49¢& IDL %92 #$ss] He BDL Y
& A B A S AYRER #FHE HA)X
a3 £A4EL IDLE W35ty 98 AE5deA 7
23 XGDMO2IDLoJetHe #Hod Y& ol &8t tH14].

BDLOI £ & & GDMO I & (X721.gdmo) |

"
eventForwardDiscriminator MOC
efd PACKAGE
efd BEHAVIOUR
BDL statement;

REGISTERED AS {....};

| GDMO-to-IDL 2 It & & (XGDMO2IDL) ]

A BDLO} Z & & DL It & (X721.idl) }

eventForwardDisctiminator IN
OPERATIONS;
ATTRIBUTE:
BDL Statement;

'| IDL HI%‘(IDL.outpu[) I

pon: ntiatReportEvent(
in X721All :MO Class,

Boolean is_admin_Unlocked();

Emit_PRE_Notification();

(1 9) BDL mele| DL HE A

BDL_to_IDL Z#<#+ BDLE CORBAS IDL %
42 WEAA F2 Z2aYelrh WA, o HRAHE
A#A717] Aol XGDMOZDL Asd=g T3 #e
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M 220 fEE H7R 282 £488& CORBA
IDLE "A@sFolo gt o] A+ X72l.gdmo
g BEARHeart Yoz 27HET X2l
gdmoE X721 A3t EFHslE BHAA Y&
2 golEwoel 83 GDMO YA A £
29 #ag H7A a2 FPsdAM FYE 85
2 P45 ik o] § X72l.gdmod) BDL =d&
A4l3 & XGDMOZIDLE A 8A)zch &2 BDL Y
o g7 BREAE B4 FAE AUt A3
ormz 45E DL Fdde FHo08 HYys Y
e} FAog gselx BDL #¥9-& BDL_to IDL
sl e £3 DL Fd2 A= Fi2d 9).

1) BDL 54

BDL #AdE #A#Y 44 Ad =7U Lexs
Yaccd o3& TEHUD (2@ 10914 DataType
DBl BDL #99 &4 AAREAAM AgHE
Data Type2E ObjerctClass, Objectlnstance, Event-
TypelD, SecurityAlarmSeverity, BackUpStatus, Prob-
ableCause, DiscriminatorConstruct 5% 7k i Sl
o] DataTyped ASN.19} Ael€ Efglojojof .

BDL
1=

V4

BDL_to_IDL 2 It & &

CORBA IDL
o g

(723 10) BOL__to_IDL Hmed] 4

2) IDL 1=447)

IDL =447\ BDL B4 <& Afe4% 7
EEMol 4FHog EY BDL #d& wWopM DL
By @dch DL 2=4471E 94 BDL #de

HHZ ¢lo] Eolzn o] WA EEE 71X 9 Event
B Precondition¥ ¥, Invariants**&, Proceduref-&
2 e ddEd HEd DL 398 AR
2] o|w, BDL #Y< IDL #dd FHoz A
F A4 sigate IDL #$do] 4¢€d). BDL %4
& =Mqog Hde AL 2o AR nFA
o]z Wgstux & A¢ o] HuA sl 1 o
$7F Stk

Statements

Read data from the file
and
Write them into the buffer

Events & P - i = Procedures® ¥
Mel XMel X2l Hel

[ I 1 J

(T2l 11) IDL TEMAMT| 3B

3.5.2 A4} %

BDL_to_IDL #st¥2j¢l bdicompilere XGDMO2-
IDLAA ZE@oz H4% DL FdFdA FARE
& FHE3a 9l& BDL BUWE &3 IDLE ¥
@83 Agdeloltt bdcompiler= BDL %A 715

B corn lex.yy.c
bdl. 1 datastruct.c  log.txt ald y.tab.
1.9 datastruct.h  make.sh rule.txt y.tab.
bdlconpiler ofd.bdl nakecode scheduler. txt
1, of nakacode .c teatd.dat

hdlparser L txt

lathenax bdlcompllor sfd.bdl X721
stact bdl parsing...
parsing is done successfully
start code generating...
Job is completed. ..

(72! 12) BDL_to_IDL M#&E>
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IDLoutput 2% W82 HaF3 Qi)

-y it 1

Y. ] ty,

13 prMI'Couu: ProbableCause;
void Portent]slReportEventBuent(
in X721Att: nanagedlh joctClazsType OhjoctClass .
in X721Rtt: :managedOb jectInstanceType Objoctinstance,
in X7210tt: jeventTupeType BuentTypelD,
in xmmt::awnlty!gp- hu-'“ﬁlar-i-wrn.y

-ttt et

77 operationalState == ensbled D
availabilltyStatus 1= offbuty ;
Y, 1665 £ —_—

A r I I Iy TYYs YT

(22! 13) IDL.output Z1} LHE

4 d B

B4 A6g AR e kgl EFd#An i
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ol #elrls e AFde gaE A2de g5Ho)
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85 2443 ¢ 14 BE 52 24 59 53

& FHs= Wyoze dAE Yo A0S
ol &35t glo} #elAAY BRE EAS SAdEA XE
x| £ EAPE AR Utk

P =R 43 4 53 A4 5ESHS
AQ3E FHE 8800120 BDLE 88" A9 %
#e 299 712 #E75E A¥Heg g
282 BDL %Ast DL 2=A472 F4% BDL_

to_IDL #H#9=E 7H¥ste] CORBA IDL #dzE @
g3t ol 7|2 IDL_to C++oly IDL_to_Java 7
#Y2E o] 45w BDLE HoR @A 53 3
AFEE 7EE ¢ FHL ATed 53, % @8
Aol o AP ojglE AYAANE AAHSA BI
at7] fis) BEE Bugtel AAE AAH FIA B
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[#%] IDL ZE 4M7| &2F

[IDL 3=A447]
BDL _file = Open BDL_document;

_size = sizeof( BDL_file ); /* get file size %/

buffer = malloc( sizetl );

for( i=0 ; i < size ; i++ )
read a character from the BDL_file;
write the character into the bufferfil;

}

buffer(i] = "\0";

current_pos = 0

while( buffer{current_pos] is not null }{

get token from the buffer;

switch( token N

case EVENT:
event_procedure();
break;

case PRECOND:
precond_procedure();
break;

case INVARIANTS:
invariants_procedure();
break;

case PROCEDURE:
procedure_procedure();
break;

}

}

[EVENT %% A#]
void envent_procedure(file, buffer, pos, event_name)
{
char tokenl[TOKEN_SIZE], token2[TOKEN_SIZE], token3
[TOKEN_SIZE]

/x o|HIE E59 S diE HAx/
get_token(tokenl); /x MHZHE EZ S A& +/
EZ(oE #5%)S vdd A3
tokenl& FA o2 A=,

// EVENT : event_function_name
/x OHIE &X4E F& ¥/

get_token(tokenl),

while( stremp(tokenl, "}") )

/x bR &Y w7z WHE «

{
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if( !stremp(tokend, *,") )

/* strempOe EAEE vlnste] ZE o 0 g »/
{

get_token(tokenl); /* managedObjectClass */
tokenl(o]IE £4)& wjdol A3

}

get_token(token2);  /* 1 */

get_token(token3);  /* ObjectClass */

tokenl, token3& Wi gl A3

tokenl, token3& FA4 o2 el
get_token(tokenl),

} /% end of while */

for (i=0; i < line; i++)
HEs Y2 &
} /* end of event_algorithm */

[PRECOND ¥ A]
void precond procedure(file, buffer, pos)
{

char tokenl[TOKEN_SIZE] token2[ TOKEN_SIZE], token3
[TOKEN_SIZE];

get_token(tokenl); /* HHZHE EEZE A& #/

/x AYZA &2 ZF +/

while( strcmp(tokenl, ;") )

/e wpAEE &9 gt W o«

{

if( !stremp(tokenl, "AND") )

/* stremp()y EA4EE vistd Z& o 0 ubhd »/
{

get_token(tokenl);

get_token(token2);
get_token(token3);
if ( !strcmp(token2, “==") )
"Boolean Is_tokenl_token3();"& W€l A4
else if ( !strcmp(token2, "!=") )
“Boolean IsNot_tokenl_token3();"& widol =3
else
"Boolean Default_tokenl_token3();"& sjdel A3
tokenl, token2, token3& F4o2 A al;
get_token(tokenl);
} /* end of while »/

for (1=0; i < line; i++)
HEg iz &
} /* end of precond_algorithm */

[INVARIANTS H& Ad]
void invariants_procedure(file, buffer, pos)
{
char tokenl[TOKEN_SIZE] token2[ TOKEN_SIZE], token3
[TOKEN_SIZE];
get_token(tokenl); /x MHZHE EZE AZ +/
fx BHZY &4 & 4/
while( strcmp(tokenl, ;") )
/x Al g4 wiakx] whE «f
{

if( !strcmp(tokenl, "AND") )

/* strempOe BAMEE WlREe €& o 0wk +/
get_token(tokenl);

get_token(token2),

get_token(token3);

if ( !stremp(token2, "==") )

"Boolean Is_tokenl_token3();"2 wj@o] A,
else if { !stremp(tokenZ, "!=") )
“Boolean IsNot_tokenl_token3();"& wido] =3
else
"Boolean Default_token]_token3();"& vl ol A%,
tokenl, token2, token3& F4o02 Ag;
get_token(tokenl);
} /* end of while */

for (i=0; i < line} i++)
Hae HUE 29,
} /% end of invariants_algorithm */

[PROCEDURE 4-# A ]
void procedure_procedure(file, buffer, pos, event_name)
{
char tokenl[TOKEN_SIZE], token2[TOKEN_SIZE];
"void Emit_event_name_Notification();" #ldel AA% 2y
29,
start = ZR2ALA A2 A,
YR E AL gEl) EES U8
end = ZZAA & 9,

for (i=start; i < end; i++)
WEs fd2 29,
} /* end of procedure_algorithm */
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