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An Architecture of SNMP-based Network Management
on the Active Network

Byeong-Ki Lee': Kuk-Hyun Cho'!

ABSTRACT

Traditional network management architecture have been based on static and centralized client/server technologies. In this
paradigm, every element of the network sends all the data to a central management station that processes the whole data
and provides the interface to the user operator. By this reason, centralized management architecture has been stretched to
its limits by the number and complexity of managed nodes. The passive network management solution does not scale and
is not cost effective due to traffic increase. Therefore it is essential that network management employ techniques with more
rapid access and scalability.

Active Networks is a framework within which users inject programs contained in messages into a network capable of
performing computations and manipulations on behalf of the user. In this paper we apply the active networks technology to
network management and monitoring without placing undue burden on the nodes in the network. Further, we present a
architecture and a prototype implementation of the Active Network platform and describe the framework that we used to
provide for integration between Active Network and SNMP-based management applications.
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2 AFHAY, 2AE8 AHE = 37 B¢ A
+ FF A3E dEHE FYAAA By} E ¢ URE
Lig=3

4.1.7 714 SNMP & AH(VSM)

VSM(Virtual SNMP Manager)& AdEH x=2 4
Y4 AMP7l SNMP olo]HES F5aE8 + U=
£ 3t= dHTol~E AF W VSME AMP/ 2f
o JdEjB YEHA #H V5E I F, AMPHY

HE[E HIERZOM SNMP 718F & Zta| 2= 2707

SNMP @@ 2% Aulx 843 0D 28z 32 A
of 59 3uE FEsd SNMP olo|HEe| Ags
1, AMP7} |38 A4E A% A% 279 Fns
B xE2 AYsE AMP Wl F7HsAYG EE 6
3 AMP7E A& 4HE 71 3% ol® SMel Agst
£ Age S99,

4.2 dElE ojo|HE TZEE F¥

SNMP ##] 7154 A 93 A8 do|dE z2
EBY Alayle Fa 292 2 daze (29 nF
ol A H)

=] APHandler

ron(}

checkKey()
MDs0)

add{get, delete]|Msg()
et[Tag, Length))

Gt i
instantiate(), init(), start(), stop)
e e ) R )
AstivePagketDasmon dontroy(), log(), timae() seod()
atan(), run() JondCluea
tepListen(), odpListen() | 1 AMP 3 8 (ABM) .nhmu)mo m
[~ o %ol W X8 (5M) oy
2us 88 :!un-u m?;gru revFromSAQ
ANEP ¥4t P M)
22 &P ¥ (VEH) ] pihooponsel)
ARy AR T (MM ~ -
a 3
AnepAnatyaer mrae

o getiset)StatusFlag()
saopVerityl) lookup(), verify()
set(put, delete]Object()

get{put, delete]Parameter()

(38 7) YE|E oo|NES| F2 2 ¥ Has

(2 7oA g o] ActivePacketDaemon(APD) &

2% #3 TCP, UDP ¥EZ Y85+ AMPE
A dE Z2A2olt) udplisten() WAZE 23
UDP ¥ E 3322014 AMPE $418lo], ANEP stig
4 (class AnepAnalyzer)3ti, ANEP ®}¢] AWHz &
EYE AMP #H3l& QriFsisled, APMe Agdio
APDZ 1€ AMPS] +3& #ste 48L& APM
o] @23} APME TFH3lE ActivePacketManager
g2 JdEHE dojdES M REoH, AMPY
ANMES®] 48 tf& Au]zole) A Ho)AE AT
. APM2 APDERE Agd AMPE Fd A%
{class APHandler)stx, 12®23} Azt 281 4
A AMP9 AuthSecManager SHAE F8 A&
Ao @ QAFS F35+H, AMPY dA HeE A
gt APME dxwlastgl AMPY 3 #e Zg
A& A A A AHveE  VSMlclass
VirtualSnmpManager)ol Ag3ch, VSME 3% 24
¢ FeEdelaT B4, ARYE, ODE 4o
SNMP o|o]HEe] ths] sndToSA() MAZE 3 #
A58 Y51, revToSA) MAEE B3 238
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dlo} o|& thA] APMO HEdch APME VSMoE®
€ A#E wol AMPE T4 o HElB #eAld
A$aAY e 1 AMP7E T =E29] @ego]
AL l& A9, MMlclass MigrationManager) &
8 08 Z3AE AYsY, AMPE AL Ech

5. E|E W3 2T

51 HE|E TE|AL AlAH ¥

dejB FEAE AR o|HdES J5g FY3}
© dEB wxoe] 4534g B3 w2 2 Ao ¥
g Fyeh #YWY =g A do|HEE
& (2Y 8dA e o] FEAl] g3 HEEANAE
£3& 53 g4dr

@Walcome fo Active Network Management System M

Discovering the subnet 128.134.43.0
F0iscoverd a node 128.134.43.40 (sysObject ID : enterprises.42.2.2.1)
H0iscoverd a node 128.134.43.42

(32 8) ME|= H2|At Al ARSAE QIE{H|O[x

A% w= g s wdE dHp dolAE:
JElz pelael g4 == fiEd dF xS ol
o] #7h€. #AR JEE w= ooHESY A

= AAZFeE ICMP, SNMP, ANEP?] £z AHejd)
el dejH FEA A2 GUI el tagd el
#Ao. =3 JdelH FaxE AMPGE B3 4A4€
AMPE &gl JElE wso A4sty, a2 ARE
FAIg

52 fEfE B2 szl YHIAMPG) T3
= 7R 0R ALERld o8 AxEvle]2H
AMPE A4 9 FA&Y] A8 ETFolth. AMPGE
v 74 #E AMPY 9% == ¥4 AAE FH
BAE AEH dolHEE uiF @B ATE TAA
7171 Y& w3 =Hojof & »TES AYdt)

(19 9elxel o] degd wEFo] £IPxE ¥
#~Eo F71EW, BeElAEs AEH ool AENA 53
sord Frls Bde EHA2E I3, HT =
e g 8% MIB & Av2E APt wix
Bog FHAs FHLE Z2Ed e =EEA o
& B$8 M8 dystd AMPE T8k, o] & 3
3 dE|H S do]HEEY UDP 94& £ A
gt

128.134.43 231

128.134.43.232

128.134.43.40
126.134.43.41

9y 20 21:50:31 Node 128.134.43.48 starts.
@y 20 21:50:31 Reading routes from AMP iable
oy 20 21:50:31 Exporling the MIBRequest clags
gy 20 21:50:31 8anded & AMP packat with ANEP type (D 15
oy 20 21:50:31 Receiving a result......

(O3 9) AMP MH7| AFZA} ClE{H|O[A~

53 74 2| S8

% M == AE B4 9 4L dE AsH
g 718 7% F9 syl ded TEAME @A
BULNE B wEES FuR} AEDG o @A
2 74 71%e sE AT xEoM 8T F 3l
€ Adlad oW 27g BEte FHEd L7
o FAg 78 74T F [tk olEE vy # T
A 715 BFEZ FAAEA HE, GEQd Eol
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CM-AMP

Exampiles :

support SNMP 7
support ANEP ?
CPU utiiration > 90% ?
afl paths between x & y 7 || gl
satigly the a given QoS ?

Oe

(22 10) Y B2 88 5 X

7t Ao g AlgEE 94 7IMFY st &
A ZdiQle] = FHEY IP FAEC ping WAIA
E A$se Aotk ol B #Y ZRAre 4
¥ $9¢ EUZ YEIY RE FAHYL & =&
°ﬂ*1—t— ol ping 715E€ A3, ICMP WAA

gk o}z SNMP, ANEP #Ax & Eis) oogs
73_%—% sl &4 HACM-AMP)E 783

. dE B, (28 100eA HE whe} o] 7 =
7t SNMPY+ ANEP Z2EZg A ¥st:=7 2 CPU
o] §EC] W% oIV Ex #MF =BV xy =&
Apole] EAEHE7E? 3 ol HAYstA 2HE &
3 CM-AMPE 4% 4 Ut} ol 2AES

R P oME

oo

z
3 BA ¥ £t 54 Vlee FY%e =58
o W# vEYa EE2AE FAHY £ 0 4

f

Eo|, CM-AMPUol =ZE¢ e #dF =48
AQEh, 94 B4 HYY =ZE2YE ojFold
Eda BEdE FAE & Utk (2™ fdAe EA
=9 ol e ==E F SNMPe ANEPE EF
APt =i YES A BE FAsA I 9
Ay CM-AMPY] #4& BAFa 9ok

54 o 2l 88

5.4.1 Fol #e) 72
ol pele YolA BAYE EASE Hds,
18 27 2 d7ds 9% PEed A

O

2AEE ¥ aigo $ARH SAYoRM A4
Yt sodol % AZENC FolzH BRE F 3
0. duwrxoz o) pe] T2t 38 UL Pk

D% e & gheeRE #E AR 4

HEIE HIERAZUAMS SNMP 718t & 22| & 2709

2) A BEES HEHPAA ZHE LA

3 HAE FRES FEARANA 1 FRE FuE
ZFohE A

4) Fhe mZE A% AY 54

5) o} B4

6) A HE Fo2RE F47 AAHNEE F

ofN

FM-AMP

(3 1) Zyoj #2| S& 5B

(28 1DAME B =894 dAd 3 & 7]
Y Fx9 FFE RAEY 4 =B 2} A
HeaelAd dAEB xo #e v5Se FT gl
A Agg viel go] VSME #a 4 ==Ed 1
T ARE FAE7] 98 SNMP do|AES e 7t
A AEH | AE AF st

o] #el $&0] g§AE FM-AMP(Fault Manage-
ment-AMP)ol 93] ol #e AP FPstr] A%
HAF L o AR o|Folhth ANA VAT V%
A9 @AZA AL Fysied dad Fo #He
$4& AMPY ®AsE Aotk (28 8)9 AMPG
Axet FAG ez o] BEE FYste o
o} #¥ seidelrl gA" FM-AMPE SAM(Sub-
Active Manager)o]l A @H1). FM-AMP+ #41¢]
4 B4 we SAMH 43EAEE Roltk2). o
AzAge EHE P SAMo] FAF WAANERR
H # =EE9 A 33 R AHNES F
B3ty & Aotk ad AMHERE WAA A,
AR Al AZE R dARE AN AEE x
=89 44z §& ¥§Ec FM-AMPE old @2
H=9 HAANE #7381, ARES HrbstE F9
AAR] Ao wet AMNES BEFs) A Ao &
7 £4¢ HEedT 08 wAE 2 Aust i)
2AG A o) AAs7 A8 WHARNE dgse
ZAgdeltt, ag3a A FM-AMPE £4 %4d 94
3o Az ArREe A s FRRAES 2AG

i
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o ol FHlo]l £A AN A" F, FM-
AMPE ZRE AN LEEE o|FHT4). & A
A AF o|F7F Azdn. olHE oF AL
SAMe| 749 AR ZE A% L 4&F AP}
FM-AMP Aol o& +3d § Z24d. 534 =
o =9d FM-AMPE &% =S58 Adsr] 99
el gof #el 42 HEUTG). o] dAE EA
g AR 493 A7 FR7 ARUAE #d}Y
A% AAolk. FM-AMPE H€d §$8& dEer
o) g e, o] SAMe| RadchE).

5.4.2 ol #eg] Z2EEY A~

(I 12) A= Fol #eE 7159 ZEEEY A
Hg BAFT oArldHE AZH F 2de M4
stm glow, SAMe| 54 =W o =SERRH
HARE FAsE AdS At FHA ML £
ol =#He dZd ARE mdse T 2do
SAMe #RH3 &2 g A e A
B A7 FAdE AdA, AR A AL BE
AR, WARe dAx AHRE LHEs F59 3
A& AR ok 7hA g

1. CoflectDatay)

7. DecisionAeport)

2. FactsConstruction()
(38 12) Zo 22| 88 ZZEEY

e agdA JESS(Java Expert System Shell)&
FM-AMPS A5 52& T3 Aup 7]ute
HE7F A2 dolt26]. FM-AMPE % =24 =
23 ¥, &% == A dolHE #3333 A
VSM3 EARC slolgl £44 58 % =8 A
B 24 AMNEY Y-S TR oo, 29 o
HE AMsle FE Azdd 73 fdE gaE]
A8 JESS ohA A7t e, FM-AMPESE ¢
o] ¢l FHEo| JESS F& AW AAd) dddd. 1
21 UM FM-AMPE & 979 AHd B o
AdE AHIES Hrlgio

A 7led HEe RE % mEZEd FEe|A
SAMA|A ¢} FM-AMPS] 32 % x=ge £33
E ouanh 4% EdE AiE SAMY 3 WA
A= WA HBFE DAY AT AR dAA Y
dolth, AFAo] e dAANEL AAS] A7 H
ANAEC] Aatdn. ol2f¥ o3} FHLS A R
HES FEI0h AoAE A98ely] H8 JESSH M=
BRES HASIAL ol8Y ARBAE 2AbE, AA
BEES BYEY. o2F AA Ao Foje 2

1 4 4289 F& Holth AMPE o2 @ F
2E2E fAstL, 474 2¥d 4 xw=E8

A A=k FM-AMPE 94 s ai7t
+ AHARAE ZAe7] A PING fEUEE A
@ wef Y 847 ol A, o] ARde] #
gAo A BuHy, G F4L ER02NEH #7 &
27t AAE ojd# AFHA Hof B &L ¥
A AE)B #e AL F FHed FHo2 B9
& Aoz T B9 $HE FANE + 4
€ Aot

[o}
>
o g

oL B ok
o

o #n i

6. dB A FAFYY

e HEHZ e 1B AR 2@ PoiA
o #EHA A7 Mg dolA Agzel o At
2 F3o] FH5EtA FozA HAY % g4 ¢
€ 7 Y dgstis g JeES 978 &
e 719 A F
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