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Detecting of Insertion and Evasion Attacks
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Abstract

This paper proposes a network intrusion detection model which can detect the insertion
and evasion attacks. These attacks can be prevented when some kind of information are
available in the network intrusion detection system. We classified these information with
three categories and used each category at setup phase and executing phase. Within the
proposed model, all necessary information which are related with networks and operating
systems are maintained in the database and created as a table. This table is used during

intrusion detection. The overheads of database and table may be simple in this model.
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Fig 1. An example of insertion attack
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Fig 2. An example of evasion attack
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