A Study on One Time Password Algorithm to change by end-user
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Abstract

The password is the first step for computer security. If security of password is unimportant even
constructing of fire-wall, it is useless. But end-user is not able to manage a high-difficulty password. So
complement for password management is needed. In this paper, algorithm which produces one time password
by using random number in client is used. Not only this is easy for end-user to manage password, but also
this can eliminate insecurity for server hacking.
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I. One Time Password System
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#include <stdio.h>
#include <stdlib.h>
main()
{
[F g A
FILE *fopen(), *fpc, *fps, *fpcl, *fpsl;
char login();
char c_buff[16], s_buff[16];
char sec_key[8], t_passwd[16], yn;

int i, ii, j;

i =38;
ii = 16;

/* dEstE 93 v|L7) setting ¥/
sec_key[0] = ’$’;
sec_key{l] =
sec_key[2] = 'x’;
sec_key[3] ;

]
>

1
~

sec_key[4]

]
-
w
.

sec_key[5]
sec_key[6]

1]
7]

sec_key[7] = ’g’;

/* E2lojed 239 file open 2 reading */
fpc
fpcl = fopen(”c_passl.pwd”, "w");
if (fpcl == NULL)

{
printf("ERROR!!! Can’t open File
(c_pass.pwd)”);

n

fopen(“c_pass.pwd”, “r");

I

}
fscanf(fpe, "%16¢”, c_buff);

[+ geold =] W A4 ¥
randomize();
for (j=0; j<i; j*++)

{

/* initializing */

t_passwd[j] = c_buff[jl;
t_passwd[7+j] = (rand() % 129)
~ sec_keyl[jl;

/* AW &2 file open 2 reading */
fps = fopen(”s_pass.pwd”, "t”);
fpsl = fopen("s_passl.pwd”, "w");
if (fps == NULL)

{
printf("ERROR!!! Can’t open File
(s_pass.pwd)");
}
fscanf(fps, "%16c”, s_buff);

[* 29l e Rg 3 g 25 M
yn = login(c_buff, s_buff, ii);
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if (yn =="y’)
|
printf("Login successful...”);
[* AHEARS] oS 2Okl AF AR A M
for (j=0; j<16; j++)
|
fprintf(fpcl, “%c”, t_passwd[j]);
fprintf(fpsl, "%c”, t_passwdl[j]);
}
1
else printf("Login failed...”);
/* BE fileg close */
fclose(fpc);
fclose(fps);
fclose(fpcl);
fclose(fpsl);

* */
char login(c_buff, s_buff, i)
char c_buff[], s_buff[];

int i;

char yn;
int j;
yn = ,ys;

for (j=0; j<i; j*++)
{
if (c_buff[j] != s_buff[j])

yn= n;
break;
1
]
return(yn);
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Fig 3.1 Login of One Time Password System
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