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Abstract

With the development of computer&network technology and the growth of its dependance, computer
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failures not only lose human and material resources but also make organization’s competition weak as a
side-effect of information society. Therefore, people consider computer security as important factor. Intrusion
Detection Systems (IDS) detect intrusions and take an appropriate action against them in order to protect a
computer from system failure due to illegal intrusion. A variety of methods and models for IDS have been
developed until now, but the existing methods or models aren’t enough to detect intrusions because of the
complexity of computer network, the vulnerability of the object system, insufficient understanding for
information security and the appearance of new illegal intrusion method. We propose a new IDS model to
be suitable at the information system organized by homogeneous hosts and design for the IDS model and
implement the prototype of it for feasibility study. The IDS model consist of many distributed unit sensor
IDSs at homogeneous hosts and if any of distributed unit sensor IDSs detect anomaly system call among
system call sequences generated by a process, the anomaly system call can be dynamically shared with
other unit sensor IDSs. This makes the IDS model can effectively detect new intruders about whole
information system.
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