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A Formal Modeling of Managed Object Behaviour
with Dynamic Temporal Properties

Eun-Bok Choi' - Hyung-Hyo Lee'' - Bong-Nam Noh '

ABSTRACT

Recommendations of ITU-T and ISO stipulate the managerial abstraction of static and dynamic characteristics of
network elements, management functions as well as management communication protocol. The current recommendations
provide the formal mechanism for the structural parts of managed objects such as managed object class and attributes.
But the current description method does not provide the formal mechanism for the behavioral characteristics of managed
objects in clear manner but in natural language form, the complete specification of managed objects is not fully
described. Also, the behaviour of managed objects is affected by their temporal and active properties. While the
temnporal properties representing periodic or repetitive intervals are to describe managed objects’ behaviour in rather
strict way, it will be more powerful if more dynamic temporal properties determined by external conditions are added to
managed objects. In this paper, we added dynamic features to scheduling managed objects, and described, in GDMO,
scheduling managed objects that support dynamic features. We also described behaviour of managed objects in newly
defined BDL that has dynamic temporal properties. This paper showed that dynamic temporal managed objects provide a
systematic and formal method in agent management function model.
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Scheduler

[ I 1 I I

L ZzgAI|E V5L FY3ic Daily Weekly Monthly Periodic  External
= ] ] ] o= T (H } Scheduler Scheduler Scheduler Scheduler
Daily Weekly Monthly Periodic
PROCEDURE: Operation Operation Operation Operation
Scheduler Scheduler Scheduler Scheduler

if ( NOT (EXISTS durationPackage AND currentTime
VALID IN[startTime, stopTime] ) OR
(EXISTS dailySchedlﬂingPackage AND currentDay
VALID IN[startDay, stopDay] )
(EXISTS weeklybcheduhngPackage AND currentWeek
VALID IN[startWeek, stopWeek] ) ) then
emit timeDomainViolation notification;
abort:
endif;
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o External Scheduler and ExtenalOperationScheduler
External Scheduler$} External Operation Scheduler
#AH FHAE A1 TAsY GDMO &E A
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= EF A1l 71€¥ scheduler FH2ZHE £
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ExternalScheduler MANAGED OBJECT CLASS
DERIVED FROM scheduler;
CHARACTERIZED BY

dependencySchedulingPackage;
timestampSchedulingPackage;

REGISTERED AS {schedMo 11};

(32! 4) ExternalScheduler 42|24 S~



ExternalOperationScheduler MANAGED OBJECT CLASS
DERIVED FROM ExternalScheduler;

CHARACTERIZED BY
operationSchedulingPackage;

CONDITIONAL PACKAGES
operationNotificationPackage PRESENT IF "the result
of the operation need to be reported or the operation
performed is a GET operation”;

REGISTERED AS {schedMo 12}

(32! 5) ExternalOperationScheduler &2|Z4xf| Saf~

¢ dependencySchedulingPackage
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At el AAd da) FIEREE T8
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(mi, a, mo;, p) <dependencyMode> (mj, a;, mo;, p)
Gom,om € M: B3 G*)), ae A:da,
mo; € MO @ #2]2%, S P : ACCESS_MODE

& A2 oS (my, a, {0}, {IM-GET}) WHENEVER-
NOT (my, ai, {01}, {(M_.GET}) &2 B #A4 m
4?474 m;©| Eﬂ?«lx} ad #YAA ool el M-GET
e Y e dndth
015 4AR & dependencySchedulingPackage34]7]
219} ManagedObjectMode %418 18]lZ Depen-
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dependencySchedulingPackage PACKAGE
BEHAVIOUR dependencySchedulingBehaviour BEHAVIOUR
DEFINED AS
EVENT : checkedDependcyMode
delegatedManagedObject : ManagedObjectMode,
dependencyMode : DependencyMode,
sourceManagedObject : ManagedObjectMode;

PRECOND :
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus != Offduty;
PROCEDURE :

f ( NOT( (delegatedManagedObject UNLESS
sourceManagedObject) OR
(delegatedManagedObject WHENEVERNOT
sourceManagedObject) OR
(delegatedManagedObject ASLONGAS
sourceManagedObject} OR
(delegatedManagedObject WHENEVER
sourceManagedObject) ) then
emit securityServicOrMechanismViolation
notification:
abort ;
endif:
REGISTERED AS {schedPkg 10}

(2! 6) dependencySchedulingPackage Ij7!X|

ManagedObjectMode ATTRIBUTE GROUR
DESCRIPTION
initiator GET-REPLACE,
accesMode GET-REPLACE,
target GET-REPLACE;
REGISTERD AS {smiAttributeGroup 3};
DependencyMode ATTRIBUTE
WITH ATTRIBUTE SYNTAX attribute
ASNI1Module.dependency;
REGISTERED AS {smiAttributelD 72};

dependency ::= CHOICE {UNLESS,
WHENEVERNOT, ASLONGAS WHENEVER};

(32! 7) ManagedObjectMode 2’3 g
DependencyMode &7
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<A 9] 2> timestampScheduling TF 2

(m, a;, mo, p, T)
tom € M #A, a4 € A dEdA, mo © MO B 44,
p © P: ACCESS_.MODE, Ti € N U o : EXPIREDTIME

3 dZ o (m, a {o), (M-GET}, 200) 32
25 el me] Al ad #HAA ool dE {2
2A& AEE o] FRE 200% FUAAT M-GETHAHS:
P+ Ak
ol ZAZ 3 timestampSchedulingPackage ™ 7] 4]
9} expiredTime £4& th&3 Zo}

W

emit
security ServiceOrMechanismViolation
notification;
abort ;
endif;
REGISTERD AS {schedPkg 11};

(32! 8) timestampPackage T7|X|

expiredTime ATTRIBUTE
WITH ATTRIBUTE SYNTAX
attribute~ ASN1Module Expired Time;
MATCHES FOR EQUALITY, ORDERING;
BEHAVIOUR timeOrdering;
REGISTERD AS ({smiAttributelD 73};

ExpiredTime ::= CHOIECE { specific
GeneralizedTime,
continual NULL }

timestampSchedulngPackage PACKAGE
BEHAVIOUR timestampSchedulingBehaviour
BEHAVIOUR
DEFINED AS
EVENT : checkedtimestamp
timestampedInitiator : initiator,
timestampedTarget ' target,
timestampedAccessMode : accessMode,
timestampedExpiredTime : expiredTime;
PRECOND :
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus '= Offduty;
PROCEDURE :
if ( ( expiredTime '= NULL ) AND ( OVER
expiredTime ) ) then

(2! 9) expiredTime &4
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rule MANAGED OBJECT CLASS

DERIVED FROM accessControl;

CHARACTERIZED BY rulePackage PACKAGE

BEHAVIOUR ruleBehaviour BEHAVIOUR

DEFINED AS

EVENT : AccessControlEnforcementEvent
accessControlObject :
accessControlObjectName;

INVARIANTS :
startTime <= stopTime;

PRECOND:
administrativeState unlocked AND
operationalState == enabled AND
availabilityStatus != Offduty;

PROCEDURE:

if { NOT (EXISTS durationPackage AND
currentTime VALID IN
[startTime, stopTime] )

OR (EXISTS dailySchedulingPackage AND
currentDay VALID IN [startDay,
stopDay] )

OR (EXISTS weeklySchedulingPackage AND
currentWeek VALID IN
[startWeek, stopWeek])) then

emit timeDomainViolation notification;
abort;
f (NOT( EXISTS externalScheduler ) ) then
emit securityServicOrMechanismViolation
notification;
abort;
endif;
endif;
if (enforcementAction == allow) then
"access is permitted”;
validAccessAttempts = validAccessAttempts + 1.
“send to a security audit trail log”:
emit usageReport notification;
if (enforcementAction ==
deny with response) then
"access is denied”;
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invalidAccessAttempts =
invalidAccessAttempts + 1

"send to a security audit trail log”;
emit usageReport notification;

E_| 7“;" EEHA_l EII-

iy T2

(18 10014 ‘rule’ @ AA FPx
ControlEnforcementEvent’ Ab7lo] wHaia}dd
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eventForwardDiscriminator MANAGED
OBJECT CLASS
DERIVED FROM discriminatior;
CHARACTERIZED BY efdPackage PACKAGE
BEHAVIOUR eventForwardingDiscriminatorBehaviour
BEHAVIOUR
DEFINED AS
EVENT : PortentialReportEvent
managedObjectClass: ObjectClass,
managedObjectInstance: ObjectInstance,
eventType: EventTypelD,
severity: SecurityAlarmSeverity,
backedUpStatus: BackedUpStatus,
probableCause: ProbableCause:

PRECOND :
administrativeState == unlocked AND
operationalState == enabled AND

availabilityStatus != offDuty;
PROCEDURE :
if ( (FILTER ( discriminatorConstruct,
pontenialEventReport } ) AND
(EXISTS durationPackage OR
dailySchedulingPackage OR
weeklySchedulingPackage) ) then
emit eventReport notification;
endif;

EVENT : replaceDiscriminator
inDiscriminatorConstruct: DiscriminatorConstruct:

PRECOND:
administrativeState == unlocked AND
operationalState == enabled;

PROCEDURE:
discriminatorConstruct =
inDiscriminatorConstruct;

emit attributeValueChange notification;
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scheduler MANAGED OBJECT CLASS
DERIVED FROM : top;
CHARACTERIZED BY schedulerObjectPackage,
duration;
schedulerObjectPackage PACKAGE
BEHAVIOUR schedulerObjectBehaviour




BEHAVIOUR
DEFINED AS
EVENT : LockSchedulingManagedObject
schedulerOjectName : scheduledObject,
schedulerManagedObjectName :
scheduledManagedObjects,
schedulerld : schedulerID;
PRECOND :
administrativeState == unlocked;
PROCEDURE :
if ( administrativeState CHANGES locked )
then
“interval scheduled action is terminated
immediately”;
administrativeState = locked;
emit stateChange notification;
endif;

EVENT : ModifySchedulingManagedObject
schedulerOjectName : scheduledObject,
schedulerManagedObjectName :

scheduledManagedObjects,
schedulerld : schedulerID,
newStartTime : StartTime,
newStopTime © StopTime,

PRECOND :

administrativeState == unlocked;
PROCEDURE :

if ( startTime CHANGES newStartTime )

then
startTime = newStartTime;
emit stateChange notification;
if (stopTime CHANGES newStopTime )
then

stopTime = newStopTime;

emit stateChange notification:
endif;

endif;
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iogPackage PACKAGE
BEHAVIOUR
logBehaviour BEHAVIOUR
DEFINED AS
EVENT: internalNotification
notification: smi2Notification,
notificationID: Notificationldentifier;
PRECOND:
administrativeState == unlocked AND
operationalState == enabled AND
availabilityStatus '= offDuty AND
availabilityStatus '= logFull;
PROCEDURE:
logRecordSize : INTEGER;
"set the logRecordSize according to data
logged”;
if ( NOT ( FILTER ( discriminatorConstruct,

notification ) ) }  abort;

endif;
if ( NOT ( EXISTS durationPackage AND

currentTime VALID IN [ startTime, endTime ] ) )

then
abort;
endif;
if ( EXISTS finiteLogSizePackage ) then
"process the notification suitable to log record
structure, add modified notification information to
log storage”;
numberOfRecords = numberOfRecords + 1;
currentLogSize = currentLogSize + logRecordSize;
if ( currentLogSize + logRecordSize ==
maxLogSize ) then
if ( logFullAction == halt ) then
availabilityStatus = logFull;
endif;
if ( logFullAction == wrap ) then
"delete the oldest log record and allocate it
to new log record”
endif;
end if;
endif;

EVENT: replaceDiscriminator
inDiscriminatorConstruct: DiscriminatorConstruct;

PRECOND:
administrativeState == unlocked AND
operationalState == enabled;

PROCEDURE:

discriminatorConstruct = inDiscriminatorConstruct;
emit attributeValueChange notification;
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Behaviour-Description =
{ ‘EVENTY
Attribute-List " Type-Name
Attribute-List " Type-Name { | Attribute-List “'
Type-Name } * %
‘PRECOND:’
[ Condition-List ] ;'
[ 'INVARIANTS:' ]
[ Condition-List ] %’
‘PROCEDURE:’
[ Attribute-List ‘' Type-Name { ] Attribute-List ‘'
Type-Name } * ' ]
Statement-List )’
}o®
Attribute-List = Attribute { *, * Attribute } *
Statement-List ::= Statement { *, * Statement } *
Condition-List ::= Condition-List Logical-Op Condition
| Condition
| ‘NOT" ‘(" Condition ‘)’

Condition = Condition Relational-Op Primary-Exp
| Condition Set-Relational-Op Primary-Set-Exp
| Primary-Exp
| Primary-Set-Exp
| String-Exp
| Temporal-Exp
| ‘EXISTS' Attribute
| ‘FILTER' ‘(' Attribute ‘' Attribute ‘)’

Primary-Exp = Primary-Exp Numeric-Op Exp
| Exp

Primary-Set-Exp = Primary-Set-Exp Set-Op Set-Exp
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| Set-Exp

Set-Exp - Set ‘Exp Sct-Op Primitive-Set-Exp
| Primitive-Set-Exp
String-Exp = Primary-String-Exp String-Op
Primary-String -Exp
Temporal-FExp = Attribute Temporal-Op Temporal -Interval
| ‘currentTime’ Temporal-Op Temporal-Interval
| Attribute Temporal-Op Attrubute
| Temporal-Op Attrubute
Temporal Interval = " Time-Point ;" Time-Point ‘]’
I
Arribute- ASNIModule defaultintervalsOfDay
| Attribute- ASN1Module.default Week Mask

Statemnent ©= Assignment-Statement
| Conditional-Statement
| Notification-Statement
| Text-Statement
| ‘abort’

Logical-Op == "AND’ | ‘OR’

Relational-Op == ‘==" [ ‘<" | > | '<=" | >=" | 1=’
Numeric-Op = ‘+" [ =" | % | /'
Set-Relational -Op = ‘SUBSET OF’

| ‘SUPERSET OF’

| '‘NOT NULL SET INTERSECTION’
Set-Op == ‘UNION’
| ‘INTERSECTION'
| ‘DIFFERENCE’

String-Op = ‘EQUAL’
| ‘STARTS WITH'
| ‘ENDS WITH’
| ‘INCLUDES’
| ‘CHANGES'’

Temporal-Op = ‘VALID IN’

| ‘NOT VALID IN’
| ‘UNLESS’
| ‘WHENEVERNOT"’
| ‘ASLONGAS'’
| “WHENEVER'
| ‘OVER’
Type-Name = { x | x is attribute type in
Attribute- ASN1Module }
Exp ::= Number
| Attribute

| ‘(" Primary-Exp ‘)’

Primitive-Set-Exp = { x | x is ANY type }
| Attribute ' :
| ‘(" Primary-Set-Exp ')’

Primary-String-Exp
Attribute-ASN1Modhile. Additional Text
| Attrib
| ‘(" String-Exp )’
Number = INTEGER
| REAL

Time-Point = Attribute- ASNIModule.Generalized Time
Attribute = Identifier

Assignment-Statement = Attribute ‘=’ Primary-Exp
| Attribute ‘=" Primary-Set-Exp
| Attribute ‘=String-Exp

Conditional-Statement = if ‘¢ Condition ‘) ‘then”
Statement-List ‘endif

Notification-Statement = ‘emit’’ Attribute ‘notification’ *;'
Text-Statement = ' Attribute-ASN1Module. Additional Text '
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