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A Design of the High-Speed Cipher VLSI Using IDEA Algorithm
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ABSTRACT

This paper is on a design of the high-speed cipher IC using IDEA algorithm. The chip is consists of six functional
blocks. The principal blocks are encryption and decryption key generator, input data circuit, encryption processor, output data
circuit, operation mode controller. In subkey generator, the design goal is rather decrease of its area than increase of its
computation speed. On the other hand, the design of encryption processor is focused on rather increase of its computation
speed than decrease of its area. Therefore, the pipeline architecture for repeated processing and the modular multiplier for
improving compustation speed are adopted. Specially, there are used the carry select adder and modified Booth algorithm to
increase its computation speed at modular multiplier. To input the data by 8-bit, 16-bit, 32-bit according to the operation
mode, it is designed so that input buffer shifts by 8-bit, 16-bit, 32-bit. As a result of simulation by 0.25 zm process, this IC
has achieved the throughput of 1Gbps in addition to its small area, and used 12,000gates in implementing the algorithm.
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