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ABSTRACT

In this paper, we study the security of key recovery enhanced key exchange protocol. We present a
subliminal channel of self-escrowed Diffie~Hellman key exchange protocol proposed by P. Paillier and M.
Yung in ICISC'99, and also we present a method to prevent such a subliminal channel. In addition, we
review and analyze the weakness of the modified key recovery enhanced key exchange protocol proposed
by C. Kim and P. Lee in PKC 2001.
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