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Design and Implementation of a Real Time Access Log
for IP Fragmentation Attack Detection

Kyoung-Wan Kug'- Sang-Hoon Lee™”

ABSTRACT

With the general use of network, cyber terror rages throughout the world. However, IP Fragmentation isn't free from its security problem
yet, even though it guaraniccs effective transmission of the IP package in its network environment. lllegal invasion could happen or disturb
operation of the system by using attack mechanism such as IP Spoofing, Ping of Death, or ICMP taking advantage of defectiveness, if any,
which [P Fragmentation needs improving. Recently, apart from service refusal attack using [P Fragmentation, there arises a problem that it is
possible to detour packel filtering equipment or network-based altack detection system using IP Fragmentation. In the paper, we generate the
real time access log file to make the system manager help decision support and to make the system manage itself in case that some routers
or network-based attack detection systems without packet reassembling function could nol detect or suspend illegal invasion with divided
datagrams of the packet. Through the implementation of the scl{-managing system we verily its validity and show its future effect.
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B H=24 “IP Identification Number” %+ “Fra-

gment ID"% Bt}

A fragment¥ 7] o} wF A<
$1A = “Fragment Offset”& 7}8tTh

e Z} fragmentt L fragment®] ®elE] ZolE 7}
o]7)4 IP #d 0byte ®lolH HolofA Alejdth
Z, Ethernet®] MTUSQ 1500dte]E7F A42 o w9
Exoli= 1430(1500-20)efo] EZ EA R h

o AlASe® 7t fragment® @A fragments] F71H ¢l
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=
=

o 7} fragment=

fragmentE¢] 212 A% ME(More Fragment) (lag
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IP Fragments] 92|& olsislr] #sted 4,000 £
ICMP dlel&l7} Ethernet AolA H4=E w DA frag-
mentation® =% #WH7] dsle] (¥ 2)9F o] 40008}
o]E2] ICMP H¢|EE A%t ddtdoz A2HE ping
AL sovto] Bt 64 who]E2) ICMP dlojel& 53l
B -g G4-L o] &35te] ICMP ® e|¥7} fragment ¥%

& FE 24 249

—
[root@kugstone /root]# ping -s 4000 192.168.0.1

PING 192.1630.]1 (192.1680.1) from 192.1680.4 : 4000(4028) bytes
of data.

Warning : time of day goes back, taking countermeasures.

4008 bytes from 192.168.0.1 - iemp_seq=1 (t1=128 time=7.218 msec
4008 bytes from 192.168.0.1 : icmp_seq=2 tt1=128 lime=7.194 mscc
4008 bytes from 192.168.0.1 ! icmp_seq=3 tt=128 time=82381 mscc
4008 bytes from 192.168.0.1 : icmp_seq=4 tt1=128 time=7.161 msec
4008 bytes [rom 192.1680.] © icmp_seq=5 ttl=123 time=7.175 msec
--- 192.168.0.1 ping stafistics ——-

23 packets transmitted, 22 packels received, 4% packet loss
round-trip min/ave/max/mdev = 7.116/8.363/19.669/2.569 ms
[root@kupstone /root]#

(3% 2) IP FragmentationS £/5t ICMP Hj0JE] M&

old tcpdump FEEEIE o] &t #HAL BUHF s}
W (2% 3)3 2. (cpdumpd =S packet filter 71%
£ @A 28 JENI FlAM HE FU Y= SHE A
AEE ANTLR 758 £ ¢ Jon, o] o] &8t V|
EadA dojAe 452 vEHNZ RACT A= o
2 destd & 5 A & Fo E
Ae =24 }%Z} ol 9729 794 (Connection) &S 724l
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{rool@kugstone /root]# fopdurp

Kernel filter, protocol ALL, TURBO mode (375 frames),
datagram packet socket

tepdump © listening on all devices

23028 137795126 eth0 > 19216804 > 19216801 : (frag 22873 :
1048@2960) (DF)

23:281:37.795126 eth0 > 19216804 > 19216801 : (frag 22873 :
1480@1480+) (DF)

2312803779126 eth0 > 19216804 > 19216801 :icmp © echo
Tequest

(frag 22873 @ 1480@0+) (DF)

87 packets received by filter

[root@kugstone /root]$

(22 3) topdump SEEIE o=t Wzl THE

Ethernet WEYNIES 53t A$H7] A9 Holy 2
= (2F s} Zo] 20ue| 9] IPH|H ¢ 8ute]Ee] ICMP
g o, 23 40008014 ICMP wolH & 7k & 40284}
o|E9] dHleo|g] aPor FEHC. kx4 EthemetE F-8F
o HA%H7] YL Ethernetd] MTU &, 15008} =2
e £ gle=z 15008ke|E £ 28T A2 fragment

Al FoH10]
20 g 1472 20 1480 20 1048
IF header ’ ICMP data  JIF header| ICMP data IP header| ICWP data
ICMP headar
{ICMP echo reguest)
1500 bytas i 1500 bytes | 1050 bytes

(3 4) ICMP T3] +=F

(12 3ol A tepdumpel 23] EUEY = A fragment
o] W golA 228732 fragment ID, 1480-¢ Data Length, 0
= Fragment Offset, +& MF flag7} 1% setting® o} =&
2 HoFEth qrldA & 7k FaF A2 topdumpel
A A wlE A A ek “ICMP : echo request” o]
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UDP #Hz3l¢l 2% E3x ZEWMSE AR= 71AA e
olAE 2.7 A WA fragmentf’ﬂ" TCP, UDP, = ICMP
Azt 2ol o] HA e FX A A A frag-
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3.1 IP Spoofing

TCP/IP 2232 wl§ fFHole ALgstr] HsA
gk 2ok FHAME ofefg 22 Bt BAEE kA A
oH14].

# Fatos +937) A %%Z] s2E9
P FA2E 49 & QFH 0E 2ond aze

o £4 W& (Sequence Number)d] A4 EAZ TCP
Specoll A= 4 WE7 29 2500009, F 4 msecr}
o @9y F7RATIRE St 9l I3y Berkeley
oA TE=E TCPY ¢A tﬂit— 42BSDIAAME 27
128¢+F &7bsla 43BSDY A Wt £ 123,0009t

A

1

Aot Ze ¥3e] stz FHEE P SpoofingS 19854
Morris®] ]3] olejt]o}zt A& AAHAL, 4AZ 199569
%= San Diego Supercomputer Center® 3% s}i=d Kevin
Mitnickol V&3 E 8tz o] Al o] 52 o] 7
€< IP Spoofing?liz &= Eu/A HULW A7
TCFIP 8§ o4 33 {88 dga 2t

o A A T F2(Sequence Numnber Guessing)

o YHHaDHFAE F2(SYN flooding)

o M 712 A7} (Connection Hijacking)

® RSTE o] &3 HE #F7}{Connection Killing by RST)
® FING o|4% A& F71(Connection Killing by FIN)
o SYN/RST #Z A4FH(SYN/RST Generation)

o Y EHA WE AHAA|(Killing the Inetd)

e TCP 955 4(TCP Window spoofing)

a3y YutH 0 F IP Spoofing®] ¥ Kevin Mitnicke] Al
£ PHE dvsty #A4 WEFE F3, vHHalH)A
ENE 4 Fo| A AMEFE TGRS FHeE B ¢
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3.2 Ping of Death

TCP/IP Z2ESA 1P AR HA Pol: 6055357
Az Agnsel gk ol AA e Aawe [P A7
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65507u}e] E7} Em webA ping A7l & 7‘01? A g
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[root@kugstone /rootl# ping -1 65510 192.168.0.1

(3% 5) ping Z2 10| 2|Ft MH|A HE 4

33 ICMP &4
ICMPE ¢IHUZEZEZ A EA7 A7|H Bus)Fe
EZZEEEA, 4& S JEHZ FEEAS) “Echo Re-
ply”, “Destination Unreachable” E& JEY= @¢® &
Al “Redirect” $-& Rugth 7|44 & A&He| 3=
TAE AT ¥ ICMP HAAE e HE
AR £ gon ICMP Redirect® dEH o=z Bs
EYz 29 2AE Eghe] mAA & = gt} R4 A
9 ICMP 34 A=3 wratd(Firewall) 7dolA 7
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ANRAE Aodtn AHE delFe ZZEEZA RFC 792
of AolHolglty ICMP= IP dlo8] #L A&k TH
HAAE TCPIP 2ZEH o] o8] AzH, §4Z221
A AREAA A BHEA RelAe feth dHEA,
ping BH = Jdd F&E HAES7 98 ICMPE A
£33} ICMP= 5719 9% AR} 4719 AR HARE
Adsd, 7t dwHow o] g5k ICMP 2 wAAE
ping ZEEZE A= AMEHE ICMP HAAEZ
Aed,

SAER SASE

Linux Server

Logfile 24/ A+

(D22l 6) RTAL =213 3=

FILE =fkug ;
FILE #fpraw
char buf[ 65535] ;

/% Simple log file pointer #/

/+* Raw log file poinetr #/

/* The buffer we use to read a
packet #/

char *type ; /# ICMP type string */

struct kug_iphdr *iph ; /# IP header pointer #/

struct kug,_icmphdr #ich ;  /#* ICMP header pointer #/

struct in_addr addrs ;

struct in_addr *mask ; /* Mask to apply for IP addresses to

ignore */
struct in_addr *ignoremask ; /* Mask to apply for ignored
packets %/
struct tm *Itm ; /* Used by localtime(3) #/
time_t t; /# Used by time(2) #/
char *4 ; /* Used by ctime(3) =/

int ch; /* For command line parsing */

int iphlen ; /# TP header Jength (Used to skip #/

(3 7) ICMP W2l 24 8l 27 i MMs s W 3
TEH A

32 bit

B=ER 3 code

0=StarsCt checksum

identifier Sequence number

data

(22! 8) ICMP Echo Request 2 Reply &4l
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s2EW #$E7F ICMP Echo Request® A2 415
o3l ICMP Echo Reply2 253HcH1] o= 3k wA A« Z HE &4 A4 t‘]—}‘-i,
el AAs EMEted 20 Ad2 ANEY] geAd (2" 7
NI e Wl F2A g5 AR (I8 82 ICMP

a=

”
o

% FTP, TELNET, SMTP, X400 &
5b7] S8 TCPE A48 TCP= 4
A4£H Octet StreamSZE K= Stream %

Echo Requested ¥ Replay @24-& BolFz glow] RTAL A9 tlolE A7 Mul=E AFT E} 3 TCP AH&AIZE
Z2a9E ojg8ld ICMP #3712 ZHg & d7E (3 H o2 A8x2 ddEE OctetES-L Bl A4S F
Y 9)8} o] BajFEth (28 10)i= A Al #H Hx| BAE] e} ’ICPOJW“ U3 HoJH Stream
ol sle Z47Zte] HAAEG TSt gl HeHE £4 o] BHA TAEe 2% vehirLl olw @A) &)H
dte] (2% 8)9] ICMP F4ol 539 HAtt = =23% 5 Oﬁ TCP Ao A 05 Apdo] ERFT o)) s
A gt Az ZgE FA-S Z4ste] 2o mpdE A4

deA (19 103 2L Wes F2A $5E AR,

prsole - rent@iocahasthuneionsi s

il FILE

wflug | /# Simple log file pointer */

n i FILE =fpraw ; /% Raw log [le poinetr =/
KUG ICHP Logger - Begins at Mon Sep 17 15:01:19 2002 char buf[ 65335] ; /# The buffer we use to rcad a
- Nate - Source IP - Domain Name - ICHP type /code - . _ packet #/ .

struct kug_iphdr #iph ; /* 1P header pointer */
19:04:52 09/87/00 127.0,0.4 localhost.localdo Echo Request 6/0 struct kug_tephdr #teph @ /# TCP header pointer +/
15:00:52 09/47/01 127.0.0.4 localhost. localdo  Echo Reply 0/6 . -
05:0053 97/ 127,004 localhost. decalds Fcho Feqest 840 struct in_addr addrs ;-
15:01:53 09/47/01 127.0.0.4 localhost, localda Eche Reply 070 struet in_addr ~mask ; /+ Mask to apply for TP addresses
15-01:54 09/17/01 127.0.0.4 localhost.localds Echo Request 3 to ignore */
19:01:54 09/47/01 127.0.0.1 localhost. localdo Echo Reply /3 i e el /o ; P : ot
GO0 00/7/00 127,004 localnostloceldo fofo fequest &) struct in_addr signoremask ; /+ Mask to apply for fgnored packets +/
05:00:5 09/47/00 477,004 localhost.localdo Echo Reoly 07 struct tm =dtm ; /* Used by localtime(3) #/
15:00:56 09/17/01 127.0.0.4 lgcalhost.localds Echo Request 8/) time t t; /% Used by time(2) #/
15:01:36 09/17/01 127.0.0.4 localhost. localdo  Echo Reply 0/ o sl - " : «
(50408 09/07/0L 127,000 localhest loceld Dest. Lnvezshatile 373 char =li; /* Used by ctime(®) /
15:04:08 09/17/04 127.0.0.4 localhost,loceldn Dest. Unreachable 373 int flag_mask ; /% Only log packets that matches
15:05:03 09/17/01 127.0.0.4 localhost, localdo Dest. Uneeatheble 373 tepflagmask */
15 03:03 09/17/01 12; 0,04 localhost.localde Dest. Unreachable  3/3 ] PERRO_US tcpflagmask ;  /* The TCP flag mask (to ignore

1cmp lug L, 2273

packets) =/
int ch; /# For command line parsing */
IP header length (Used to skip =/

int iphlen ; /e

(22 17) TCP T2l BN % 2 mel MM 95 We o
TEH M
sQuTce port | destination port
—-~—-—- Begin of packet number: 1 am- I
—-~——— arrival date: Mon Sep 17 19:01:52 2001 - saquence number
peeiocox TP Header skbokkhk
IP Version . g (1Pu4) Acknowledament number
Header Length 120 (20) ' cr o
Tupe OF Service 20 (0x0) data oftset So o o%2n window
Total lemght of packet 84 (0x54) hytes o= I 3 =Z
Identification .0 (0x0)
5 bit flags H (OXO) checksum urgent pointer
13 bit Fragmentation offset : 64  ((0x40) -
Time To Live 6 {0x40) option padding
Frotocol : iemp (Ox1)
Criecksun : 15527 (Ox3ca?) L data
IP Source address (From) 1 127.0.04 ()
IP Destination address 1 127,0.0.1 () =
peecesxs [CHP Header sk (:Er_—.' 12) TCP Aﬂ,_’_D,_‘LE; gé’
Type : Echo Request (8)
Code 1 0 0
CheckSum : 60239 (Oxebdf) =1 & ol El D Ao ZT olo
Identification : 18502 (Oxda46) (T8 122 o1& TCP A& BFa o, (¥
Seuence 1 0 (0x0) 1 = = -
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