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E-BLP Security Model for Secure Linux System
and Its Implementation

Jung-Min Kangt- Wook Shin'- Chun-Gu Park': Dong-1k Lee'"

ABSTRACT

To design and develop secure operating systems, the BLP (Bell-La Padula) model that represents the MLP (Mulli-Level Policy) has been
widely adopted. However, user's security level in the most developed systems based on the BLP model is inherited to a process that is actual
subject on hehalf of the uscr, regardless whatever the process behavior is. So, there could be information disclosure threat or modification threat
by malicious or unreliable processes even though the user is authorized in the system. These problems can be solved by defining the subject
as (user, process) ordered pair and by defiming the process reliability. Moreover, when the leveled programs which cxist as objects in a disk
are executed by a process and have different level from the process level, the security level decision problem occurs. This paper presents an
extended BLP (E-BLP) model in which process reliability is considered and solves the sccurity level decision problem. And this model is

implemented into the Linux kernel 2.4.7.

7|9/= : BLP Model, E~-BLP Model, Access Control, Reference Monitor, DRC(Dynamic Reliability Check)
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A AL 4829 E-BLP ZEd 23 573
B d7ge] LFAE-BLP _wta 444 CSRLA 29

AL, 639 28 2 FF 7 Age 7ednh
2. B AT

o] AdiME +AF £ AAI) AT & FHZ A A
v 28k o] 2 THE7] Y& dutdog AEHEH= BLP Bt
zdd & 7le

21 HE E™ Mu|A[14-22]
HZEA & 2 ZUH(Reference Monitor)d 71

¥e FE3te T F4(Subjec) S} A2 A (Object)el] o
g aT8 B ,g Ao Al & 7Y/ALdHs Aot A
= FAE A2 AR AEE 875E TE A (active)d A
2 HZﬂ(entlty)O]E] —’F AR} T EZA 2T o] 3]
Fat A2 AAe 428 V‘ 37] 9% ¢ 3 (passive)
o Alz=d AFeln F= By, =¥ fHED, trlol
P

Tol AEAn. o|F %zﬂﬂ} A
(Dynamic) 2.2 55| _,'7_, o)Zg B 2
2 gk dE B0 ZRAX Y T T G fcli(signal)
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S By Zedas 2 FA0 09, AEE wE 22
2F T A7) 9o} 3FEF AladelA ol F FA g A
A=< AH 9 =8 T (Sensitivity)d =t SE87 #Hy, £
ofg ¥elt 582 AT 2HE 98 FEEAM AEEH D

A Azg Z kg $GAAE s feA diET

52 BLP B¢ 2dg A9an Iri23-25]

22 BLP B¢ 2Hl
BLP(Bell and LaPadula) HgF 222 R0 7|4 2
B A A T3 HE7 3 TFLRY e

&
I(MLP : Multi-Level Policy)& @3

st e 44
Azo] e Rdolt). thE-E BLP ZEA A 2w
Ag geiA TFa ok 6}3— Edgolth

® Simple Security Property(ss—property) @ 548 BHE
Fol] A9 2% F L Avl(dominate)std A2 A
S read® T it

® Star Property(*-property) : Z#2] Helggo] FH o] B
A552 ASA sig AAA write ¥ 5 3l

e ds-property - @A ZE Zd—'LP— A
ofgt #u} = AL Hod AgE FoAwE PITwE

L A~
498 + A

A G76 A F(A Y wekEEHe AFAY B4sE
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(28 D& BLP 2E74e] Alz=gel A FH4)s] Ao o
g g2 BoqFEd AM8Ale ID/Passwordsh Level/Cate:
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AHgAHE ’cﬁf}‘i ZEA27F £ 9 I Z2A2E A
28 el AEA He FA7 Hok A A 2d o]
A AHEALE EH’“E]‘_ ZR A28 A dHE 422
T gk A el F 3 RUEE Z2AAe 53 AR
7t HE A dE AZEAE Ao ¥ Ag

9] T2 A A0 oo Al P2 P92 EAe & g D

l:I

1

m]o

)

HA BLP(E-BLP)R @] 7]24¢] ole]ro]i A]A= oAl
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@ Security label ?
—_— —
Tnheritance .
MLS Users A Process
| Trusted Path

(T8 1) BLP 7]¢k AJ28loMe] FH| HH Hz

(18 2AE A4 4353 U= 2559 Process 27} o

3 A9 3559 Program 32 44
(exec, fork A2~ Eu] FE)@vn 7MgetAL EE 2oy A
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Ll %%11'9 /—‘M].—é" read/execute™ T i}, AT o
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read¥3te] 9ok 3552 42 AA(Program 3)= Object
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2% o, 238 % Program 3¢] 2 49 ®ek
S8 25 7€ Fogkiz Agolth 99 Program 32 1Y
UZof A2k Zo] BLP 229 13& X838 o, Object 1
7 Object 2 tH3lA write Age] 13, Object 391 chzhA]
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o F4¢] Process 22 ¥.¢t EF& 2
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Shell
Process 2
ﬂ Level 2
Process |
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Program | Object 1
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4.1.1 AH83: U
e U=User Levels P (Categories).
o PG Qe 48 xo A HRE (power set)
£ YEHIt
® User Levels ={Top Secrel, Secret, Confidential,
Classified, Unclassified, Anonymous}
e Categories = {dept A, dept B, dept C, etc}

Anonymous @92 A 2due] T8 @ AMER7) obd
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4.1.4 A B .0
e (O =0Object Levels P(Categories).
o Px)e= o9 A xel d1g @& power set) €&
vheRdch
e Object Levels = {Top Secret, Secret, Confidential,
Classified, Unclassified, Shared}
¢ Categories = {dept A, dept I3, dept C, etc}
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4.3 1 e-ss-property(Extended Simple Security Pro-
perty)
o il Mls, 0l =1, (fo(s) = common) A(fr(s) = true)
A(fc(s) = folo)).

4.3.2 e~*-property(Extended Star-Property)
e if Mls, ol = a, (fo(s) = common) A(fr(s) = true)
Alfe(s) = folo)).
e if Mls, ol =w, (fo(s) = common) A(fr(s) = true)
Al(fe(s) = folo)).
e if Ml[s, 0]l =1, (fo(s) = common) A{fr(s) = true)
Alfe(s) = folo)).

4.3.3 e-ds—property(Extended ds-Property)
e if (s, 0, a) €EB, (fp(s) = common) A(fr(s) = true)
A g € Mls, ol.
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e if(s, 0, a) €B, (fo(s) = public) A(fr(s) = true)
A(fo(o) = shared) A\ (a € Mls, o]).
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E1 Public)E 98 2349 inode T34 (include/ linux
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F9& Aggled, commonEHe TEIIHES YA
A 102 publicd 9o Z2IHES A= 208 39

. 28T AA 5F HEE read/writed}r] 91T A2d &
EES 375k, B BAAE 4 & ALW 5E2EE
Abgshs ZRIOWES F4AY F AAD HL9 5F
& ZAze] g8 FxE o |29 inodelinclude/linux/
fsh) TF2A ] 3718 = (o level) 2 ¢ =T, Ei_l."»"—J
HEAH B task_ struct(mclude/hnux/sched h) TE&A F

7t dE=(domain)Z & th. 25 E-BLPE A A<
e 5 Se 29l /\] gFE = AErte] T3 (s_level)

T s dF Alexec A28 5F) dFHE JEHHEA
T4 At Appendix A, CJ.

~~~.  Labal
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@ e e
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Module Module
Static Label

(J2 6) CSRL ®Z2 EH Al~"
52 elEHE

A1 (Identification) 7 ¢13(Authentication)& A=% 2}
BE37) 93 ge 1359 BE A Stk

A1
o
AR~ R
€92



396 FEMEI=E=2X A FME-AT M4z=(200112)
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AEH )OE "] o 22908 Al 2) 229 24
A ARAVE AEE S5 21 AERE dEse u1d
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™ AEF(Access Enforcement Facility)® 2 £7Z dlo}A]
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Boolean ADI(s, o, m) |
hoolean 1, el, ¢, eledehed:
if (s is in common) {
==DRC(s);
e? = e-sg-property(s, o, m) ;
e 3 = e~+—propertv(s, o, m) ;
¢4 = o~ds—property (s, 0, m) ;
return (el && e2 && e3, ed);
;
else if (s is in public) {
e5 = DRC(s);
e6 = e-ds-property check(s, 0,m);
return (€5 && e6);

(12! 8) Access Decision Facility
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b raot@thernis kilst'ac, ket ,J'Cﬁﬁl.;"e:b!ﬁz o v_v.:;_17 ,gl X
[root@themiz e<hlpl#® ./write_chject_level /ete/passud B

The level of the /etc/pazswd haz been changed to TOP SECRET
[reotithemis e-blpl# ,Aread_obyect_level setc/passud

The level of the Astc/passwd is TOP SECRET

(rootBthenis e-blpl# .rwrite_ohject_level Ausr/bindpasswd 10
How! The Ffusr/bindpasswd is in COMMON domain

[rootRthemis e-hlpl¥ ,/read_object_level suar/bin/passud

The Ausrdbin/passwd 1s 1n COMMON domain

[root@themis e-blpl#

‘ . . - =101 Xj
[imkanglseecure Jmkangl$ telnet totoro.kjist,ac.kr
Trying 203.237.51.136,..

Connected to totoro.kjist.ac.kr,

Escape character is ""17.

Coneurrent System Research Laboratory
Security Researeh Group Test-bed

Login Success!
Your Current Level is CLASSIFIEN

Last. CSRL_LOGIN: Fri Sep 21 01;10:38 from localhost,localdomain
[inkangPtheniz ymkangl$

C. Ml Jpssr =RO AMel Al T HE £Y o
e Za2ad Jusr/bin/passwdel 99 HEE COM-
MONe® AdAsty, d4 35Fes 239 AR /usr

/bin/passwd ZZIHWL A8 A] /var/log/messages] W&

¢ rot@themis kst actkr frogt o U T | w1
[rootiEthemis frootl# tail -3 /var/log/messages

Sep 21 02:44150 themis kernels The information of the Subject S=CUP» is ...
Sep 21 02:44:50 themis kernels The User’s Current lsvel is CLASSIFIED

Sep 21 02144150 themiz kernels The Process ie in COMMON domain

% CrootBthenis Zrootdt |

D. 2 &A

D-1 AEF(Access Enforcement Facility) Snapshot

otEEt 2lsa AAE 218 EBLP 228 REI 7H 397

D~2 ADF(Access Decision Facility) Module

/% % This Module contains the ADF(Access Decision Facility) of
CSRL System  */

#include <linux/kernel.h>
#include <linux/moduleh>
#inchide <sys/syscallh>

#ifdef CONFIG_MODVERSIONS
# define MODVERSIONS
#inchide <linux/modversions.h>
#endil

/% Decision functions declaration
Using below names, AEFs call decision functions of this ADF. =/

extern int (*ADF _read_file)(int domain, int s level, int o_level) ;
extern int (*ADF_write_file)(int domain, int s_level, int o_level) ;

int eblp_read_fileGint domain, int s_level, int o_level)
{

printk(“eblp_read_file() is called in ADF module\n”) ;
Zyrader
il (s_level >=o_level) {
printk(*The file read access is permitted\n”);
retun 1
}
clse {
printk(“The file read access is denied\n”);
return 0;
}

}
e

D-3 H~E 47
t}2-¢ ClassifiedE3o2 239 & A4A7 Top Se-
cret 3491 Jetc/passwdF L S cat9 - o] E8M 971 A

& AEg 7299 A Gt

p

- " L TR
> ] oot T SRR =) )
[rootBthemis Arootl# tail -1l Avar/log/messages

Sep 21 05:39:41 themis kernel: —— Themis MAC module imitialization ——

Sep 21 05:39:48 themis kernel: The information of the Subject S=<U,F> ig ...
Sep 21 08:29:48 themis kernel: The User’s Current lews] 1z CLASSIFIED

Sep 21 05:39:48 themis kernel: The Process 1s 1n COWMON domain

Sep 21 05:39:48 themis kernel; eblp_read_filed} is called in ADF module

Sep 21 05:39:48 themiz kernel: The Process domain 1s COMMAN

Sep 21 06:29:48 themiz kernel: The User level is CLASSIFIED

Sep 21 05:39:48 themis kernel: The Object lewel is TOP SECRET

Sep 21 06:39:48 themis kernel: The file read access 1s denied

Sep 21 05239248 themis kernels You are not allowed to access!

Sep 21 05740:41 themis kernel: —Cleaning up the E-ELP MAC Module -=-

asmlinkage ssize_t sys_read(unsigned int fd, char # buf, size_t count)

X

int Themis_ADF_result =0,

ret = ~“EBADF ;
file = fget(fd) ;
it (fle) {
it (file -> £ mode & FMODE_READ) {
/% AEF #/
if(ADF_read_file |= NULL) {
inode = file -> f_dentry -> d_inode;
if (current —» s_Jevel == 0) && inode —> o_level==0)) {
/+ Call ADF Module +/
Themis_ADF_result =
ADF_read_file(current->domain,
current ->> 5_level, inode ~> o_level) ;
if (Themis_ADF_result ==0) {
printk(*You are not allowed to access! \n"):
refurn ()

}
)
A%

| [rootéthems /rootls [
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