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Self-Recognition Algorithm of Artificial Immune System
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Abstract

According as many people use a computer newly, damage of computer virus and hacking is rapidly increasing by the
crucial users A computer virus is one of program in computer and has abilities of self reproduction and destruction
like a virus of biology. And hacking is to rob a person’s data in a intruded computer and to delete data in a person’s
computer from the outside. To block hacking that is intrusion of a person’s computer and the computer virus that
destroys data, a study for intrusion-detection of system and virus detection using a biological immune system is in
progress. In this paper, we make a model of positive selection and negative selection of self-recognition process that
is ability of T-cytotoxic cell that plays an important part in biological immune system. So we embody a self-nonself
distinction algorithm in computer, which is an important part when we detect an infected data by computer virus and
a modified data by intrusion from the outside. The composed self-recognition process distinguishes self-file from the
changed files. To prove the efficacy of self-recognition algorithm, we use simulations by a cell change and a string
change of self file.
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