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Discretionary Access Control), ZAHS: %]
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Synchronization
Concurrency Control
Deadlock Management
Communication
Accounting
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» “A2 7 e (Reference Monitor) & 71d&
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1. Synergy-DTOS
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2 FGAA NEE AhsEte] d ARE g
3 AEE viX3 @A ZREER]o] viUE

i

“Zefell ATt

NSA (National Security Agency)°llA]
NIST (National Institute of Standards and
Technology), DISA (Defence Information

(665 )

Security Agency), ARPA(Advanced Re-
search Projects Agency) 59 7133 252
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formance Computing and Communications
(HPCC) Advancing the Frontiers of Infor-
mation Technology” X218 9] dhlo|c}.
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d¥-7} ¥HE NSTC(National Science and
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Ljo]ct,

DTOS =2 139} 522 Synergy =21
o] 7]BAQN QTANE REGAT)7] 918 Ao
% Synergy 1% WolA9 HslgleTe 4AX
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User Applications
Commercial OS's

TMACH Trusted Servers
TMACH KERNEL
Machine Dependent CODE
Vendor Machine
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7He Atk Aol

DTOS= High assurance multilevel

secure &7 AHE3] 9 B3 592 BREE
AAEY DTMach 213 (1€ 58 s}
Ao g Qbdgt A EdAAE s T
MAE = Aoltk. DTOS Z2RENY 7
71¢] mlo]lazAds} HetxW ol AR F
21=3

nfolaE#d e 7]&2] Mach3. 02 7iAshs
Wako 2 AAHA ole 7]EL] vle|aE A
A 873ks Bt uigh daAde] AA thE
2th= A& Jehith Mach vlolazsde

shitel BA WAYUELRE A
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2. Fluke/ Flask
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I, Clicnt }
J Otyect Request

Object Manager

Security Server

Security
Policy
Enforcement y Policy

{38 6> Flask &

Policy

Enforcement

Decisaote

e Hob AW (Security Server) . 3% =S
Ao gt Bt A4s g@dsi vl
71%5S 79
S - R
- SID(Security ID)$} Bl &8 (Securi-
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-] 7FA] HoPHA (MLS | Multi-Level
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Micro Kernel

3. RSBAC (Rule Set Based Access
Control for LINUX)
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GFAC (Generalized Framework for Access
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+ Subject attributes
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