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A Design of Role—Based Access Control Model
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Abstract

We designed a role-based access control model that can resolve the complicated tasks of
The designed access control model can control permissions efficiently

control requirements.
It guarantees the confidentiality, integrity and availa

use of a role-based access control.
information making use of identity-based and rule-based access controls. It can also contro

information flow. Our access control model protects resources from unauthorized accesses b
multi-level security policies such as role, security level, integrity level and ownership.
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1. ME

ARt FEEAF] ARgo] diEdl wet AFH
A28l oherdt 383 ARALE AUstH, dlolEe] X
otoll tidt Badol F7HEUT. Alad@elxbe ey
MEAEE 54 volest Al sl F3 ARE
A J2E 4 U=F ] AT 98 TR H2A
=9 #4< 7RA HAdH

HoAele] 2o AFY A4 84 A 2 AR
A Gl tiste] d7iElA] G oS Wolshs Aot
(13(2]). 3l7l=)A) ke Aol E9AQ g 4HE,
% F4, g3 BHA BRold 49 F& T
o & AIAole 4 Al digh vdy, 744, 7+
A 2 HARI o] 83 22 FRET AMulxd HHHo
2 71dsH =n, o=@ AulxEe] A% Fo4E A%
ool Frk(3)(4].
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Alzglel Sl S22 A, ods g2 =g 44,
azi; gwkd ALgaie} et Pl dAes 4
(5], FIAelel 2L ofF FA7} o™ Ao
el o ZAL ztm, ofd 24 slold H2®
AeAE e Aot & 2% dye FHIAA
Hao] wiedo] Ha, HZ AL HT AL Aske
oAl AAUSE B3] AlFET(2).
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o] Reldh. @ Akl oy ¥AME P AFL
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atA gt 7izich ARe B3 54T o5t o8 Al
oA Eatslelxe Ax Weid & Sich AR H2
Aol AR el RE FHo {4 A-eAE 7 ok
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Agdel We 5Rg et d2, 94 3
AFH A "2 £ UAT A2 ATE
& 4 gm, BoiEzl ARE Ags ¥AE £ 9
ek Zpdel e e & & gl B A HEE
ZAlEAT A28 & 3ok 25 Novell NetWare,
MS Windows 200058 Al2%] #elE A3 AHEHZ
glon 2Yrwt HIAole EFEE dddMe 7t #
A& 2olq gt} Oracle V7.00149] AR 3L 7%
8l database management system$ 9% SQL3 E
g Hrog pism Sk
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2. ARl IAele A7Ash Az Ao i3
A A% 7D Uk AP GIAe AR 8
she ARz, 9% A% a3 A8 AT
WYL 98 $AL TPV A2, & Ao A
A7k F e ARE BE £88 ¢ g 43 e
A%7h 949 & £ Uk 4TSS 4EWAS U
£ g, deie] gE ATl Fan ee 4442
£ Utk olsie A%sh AT Wi vl $
A9 oS Folel Bk PAL AN S ok,

A27lw gaAel: 4788 WA ol B
ol 4 gtk oleld AL nlel Faln Ao Mg
£ eUShe AL 47 DEY. AR VRS TP
Ae A%ol ABAE Y A Boh wlan A o
gt oleid Ae BB Aze HRE VEA
%o i@ AFES WFAYIA B AHEARIA olv]
BEol7 ARE ¥AY 4% A4 £ WA e Aol
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Wel 53 Buel U@ 5P AR e et
A7l e ARE & % stk AR B2AlY
S4EE Axguelzel dad APHoR B A2y
e} A Ade A 7 S BEAL
2 748 & ek Azdeld Adge 3Ae Asg
Yool el SE HRol Aol aael 8%
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. 7714 Hawo] MA

A7 G2l ARl A2ACIE @9 ol

Ag 4 glon E AR FIAHst A7 A
SAjolo} FA7I HIAolE dulstAd W e Ale] of
d dsdgel @Alolct o]2]d 371A9] HIAeld 7]
23 A2E Aol 2dE FHsta A 88 4 A
g md2 wbaAld Fast Qi

B =RoixE 3 7k HAr 45 ek BA
oo zHes=E HIAol RS dAStaz ot wd
A BAS gsid BLP 24 712 €gd No
Read-Up Secrecy$} No Write-Down Secrecy® &
AMIle the-Heot A3 (simple - security property),
9jol-wet A (discretionary-security property)#t
2EFH9t A3 (+-security property)s ©| &3k, 74
A RAE 9 Biba 299 AZAF 24 A
(strict integrity policy)®} HIAll 2l2E(access
control list) & o]&slad v|dAdz 224 4 HE 5
FAlol7t 7hedt AR A2A o] 2dE AA

1. 718 MA 7hd

o A (network object)® AFE AYE Mgl
o8& Adstn, 53 MuAE £33 4 e
o] BE A (entity)E ovdtt, AAe A 2L
T8 AA ¢ Mt doleldo] 2~ Mujgt Zo] £F
A AAY £5 ek 9 Axe PFeld FLd TER
2 a3, #Azte] FRAE zplo] PdeA F
#& £ glE Ao diy g FHE s ok
olgigt RE o M= FIAlE ¥ J1EAN FHE
A&sl= ACI(Access Control Information)ol] Zxj3t

tHE 1).

I 1. Access Control Information

ObjectD Security Integrity Owner Roe
-Level -Level
ol Top Secre! Crucial o2 rl
02 Secret Important 02 r2

v|AA S (security level) & AA v]LAY FE&
velll= AZA ¥F AAZM Top Secret ) Secret »
Confidential ) Unclassified®} #o] ®&stu, 44
S (integrity level) 2 A7} Af3sle BHY FH
#} Aol £2& JUehlie AFH 5 AAEA

FTE
Crucial ) Very Important ) Importante} Zo] BF
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k.
A2 (role) = % AA7L 9 ¢ Y= A4S B
ole shuel ut Ax i olel Aol B Axs Bas)

oz g dFg Hoier RE ARe Hs ¢
AL 7Fsd % A= role-tableo] HAHo] UHE 2)

¥ 2. Role-Table

Role Permission Access Controf List
r1 crw— mail server, web server
r2 -rwxd C++, mail server
e L~
== ==

H7el AZH EBHS 0% BHE 724 DAY
a0 H29 AZE PFRE 240 w4 193
=} =]

=2

=

Holel 7zt FUskh ATE 49 457} o) A
& Asie 7E2A o9 499 BE RS 49 A
27} %9

A (permission)& P9 AAEo] Fh& = U=
529 FRE 9uisiy, Bldeilzt gae] A o]
H3 AL Fdn B =RoM dAslnA she =
oAM= create, read, write, execute, delete 59
Ud-E Feojsict

x+:x1|o1 8 A
1 Moo 7& 7)Y Xe|
ﬁﬂxﬂoi FHe] BHoIA AHEE EZUE Boe

U EAIMY aBAE YA A4S dehie, 3
4 ERoIMe) o) WSS E AAS el

o S : Ao F4 G ses
o O : A2Ale Ax AF o0
o P: AHZ A% ¥ P=lc. r. w. x, d} pEP.

(cicreate. riread, w.write, x:.execute,
d:delete)

o S Level(a) : ] 44 59 o

o [ Level(a) : ¥24 58 &5

° PERMISSION(roIe, a) ¢ role®] acfl g Fe

A4 g
o owner(a) : &FHA} &g
get_ ACI(a) : ACI 87 ¥
o exist ACI(a) : ACIo] tiairl a2l ZA) o &

o g5

o

2.2 2F7d Mo A
A7l ool wdo] Bok E4E o84 Falo
24 FA(s)7F A#(o)d sl FPstnx she A
Ag(p)ol e W FA AMe ACIA EAsiok 3tn,
FAe A dd A P2AFS fdok st 3l

olob @},

role_acr(s, o, p) =
if ( exist_ACI(s) and exist_ ACI(o0) }
role < get_ACI(s)
if ( p == PERMISSION(role. o) )
return TRUE
else if
return FALSE }
else if
return FALSE

then {

then
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2 AIAe A ugA B2AS Yslke] FaAg

HLY ol Ao HUAY 55& AE de read

% execute VI HEstm, FAY vy FFo] 2

Ao} wUA FHol $Y9Y W creates) deleteddTHE
&8t A4 BAS HaMe T FEA 53

Aol FAY Fdol dXE ¥ create.

execute ¥ delete WIS 3&3o},

write,

rule_acr(s, 0, p) =
casep = ¢
if ( S Level(s) ==
[ Level(s) ==
return TRUE
casep = 1
if ( S_Level(s) = S Level(o)
I_Level(o) = I_Level(s) ) then
return TRUE

case p = 'w

S Level(o) and
I_Level(o) ) then

and

if ( s = owner(o) and

S_Level(s) == S Level(o) and
I Level(s) == I _Level(o) ) then
return TRUE
case p = X



64 ik OAR @ fm Lib(2001. 3.)

if { S_Level(s) = S_Level(o) and

I Level(s) == 1 Level(o) ) then

return TRUE
case p = d’
if ( s == owner(o) and

S_Level(s) == S Level(o) and
I Level(s) == I_Level(o) ) then
return TRUE
otherwise
return FALSE

FAL A9le) Heh ol sk Aalzh
g 2% 4z 39 Mt dol¥

FEE A
se]e] Hob Ho|BE 4aF At A3AQ] A9 Het
#olgo] AAz 7HsIAY Agsld HEE observed
& gl sb7] 98 Roltk. FA(s)7} & AATE &Fd
FE(01)E T AN (02)E ALE] A% move 29
golde FA7 T Ao el Ht #olEo] A
A glofok Bz, T Aol Mt Ho)Ed 72

A 7ol EAjsfort Pt

flow_cr(s, ol, 02) =
if ( s == owner(ol) and
S_Level(s) > S_Level(ol) and
S_Level(s) = S_Level(02) and
S_Level(ol) == S_Level(02) and
I Level(ol) == I Level{02) ) then
return TRUE
else if
return FALSE

3. FZHo 29 74
golli AAZ Ao F2E AHEE ATA 24
o #4& 18 13 2o

S ©

olgsle] Wde] LY AL WA F A=F & T
H7wk H2Ael 2 A Bt AAE ol &Sl 7 B
Buel 358 AQFesn FHo| 284
58 AR £ Y=EF BFEA] WY 5& Akt
B wRold HAY AR/ FIAel mde 7 =
Age) Mz oe Bt aTARE BdHes 35
7] f8iM zAue] AR E Tes o 7 AR W

& A Fofoan 58S AT

ole_acr(s. 1. w) —FALSE |

TRUE
ole_acr{s. 02. ¢) |- FALSE»

TRUE

v P

AuaQy ss800Y

TRUE

Aua(Q sseooy

role-table

[ld

TRUE
L S

Audit
DataBase
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