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ABSTRACT

In these days, it is continuously increased to the intrusion of system in internet environment. The methods
of intrusion detection can be largely classified into anomaly detection and misuse detection. The former uses
statistical methods, features selection method in order to detect intrusion, the latter uses conditional
probability, expert system, state transition analysis, pattern matching. The existing studies for IDS(intrusion
detection system) use combined methods.

In this paper, we propose a new intrusion detection algorithm combined both state transition analysis and
association mining techniques. For the intrusion detection, the first step is generated state table for
transmitted commands through the network. This method is similar to the existing state transition analysis.
The next step is decided yes or no for intrusion using the association mining technique. According to this

processing steps, we present the automated generation algorithm of the penetration scenarios.
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% cp /bin/ksh /tmp/root shell
% chmod 14755 /tmp/root shell
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% hell
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%6 cat forward_backdoor

"/bin/mail test@evil.com < /etc/passwd
evil % ftp victim.com

Connected to victim.com

220 victim FTP server ready.
Userid:  ftp

passwd:

Guest login OK.

ftp> Is -al

drwxr-xr-x 2 0 1 etc

ftp> put forward_backdoor .forward
ftp> quit
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[S2] chup
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{S3] csh
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16271 p2 W 1223 ~csh()
16294 p3 S 1420 -csh(}  /* PID-Process ID
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16303  p3 R 14:21 -ps() /% R=running
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1 : Algorithm Penetration-Detection

2: Scenario = Associate(LT);
/8 dloE] wlolyd 71& HE A9
Alvele A4

3: forall penetration p € PT do begin
// ¢ Tabled 2E #3373 F&3 A9
AUE] 0 & Hw

4 : CMP = Compare( PT(p), Scenario );

//compare Associate element with PT

5: if( CMP > MIN(E) ) then Report= \_JCMP
f ARAE) o} FALGE AjUele g 2§
6: end
7 1 Warning = Intrusion_Decision( Report )
//FER AUt AldH e Fa A
2 X¥se=AE g4
8: end

24 10 239 2HEY 94 ¢daudgs

Oy 11 7€ dT HE duEEs B
dTolA AH&st7] s FAE SnHFE A
AlgE Aotk AAHQA F=YL dhuto] HHE F
g o Z} aAdE AEE Frleus #-
AE AE JFE FFEA Ed dEs 4 o
Aol A= Candidate_Item_Generation() #+&
3&8te gAY Fu =2g¢e FIa, 4 ¥
Bo] dig B=sE FAHstd Aol "ol

S $EHYS AASE H42 ANA G o

el FuAE YR 7 &+ UL WA

7 GAE sHsHEA dBYE JHE dHely =

& e €

1 : Algorithm Associate

2: Ll ={sls e LTG0}

3: for (k=2;L,_ 1% @;k++) do begin
A/3AF BHrE Eo7ty dold uleld 7Y A

C,, = Candidate_Item_Generation( L ,_ )

/Al $RATS FA
forall trial t EULT do begin

C, = subset( Cp, D

forall candidates c< C, do
c.count++; end
L,={ceC} | ccount = MIN(sup) )
10 ¢ end
11 : Scenario = L})Lk
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. Algorithm Candidate_Item_Generation

tinsert into C // Join step

<, a.ttemy_q, b.ttem,

select a.item,, a.item,, - -
from Lkﬁla,Lk_lb
. where a.item,= b.item;, + + -

GV B W N

a.itemy o= b.itemy._.q, a.itemy_ b, itemy— s
// Prune step: now prune rules with subsets
missing in Lk—l
: forall itemset ¢€ C, do
forall (k-1)-subsets s of ¢ do
if ( S Ly 1) then

delete ¢ from C ;
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1 : Algorithm Intrusion_Decision

2 : forall penetration pEReport do begin

3: forall trial t€LT do begin

4: forall state s€{s€PT(p,j) | s>minweight

do begin

5: i+t

6: if ( PT{p,9)LT(H)
then count++;

7: end

8: if ( count == i ) then

9: Warning = \UReport(p)

10 : break

11 : end if

12 : end

13 - end
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