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Abstract In recent years, the security of hardware and software systems is one of the most
essential factor of our safe network community. As elliptic Curve Cryptosystems proposed by N.
Koblitz and V. Miller independently in 1985, require (ewer bits for the same security as the existing
cryptosystems, for cxample RSA, there is a net reduction in cost, size, and time. In this thesis, we
propose an elficient hardware architecture of underlying [ield arithmetic processor for Elliptic Curve
Cryptosystems, and a very uselul method for implementing the architecture, cspecially multiplicative
inverse operator over GF(2™) onto FPGA and futhermore VLSI, where the method is based on
optimized unit operation components.

We optimize the arithmetic processor for speed so that it has a resonable number of gates to
implement. The proposed architecture could be applied to any finite field F,.. According to the

sirmulation result, though the number of gates are increased by a factor of 8.8, the multiplication speed
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We optimize the arithmetic processor [or speed so thal it has a resonable number of gares to

implement. The proposed architecture could be applied to any finite field F .

According to the

simulation result, though the number of gates are in¢creased by a factor of 8.8, the multiplication speed
and inversion speed has been improved 150 times, 480 times respectively comnpared with the thesis

presented by Sarwono Sutlkno et al, [7].

The designed underlying arithmetic processor can be also applied for implementing other
crypto—processor and various finite field applications.
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5. Hardware Architecture for Multiplicative
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