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Abstract

The surge in use of networks has recently increased demands for cryptography.

Cryptography, however, ¢an cause various problems becausc of difficulty of key management. A lot
of rescarchers have been concentrating on the key recovery technique to eliminate the reverse effect
of using these kinds of security and to promote positive aspects of using it. They have suggested

many key rccovery techniques up to the present. we propose a mechanism as a solution, which are
employved to reduce the time needed to recomnect SG and the host in Host-to-Gateway in VFNs
supporting IPsec, in case they arc disconnected. This new rmechamism using KRFSH stores information
al cach session in advance so that users can recall the session information when needed to rebuild
the tunnel between SG and the host in a VPN. As a result, the mechanism built into SG will solve
the problems above in host-to-gatleway VI’Ns using IPsec.
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