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Abstract

This paper describes a scalable implementation method of a word-based RSA cryptoprocessor
using pseudo carry look-ahead adder. The basic organization of the modular multiplier consists of
two layers of carry-save adders (CSA) and a reduced carry generation and propagation scheme
called the pseudo carry look-~ahead adder for the high-speed final addition. The proposed modular
multiplier does not need complicated shift and alignment blocks to generate the next word at each
clock cycle. Therefore, the proposed architecture reduces the hardware resources and speeds up the
modular computation. We implemented a single-chip 1024-bit RSA cryptoprocessor based on the
word-based modular multiplier with 256 datapaths in 0.5um SOG technology after verifying the
proposed architectures using FPGA with PCI bus.
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7;: Algorithm 2. A CSA-based WMM

Inputs : &5 (A) , HE4 (B), €A (N)

Step 1 : R = (C, S) = 0 (initialization)

Step 2 : for i = 0 to ntb-1 do {

2a. (C% 8% =C’+8°+ A » B templ = CJ_,

if S{=1 then

2b. (C, 8 =(ClyCP)+8" +N
S9_, = templ OR CY_,, temp2 = templ « CO.
$° = (8.8, C" = (0 ChpCh)

Tole) wEe} B4 %2l ojeat dwelze forj =1 tow-1do{ 4
Aoz Tash] S WA 2% CSACany Save (/S 78S A B templ = -
AddenE AHE = 7P mEER g4 dmelEe (C, 8 = ( Choy=Ch temp2) + $' + N!
AlRkgich, BB AL WY 2% CSAS A&E 9] b-y = templ OR Ci.,
= 7k wEe) FA47] ek M ] o ) temp2 = templ « Cip Cimi = S}
(PCLAYE A&t 2% mAte4] Aok % 71x) 7 $' = (si1+8}) T =(0 ChpCh) }
ZE PCI Qe o)A = else
05um A4 gate array 2% AHgsle] oz s} for j =1 to w-1 do §{
Qo e wWAF i 5 Ao]T BE VA (C, 8 =C +8 + A + B, templ = Ci_
v A ESIGc) (C), 8 = ( Cl_p-C} temp2) + §
Sih_l = templ OR C{,_l
0. §= 7l 230ljz] B4 ¥D25 temp2 = templ + Cl,  Ci = S}
§'=(8h.p=84) T =(0 ChpCh)
Algorithm 1. WMM(A, B, N) end if 1}
Inputs : & (A) , 54 (B), £E2 (N) Step 3 : return R = S + C
Step1 : R =0 Output : R(remainder) = ABr’' mod N, 0<R<N,
Step 2 : fori = 0 to n-1 do { r=2""
2a. R =R+ A; - B°
if Rj=1 then a2l 2. CSA 718 WVM & 18|
2b. R = R® + N Fig. 2. A CSA-based WMM algorithm.
Left shift and align R’
forj = 1 tow-1do { JubAl o 2 1024-bit RSA b3 ZeAxe] wEe} 3+
R=R+A B +N
Left shift and align R’ } A7) 1024-bit H= 7R AR 2L fan-out
else L2 qld AR AE sty B HAE AR5
ford = towlded Ark olfd BAF s sle) 2 mEelde
Left shift and align R' ) 1024-bitE & Y= Zol2 2% Y= 7|9t wEe)
end if #4 oamamg Akt #9Y 9= oM mEe)
} _.\_k“ — Zlo 1
Step 3 :if (RRN)R = R — N B nobit Fojel SHA), ASHEB)
Step 4 : return ( R ) 2 'Eaij\(N)*"]‘ b-bit ZelE ;lu Yol s}
. . -1
Output : R(rerrialnder) = ABr" mod N, w( [vb])709] Y=7} Weshn 25 AL HE The)
0< R{N, r=2

2, S55B)g REHANE S % 92 Agw

a1, ;ﬁggg HE 7N el 2Eet 34 % o aumgel g oul Zem X
Fig. 1. A general word-based Montgomery multi- o ki fl=el Al v A28 iz zds)

plication algorithm. Gl
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Fig. 3. The architecture of WMM module.
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FAzedl AY ditbg AAZ 4 glon mwepd 1
= 71*{ E.ga} A % 7%—6}711 g}, :L% 29
3 e g HE
o] HC Hole 4HlE°é wﬂ A7} 133 (1000,
0101), <=~ B7} 137 (10001001) a8y 2EEA N
o] 233 (1110,100D2 A%l R" mod N = 2° mod
2339) Azl 1527} =] HF x| Aal= 133

.1» rg‘l

[}
FHE=

137 + 152 mod 233 = 1547} =t} ©]9] 74]/‘]'-‘4'74 =
3 29
i=0 Ag=1
1001 (Ai . B)
0000 (8° : Sum)
0000 (€ : carry)
1001 (s)=1)
00000
1001 (N
0000 (modular reduction)
1001
1000 (8%
0001  (C%
0 : carry T4
i=1
1000 (Ai . B)
0000 (' : Sum)
0000 (C' : Carry)
1000
00000 -
1110 (N')
0110 0& C°9] MSBE °]%
1000
1011 (sh
0000 «h
0 : carry 24}
S(sum) = 1011 1000
C(carry) = 0000 0001

08 4. CSA 71uke] WMM 238)59) A4t o
Fig. 4. An example of computation of a CSA-based
WMM algorithm.
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2. Pseudo Carry Look-ahead Adder
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Uk o} AR e 2o 48 4 ew A

(@)2} 7o) éiE—‘.‘ﬂ(multiplexer)E THE 5 gt

if Hi_1=0

if Hi—1=1 (4)

S _[Pi,
R §CY

o~ f?i - ﬁ"w T
|o++_ [oﬁ [“+‘}~~ C ’I*:'...

Sum,, Sum,., Sum,,
‘i:C..
Ho-Po

‘ 4-bit Pseudo Carry Look-ahead Generator

— kS ! T

H., H,. H,,

8 6. 4 v|E 7W A A& gl
Fig. 6. Four-bit pseudo carry look-ahead adder.
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g3t ohdA 2% PCLAS A% 5= gk

a8 6% E507 A a3 T3 o) FE F
&= 4 H]E pseudo sum look-ahead generator
(PSLG)®} 7M4 7=l £¥3h= 4 ¥ E pseudo carry
look-ahead generator (PCLOE 74 5 9o
79| 4 ¥]E PCLAE ©]43l4 16 HE 2 W 2%
PCLAE 1§ 89 o] AT 4= Qlch 23 75 8
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7 Al=lE A7k Heot Igoll osl) A== o

W AMels Al (e} 2,

Hg=G3+G2+P2G1+P2P1G0, (5)
Ig=P2P IPOPi—ly (6)
Hi+3=Hg+Ig 'Hi—l- (7)

7 89] Alele 2L Alwud o) 7l
1 gate delay(Zt HIE $]x]olA] G2} PE &%) + 2

383 9 74k RSA <3 Ao AA HETT 4+
gate delays(4 RIE 539] 1&g 945t 714t se] A
3 H3, H7, Z28]% HI1-E 9&) + 2 gate delays(Zt 4
HE E20d JiR W AE o) + 2 gate
delays(Hget IgB 23]) + 2 gate delays(ZS- A4b =
9 gate delays

Sum,; Sum,, ; Sum,,, Sum,

GisPis GiPia G Py G P |G,

NIEREN!

4-bit Pseudo Sum look-ahead Generator(PSLG)
4-bit Pseudo Carry look-ahead Generator(PCLG)

ng &Ig iH ~H,

a3 7. 4 ¥]E 2F PCLA BEvjele]1
Fig. 7. Block diagram of 4-bit group PCLA.
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H® 1. Ale]E& x4 v|x

Table 1. The computation of gate delays(r
is the group size and k is the
width of the adder).

Adder gate delay ¥uh2] 6g4at; ;e (I:ZZ
PCLA dlogrk + 1 13

CLA®™ 4logk + 1 13
RCA 2k 128

X 1< 64 vE 2]Z A2 5147 |(ripple—carry adder
: RCA)9} Allgl ol& Bl A7](carry look-ahead adder :
CLA)E PCLAS} Alolz Al v|wslsitl. CLAK=
Aeole zede] A 2% M (Cgiet 25 7MW A
He)E 7 o Cgre 409 fan-in, 10712} &}, 2078
9] of=g spel vl Hge 309 fan-in, 7709
14700 S N EE fxe) i 3 e A
& 4 9lck
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Fig. 9. The architecture of PCLA.

2. L-R oAl A5 wAS A48 7
AAtel Higk 29 AbelE (n= 1024)

Table 2. Clock cycles for each process
using L-R binary method.
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SR

29 Aolz

Mapping 2x{(n+b) x w + n/b}

1.5nx{(n+b) x w + n/b}
2nx{{n+b) x w + n/b}

: average
2ET Aee .
T worst

Re-mapping <{{n+b) x w + n/b}
Z YA (2n+3)x{(n+b) x w + n/b}
V. A5 241 PCI QE{Ho|AE EBl
45

L. 58 Azksh shese] WA B

B2 EFa AAE RSA AAB2L] FHYPAE
L-R o)A A% vhAle 7|1Eo2 E 20 vehigltt
B EHEA 33 L-R o)A 4k ukale] n wiE
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E 3. F 7i9l 1024 H]E RSA Z A9
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Table 3. The features of the two 1024-bit
RSA processors.
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