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Abstract As computers and networks become popular, distributing information on the Internet is
common in our daily life. Also, the explosion of the Internet, of wireless digital communication and
data exchange on Internet has rapidly changed the way we connect with other people. But secure mail
is gaining popularity abroad and domestically because of their nature of providing security. That is.
it has been used a variety of fields such as general mail and e-mail for advertisement. But, As the
data transmitted on network can be easily opened or forged with simple operations. Most of existing
e~mail system don't have any security on the transmitted information. Thus, security mail system
need to provide security including message encryption, content integrity, message origin
authentication, and non-repudiation. In this paper, we design and implement secure mail system with
secure key agreement algorithm, non-repudiation service, and encryption capability to provide services
for certification of delivery and certification of content as well as the basic security services.
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java.security $Qo] &3 Zo] EC-ElGamal €3]
25 93 AEg ZZulo|n)E Argstgch

security.provider.3 = hannam.crypto.Provider

azn 2ol TEH Provider 2o L3
Zo] EC-ElGamal ¢xu2|&3# ole] 78 Fxd o
g BES put FHOE ARSI FH8lTh

put("KeyPairGenerator. EC-ElGamal”,

"hannam.crypto.EC~ElGamalKeyPairGenerator”);

put("Cipher.EC-ElGamal”,

"hannam.crypto.EC-ElGamalCipher”);

put("Signature.EC-ElGamal”,

"hannam.crypto.EC-ElGamalSignature”);
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v=xo(mod mMA &

=rgel ® 5

719 5 ECDSAE o83 dAXE =d
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® P+ Q= (x. )% v=rmmdng Axar, LM G2 SAE AW FAATE BejFa Yo
® v= ro BT bytel] bodyPlaintext = body.getBytes();

Cipher cipher = Cipher.getInstance("Rijndael”);
cipher.init(Cipher. ENCRYPT_MODE, sessionKey);
bytel[] bodyCiphertext = cipher.doFinal

) A7 4538 ¢12lE © EC-ElGamal ¢i2]&
B3N B9} P(=E)E 8D, INA M=(M,, M)
(€ Fyx Fymole} 7134}

(bodyPlaintext);
<B7b AdAl WAAE B2 F 0> @ WAR Sl AHe-H Rijndae HAZ(HEE BC
(B] AH)E EC-ElGamal 1828 AHgalA gashaich
@ Yoz A5 aF A9 ‘ cipher = Cipher.getlnstance("EC-ElGamal");
@ aPE Adstd 3 cipher.init(Cipher. ENCRYPT_MODE,
[A] theirPublicKey);
O 999z A5 k& A byte[] sessionKeyCiphertext =
©@ 4 kPt A cipher.doFinal(sessionKey.getEncoded());
kaP) = a(kP) = (x, & ALt @ HASI60 ¥iEEg AN fAR] tolAAE
@ x,y=+0019, S A%, o} WAA DelHAEE ElGamal 253
(kP, Mix, Mp»)E Alicedl Al 2 ith, TR gEslste] HA Mwys A
<HAAE 871 H8ted(Alice)> MessageDigest md =
D akP) = (x, S AR MessageDigest.getInstance("HAS160");
) A/ilx — M, My — e AN md.update(bod.yPlairitext): . .
y byte[] msg_digest = md.digest();
2) WxA ¢z Signature s = Signature.getInstance("ECDSA[EE
A7 MARE dEstele] AAshE ohE AR EC-ElGamall”);
= gzste A4y 8, dastd vax B8 agn s.initSign(ourPrivateKey);
Mo BRrog FAL a¥ 62 U] 71ad WA s.update{msg_digest);
bytel[] bodySignature = s.sign();
9 oA %55
i FAE dE wAIRE dAze] 2 REyy B
T 2 AWg SR, 29 72 olH¥ APe RAx
BRI N3 | ‘ i:» EC;’E,‘;’/_Q_Q o 9}‘:}
__________________ Ja @ EC-ElGamal ¥2212% AHE3IA] Rijndael A4
79 E EC AR)E B335}
OIALK] . Rijndae! | ) %ﬁﬁ? PrivateKey ourPrivateKey =
g mKeyManager.getPrivateKey();
o Hx me . D’a{ml Cipher cipher = Cipher.getInstance("ElGamal”);
cipher.init(Cipher. DECRYPT MODE,
£0-clcamal | o ourPrivateKey);
A . bytel] sessionKeyPlaintext =
' fﬁaa cipher.doFinal(sessionKeyCiphertext) ;
BEX B3| SecretKeyFactory skf =

2% 6 Rijndael @R EL 0] 88 )] &53 Ty SecretKeyFactory.getlnstance("DES”);
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DESKeySpec desSpec = new

DESKeySpec(sessionKeyPlaintext, 0);

SecretKey sessionKey =

skf.generateSecret(desSpec)

® Rijndael &18&S ALEE)A B
MAF(HEE EC JRE 73 43
3=

cipher = Cipher.getlnstance("Rijndael”);

cipher.init(Cipher. DECRYPT_MODE, sessionKey);

byte[] plaintext = cipher.doFinal(bodyCiphertext);

@ B9 HE vAIAE HASI60 &32ES A28
A wlA1A] tojAl=ER WEstn, ECDSAIEC ElGamall
FugEE AHESA JA AHE FEEA Dok

MessageDigest md =

MessageDigest.getinstance("HAS160");

md.update(plaintext);

byte[] msg_digest = md.digest();

Signature s = Signature.getInstance("ECDSA");

s.initVerify(theirPublicKey);

s.update(msg_digest);

if (s.verify(bodySignature)) {

new MessageBox(this, "MW &9 A3, "AHo|

EotE2 A FHEHAFH)

}

else {

new MessageBox(this, "A% Z9 A", "Bo]

Sut2A] FEHY);

}

BEA A 28 A 45020028

3.3 Hgsy E%
woz & wg
F&utEA Hd o
AAE FAHEE SARAA FHste HPEe 2o
F2 9tk
g, AL WiEgEE MElaE 2dle 9, WiAA
dzset LT JJrXé°E ‘”Eﬂﬂ A7, dsstd
qAA], g EE AR " GE “ﬂ/‘lﬂa A4
8k, o] wA A o gl H =
HIE A AN FARA S8 T F4A
2k &9 UAe 318 wAAdA EHaE E}Js}@
WeEy a3 Fdart o, A4 AHE &
9ol AFdhd, gastd WAAE F479 Hl‘?leE
ki

Agse N Fol B Gz AARG
A Ag MARE S48 BAelA Hag g
t g 3% a7 o A4 WAL HAAl

Ade EHaE A glsta, AAAY AREE
FHatd oz® FAANA vdo] Ful=A WEEHA
2 A} ol Mg Tl FFo 2T —’F
= AZ W wARY S g Az Fl
HAY = Uk FHHe R, B =84 7MY F8
EBdeld, 02 K vld A2 B & s 2
deltt. mepa, ojeidt dH9 AP W MES o
3 28 dAEE Bl AAjE] *‘-:1_“‘3}“1 o3 2o
<A 1> A7 EEE ARAE 23RS 9,
AR Ester FUSH HAHoR %’Ii}% AQ7,
23d mAA, 2 MEE fARAE TR GE oA
Agsta, o] AR g&3 o] MEEHE 8%
= ZHaE 7 B9 FAACA $A%
String unbroken = “Certification of delivery:” +

d o mlo

b

baseb4.encode(plaintext);

<A 2> A2 Fo] UAe 418 wAAAA &
HaE Felstd wiEEd 2 St Aok, AR
AHE FHstd FHol A¥FsiH, gastd #AAE
FAAS] HEINE ARRS M Fof @izt ¢
B3 WAASG #§A AE vAAE S48 A
Al A8t

if (return_flag == 1) {

PrivateKey ourPrivateKey =

mKeyManager.getPrivateKey();

MessageDigest md =

MessageDigest.getInstance("HAS160");

md.update(bodyCiphertext);

byte[] msg_digest = md.digest();
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Signature s = Signature.getInstance("ECDSA");

s.initSign(ourPrivateKey);

s.update(msg_digest);

bytel[] bodySignature = s.sign();

<PA 3> Ak uie
AR dARA A 9" FHE
HAA S AAMEE St a2l
o] &utEA MEHASS AN o|8F HFAE F
A FFo] AT 4 v A wY AAY 541
o g FAAte HAg WAFE = gl

if (receipt_flag

% 27 g 34 o
o
d

Signature s = Signature.getinstance("ECDSA");
s.initVerify (theirPublicKey);
s.update(msg_digest);

if (s.verify(bodySignature)) {

new MessageBox(this, +*%*x AWo] Zul= A Z!

*****\n”y Moo [ HY G+ "-7:‘33]\n” + theirName +

"7V EnkEAl Y-S $AEEEE Eelghio
sck\n");

}

else {

new MessageBox(this,”A% Z3 Aajl”"\n" +
Mok W) G2 of] AT PG UTE 4+ Vwnnxn”);

}

}
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o T
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public class Composer extends Frame implements ActionListener,
ItemListener {
protected TextField mToField, mSubjectField, CcField;
protected Choice mKeyChoice;
protected TextArea mMessageArea;
protected Button mSendButton;
protected CipherMail mCipherMail;
protected Label ToLabel, SubLabel, KeyLabel, CcLabel;
protected Menuftern Msgltem, Exitltem, aboutltemy;
protected CheckboxMenultem flagl_Item, flag? Item;
public Composer(CipherMail cm, KeyManager km) {
super("A| 2& wAIA"); .
public void s{endMessage(Me sage m, String remoteName) {
ry
String host = mPreferences.getProperty ("SMTP");
String email = mPreferences.getProperty("Email”);
String body = m.getBody();

ry {
if (secure flag) m.setBody(encrypt{body,
remoteName));

catch (Exception €) {
Systemoutprintln("& &3} : ” + etoString());
setStatus(” " + "HE3H g o] WS AbE £
AFUTH " + etoString();
return;

}

// Send the message .
setStatus(" " + host + "o dAFAUT");
SMTP smtp = new SMTP (host);

smtp.login{);
setStatus(” " + "EHIAAE AE4FAuek");
smitp.send(email, m);
smtp.quit();
setStatus(" 7 + WA A AFDE");
} catch (IOException ice) {
setStatus(ioe.toString());
})

399 Composer 82 FEThg HAFI itk o
o]t g 110 vehd 538 @ Ao dlsiAME, 4
AAR A7) ¢5sl, A A G538 2 AAAE o
AT £2E AT, 1A FHE Bl 4F

3 2 A4 B Slesan.

dxa@natwkhannam a: k
lE? 18:31:3% 20900 (KST)
47 32 (nadiatiannam ac o (0247 370
i Fatnar o (8B 8.3 oa SR T
i3 @netwk hanam.ac,ki: Mon, 20 Sep 1998 1913115 0300 (KST)

l Wi
Subject: Secwe E-mail T2 7 ERAE BT}
Me: ’ ag <(1999092I]| \_Ts&ﬁ?@nﬁwkhannam ac k>
*text

29 11 WAA dsst 9 MY

;érotected S(mng encrypt(String body, String theirName) throws

xception
setStatus(” 7 + "4EIE THHLT dFYLh)
String ourName = mKey‘VIanager getName();
PrivateKey ourPrivateKey =
mKeyManager.getPrivateKey();
PublicKey theirPublicKey =
mKeyManager.getPublicKey (theirName);

/AT AL
setStatus(” 7 + "MAIIE A YFuivh. g
7l Ala )
KeyGenerator kg =
KeyGenerator.getInstance("Rijndael”);
kg.init(new SecureRandom(}});
Key sessionKey = kg.generateKey():
if (devery_flag = 1) Rijndael_key.put(theirname,
sessionKey);

/oA BE gEs
setStatus(” " + "HAIAE gugsin AUt
byte[] bodyPlaintext = body.getBytes();
Cipher cipher = Cipher.getInstance("Rijndael”);
cipher.init{Cipher ENCRYPT_MODE, sessionKey);
byte[] bodyCiphertext =
cipher.doFinal(bodyPlaintext);

/AR 3.8
setStatus(" " + "HA7E daskEn glFULh.");
cipher = Cipher getInstance("ElGamal”);
cipher.init{Cipher. ENCRYPT_MODE, theirPublicKey):
byte[] sessionKeyCiphertext =
cipher.doFinal(sessionKey.getEncoded());

I/ AN A1 )
setStatus(” 7+ "HAAAE AgEta YEHh)
MessageDigest md =
MessageDigest.getInstance("MD5");
md.update(bodyPlaintext);
bytel] msg_digest = md.digest();
Signature s = Signature.getInstance("ElGamal”);
s.initSign(ourPrivateKey);
supdate(msg_digest);
byte[] bodySignature = s.sign();

// Embed everythmg in the new body.
setStatus(" " + "%, oAl 4'* st gk
ByteArrayQutputStream byteStream = new
ByteArrayOutputStream();
DataOutputStream out = new
DataOuLputSLream(bvteStream)

. TF

4.2 HAIR] 61 2 MY W
HAIAE £ F£00) mY Z2afe e F
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protected String Clpher(String body, int i) throws Exception { protected Strélrng Cipher(String body, int i) throws Exception {
// Basebdz E]"ma i Ba%e&li EEL
Rkl SRER duse $39 WAAed NeEge /AR Bag
Likia *1“'4 ZHAAE S setStatus(” 7 + "AA71E BEFsn sy
._‘.._.%‘%F String ourName = mKeyManager.getName();
/) A4 B _511 PrivateKey ourPrivateKey =
P s mKeyManager.getPrivateKey();
/) HAA EE BES R AR dolAzE 44 Cipher cipher = Cipher.getInstance("ElGamal”);
/e me g cipher.init{Cipher. DECRYPT_MODE, ourPrivateKey);
ko setStatus(” 7 + "A@E Z=ean AUk ), bytel] sessionKeyPlaintext = cipher.doFinal
=3 [SIaEe) pra -] e Iy H ;. .
PublicKey theirPublicKey; éseiSIS}Q]K?,Cltpgeneﬁ(ft ):'
try { theirPublicKey = CCTELREY ractory S YEQHY-
. SecretKeyFactory.getInstance("DES");

mKeyManager.getPublicKey(theirName); }
catch (NullPointerException npe) {

selStatus("### " + theirName + e AEg Fud 4

AT « 7o A QA g e,

DESKeySpec desSpec = new
DESKeySpec(sessionKeyPlaintext, 0);
SecretKey sessionKey = skf.generateSecret(desSpec);

" e ,” o oH ) Al X oA AE A
new Mes thhs/kcdzmxg,l}]uyf\ \n "+ // EAA B Bt 9 dlAlz] golA|2E A4
" ’?S?gtehe?rNar;e j' '9] *1 38 %Dgfgkn-’,‘—n sctStatuS( K P P e —‘i’—isi]-a}.L
glaveh 17 e 918 T3 9] etk s FFHT.):
return new String{(plaintext); cipher = Cipher.getinstance("DES"); )
cipher.init(Cipher DECRYPT_MODE, sessionKey);
Signature s = Signature getInstance("ElGamal”); bytel] plaintext = cipher.doFinal(bodyCiphertext);
s.initVerify(theirPublicKey): MessageDigest md =
s.update(msg_digest); MessageDigest.getInstance("MD5");
if (sA\éenfy(PodySlgnaEJre;\)I { | Aeo] Sl md.update(plaintext):
setStatus("##” + theirName + "9] AHo] Suj2 -
e %_% ?ET%!{.:\—]\Z]- \ #gér# ”:mc H .t.;.vt;[]‘ msg_digest = md.digest();
new MessageBox(this,"A% &% 43!, \a\n\n " < v = Signat tInstance("ElGamal");
g 1 theirName 1 "¢} 4ol &xle ety theirbublicagy et A
FREAGIT | a); ) s.update(msg_digest);
if (s.verify(bodySignature)) {
setStatus(” ");
new MessageBox(this,”#l® 9 A3 "\n\n\n
BE &7EE MAALE HAA e EHaE AN H”‘+ ;:#T#Afﬂflmjlﬂxﬁl ﬂlz&)#%i}?l LERD!
. . ujerglo] T algnich | s
stel AR1sha, MY eSS 19 129 o] Aol y o o
~ 1
A FRANEE TeldR wae] FEBT, 2 o etStaust” .
T 2=A) AR Fo o} Al A are A new '\4essageBox this, vl &5 1” “\n\n\n
EIJ— TL—% Dﬂ ] ] ) ] Z?:E}’% Dﬂ ] ] = ‘]o "y mged gl Slo] Uﬂ}\]/(],] }\,1@0] QB}_LA] PEINIA
akal BAZte] taslE wiAAS A “Receipt” 3 !###. ");
a2 WAx } } return new String(plaintext); }

o] gl HEdto] WAt A FAFTH
4.3 HAIX] SjAl & SOIHEX]

A AAAE AT A AR Belde  $Wol FAHUEE Jehe toldEa dag a9
EH27t wig EHel did 34 dAxE Jehd-2 8 137 o] 28t

gl ada A" WHAX Y MEe FHste we
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