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Implementation of the Secure Web Server-Client Module Based
on Protocol Architecture

Seung Ju Jang'- Soo Whan Han''

ABSTRACT

We implement the PBSM (Protocol-Based Security Module) system which guarantees the secure data transmission under web circumstances.
There are two modules to implement for the PBSM architecture. One is Web Server Security Module (WSSM) which is working on a web
server, the other is the WinSock Client Security Module (WSCSM) which is working on a client. The WSCSM security module decrypts the
encrypted HTML document that is received from the security web server. The decrypted HTML document is displayed on the screen of a client.
The WSSM module contains the encryption part for HTML file and the decryption part for CGI (Common Gateway Interface). We also imple-
ment the proposed idea at the web system.
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Input : MSGv = (HTTP ygan + m_RSA (E (m, : t)),
HTTPyeap € WSSM
HTTPugap + mi - t, HTTP ypap & WSSM
Output : MSGtm = { HTTP ggap + E(mz : t),
HTTP szap € WSSM
HTTPizap + m2: t, HTTPugap & WSSM

HTTP ueav, HTTP uzap & WSSM,
CGI dolEQl 4%
Algorithm
begin
WSSM 1 : MSGm 5944 HTTPipanZ £
WSSM2: Iif HTTPieap € WSSM module begin

WSSM 3 : myti= m_RSA (E(ml :t), D)

WSSM 4 : m;t WES 84

WSSM5: if m;:t e CGI begin

WSSM6 : write (m1 : t},

WSSM7: Ack (HTTP yzap, wscsm), retumn ;
WSSM 8 : end

WSSM G : me:t:=read(mi:t)

WSSM 10 - E(mz:t):= m_RSA (m2:t)

WSSM 11 : send (HTTP ueap + E (m2 : 1))
WSSM 12 : return ;
WSSM 13 : end
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end.
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Input : MSGm = ( HTTPygap + mi:t, HTTPxeap &
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HTTPueap € WSSM
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Algorithm

begin

WSCSM 1 : get(URL)

WSCSM 2 : Flag : = check(URL) ;

WSCSM 3 @ while ({ flag = TRUE ) and No More MSG)) begin
WSCSM 4 : E(m;:t):=mRSA(m;:t, E)
WSCSM5 : send (HTTP geap + E (my 1 t)

WSCSM6 : receive (HT TP peap + E(my : t))
WSCSM 7 - mo:t:=m_RSAE (m::t), D)

WSCSM 8 : Display (m3 : t), return ;

WSCSM9:  end
WSCSM 10 : while (No More MSG) begin

WSCSM 11 ¢ send (HTTP ggap + my © t)
WSCSM 12 : receive (HT TP ygap + mz:t)
WSCSM 13 : Display (mz2 : t)

WSCSM 14 : end

end.
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