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Abstract We propose the PBSM(Protocol-Based Security Module) system which guarantees the
secure data transmission under web environments. There are two modules in the PBSM architecture.
One is Web Server Security Module(WSSM) which is working on a web server, the other is the
WinSock Client Security Module(WSCSM) which is working on a client. The WSCSM security
module decrypts the encrypted HTML document that is received from the security web server. The
decrypted HTML document is displayed on the screen of a client. The WSSM module contains the
encryption function for HTML file and the decryption function for CGI(Common Gateway Interface).
The formal analysis methodology is imported from formal theory for analyzing the data flow of the
PBSM system. The formal analysis methodology is based on the order theory.
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PBSM Al2Ele} Bt ¥4 (correctness) &2 m_RSA
REo B AR HEoE SR g B =
M AHEElE m_RSA Bt REL FHoz AL
&g

m_RSA ¥318&&
|}

Tin(x) = X MOD n

F4 (9 2 =0l YFE A

(A2NA i, n, x2 AFY HF) (3)
i} n& public keyE HAFch Secret keye nH
2 & jol olsted FAAL Secrect keyvw TS

4) 237 o] AAFB
Zolt}.

X =x MOD n (4)

719] 44& 9%t o9 A¥E AXY )%
o e X'=x MOD nE WEFHE e AgFch
(nij) 719 AL p, g T £5(prime number)E <

o2 753t nEn F £4E F9A nnepg)E
SE £ Qleh aPm diEe g = 3§ Agth 2
A3 je g2y 3 FFYs gndE @), G ¢
A ez

o] 4uEL F ABF x, y9 GCD(Greatest
Common Divisor) hZ AP F A s t& F=th

sx +ty=~h (5)

S o] ¢ Il x=i} y=(p-1)Xq-1)5 HE&3
t}. @k GCD A7} 19] olYd e g § & F
olot Fr} h=191 A% 59 toll WF FHE
(@D} Zo] 2 4 Utk

si + tp-1)g-1) = 1 (6)
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[A¥) Theorem] Fermat’s Little %3]
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oA %5 pst oW F a=09) WA THEe) FAE
REAT,

&'=1 MOD p "
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248 FFE ol oA p)=1(mod p)oItHD a
9} pE MEX). G714 2498 ¥ dn)2 noldtY
A 7 nd} A22A $E9 AFE govh 9 B
ZAEE BYoEMN o] FHE vz} gt

[Corollaryl A={ri®1), r%2), ,m¥(njjel ne
4 49AY 9 (qn)=1Y ao WSt B={ari¥1),
ars®2), ..., ara®(n)}% no] 4 Jajiolct,

(Z4%) ¢ ary=ardmod n)ole} sHA 1 =raAmod

n)OlER2 Hgolth oM B A4E EF F3HW an
O(1)*arz®(2)*.. . *ar,®(n) =r19(1)xr:¥(2)*.. *rad(n)

CREFAN A 28 A6 5200212)

(med p), 5, dHn)=I(mod n) (FHE A1)
()% *rf(n)2 Veth pd 4 JodAe fae I
ndhe AEAcl7) mWEd) I nrl adold 1RE
(n-D7AAE BEF nd} A240lt}t & dn)=n-I°] Ec}h
[Correctness of m_RSA]
E (m't, PKEY)=E(my:t) D{E(mit), SKEY)=my't

(met)® = Bmet) (Emet)? = miit ®

2 28%E ™ = (m't) (mod n) for all (my't)
& F9se Hol deasirt

=pqg and de = 1 mod (p-1)(g-1 (9)

n
O|AL de = kp-1)Xg-1) + 1E 2m|3t}
Case 1

(mlit)ed =

{myt) ~= 0 mod p

(mlzt) k(p-1)(g-1)+1 mod D

) P 59 (i) mod p
(@) 5 (myt)) mod p

by Format little theorem

It

mat
Case 20 (mit) = 0 mod p
()™ =
()™ = (mg't) mod p for all (myit)
Case 13} 29} A& Z¥shY,
()™ = (mu't) mod pg for all (mit) by (10)
Chinese Remainder Theorem
wBEA m_RSA ¢1EY FE3L Sl =Yk
[Correctness of the PBSM]
E_ORDwssm = {Br, Wswscsm, Pwscsm, TCPwscsm,
TCPuwssm, Puwssm, {CGI, DB},
HTTPussm, mi:t} 11y
D_ORDysesm = {HTTPussm, {DB, CGI}, Puwssm,
TCPwssm, TCPuwscsm, Pwscsm,
WSwsesm, Br} (12)
22 (1), 12N E_ORDyssne= PBSM A 2¥]d]
A dEal @A i &A1 JAFeltt. D_ORDyscm™
PBSM A|&dgleflA] B33l #gel st ¢4 Firolrh

(mi't) mod p

(Br : web browser, Ws : Winsock, TCP : TCP
protocol, HTTP : HTTP protocol)
T‘)_:}"} @%, E_OHDwssmj‘q" D ORDwscsm'\o:‘ diSjOiIlt

union set ©jt}. TN SIE 4 1D, U2)E o
T 2ol £ & ok
Elmt, Br) x Emi't, Wasesm) X E(mu't, TCPuwscsm)
x E(mit, TCPuwsesm) x Elmyt,
TCPuwssm) X E(mi't, Pwsem)
x E(myit, {CGIL, DB}) x E(mit,
HTTPussm) (13)
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