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Abstract 'The WPP payment protocol uses the WAP protocol to enable credit card payment on the
wireless internet. Since the security of the WAP protocol is based on the WTLS security protocol,
there exists an end-to-end security weakness for the WPP payment protocol. This paper is suggesting
a payment protocol, which is making use of the Public-Key Cryptosystem and the Mobile Gateway,
so assuring end-to-end security independently of specific protocols. As the on-line certification
authority is participating on the authentication process of the payment protocol, the suggested payment
protoco! enables wireless devices to get services from service providers on other domains.
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