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Abstract Server-side anti-viruses are useful to protect their domains, because they can detect
malicious codes at the gateway of their domains. In prevailing local network, all clients cannot be
perfectly controlled by domain administrators, so server—side inspection, for example in e-mail server,
is used as an efficient technique of detecting mobile malicious codes. However, current server-side
anti-virus systems perform only signature-based detection for known malicious codes, simple filtering,
and file name modification. One of the main reasons that they don’t have detection features, for
unknown malicious codes, is that activity monitoring technique is unavailable for server machines. In
this paper, we propose a detection technique that is executed at the server, but it can monitor activities
at the clients without any anti-virus features. we describe its implementation.

Key words © computer virus, malicious code, script, code transformation, rule
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Set{fsg]= CreateObject(" Scripting.FileSystemObject”)

Set dirsvstem = fsd getSpecialFolder(1)

Set{d {isd.GetFite(WScript. ScriptFullName}

Copy{dirsysterne" Wi.OVE-LETTER-FOR-YOU.TXT.VBS )

setxnm CreateObject{“Outldok Application’)
set{male]={out, Createltem(0)

[male] Attatchments, Add{dizsystem8 "WLOVE-LETTER—FOR-YOU.TXT.VBS ")

[maié]send
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M1 : Set $1 = CreateObject(Scripting.FileSystemObject)

M2 : Set $1 = $2.GetFile(WScript.ScriptFuliName)

M3 : $1.Copy($2)

M4 : set $1 = WScript.CreateObject{Outtook.Application)

M5 : set $1 = $2.Createltem(0)
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M7 : $1.send
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R2 : (MAS1 == M5.52) && (M5.81 == MB.$1) && (M5.81 == M7.$1)
=> $1 = M6.$2 /] send mail

R3 : R1.$1 == R2.$1
=> $1 = true /! A Malicious Behavior is Detected!
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rule = rule_identifier : rule_body

rule_body = matching_rule_body | { relation_rule_body h.
matching_rule_body = script statement with variable_string
variable_string = variable | *

variable = $ { digit h-

relation_rule_body = condition_phrase => action_phrase
condition_phrase = condition_expr { logical_operator
condition_expr Yo-
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string_compare_operator local_variable
logical_operator = 8& | 1}
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A1t R2.$1 == MI3.$1 R7 : R8.$1 == R9.$2

- $1 = true -> $1 = R9.$1
R2 : M1 [l A3 R8 1 M5.$1 == R10.$2

-> $1 = $1 -> $1 = R10.8$1
R3 : R4.§1 == R5.$2 A @ A11.$1 == R12.$1

-> $1 = R5.$1 -> $1 = R11.$2, $2 = R12.$2
R4 : M2 || R6 || R7 R10 : M6 || M7

-> §1 = $1 > 81 =81, $2 = §2
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Seript Code Created Rule Instances
Set fs0 = GreateObiect("Scrinting.FlleSystemObject”) (M1 [ valeoffso |
Set ¢ = fso.GetFlle(WScrint. ScriptFullName) [M2 [ valeofc value of fso |
¢.Copy(“LOVE-LETTER-FOR-YOU.TXT.VBS") W3 | vaueolc [ LOVE VBS™ | [F1 [ LOVE.VBS |
set out = WScript.CreateObject(" Outiook.Application”
set male = out.Createltem(Q) M5 | value of male | value of out

male Attatchments. Add(" LOVE-LETTER-FOR-YOU.TXT.VBS") [ M6 | value of male | “LOVE..VBS”

male.send R2 | "LOVE..VBS” R3 true
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