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Abstract Anomaly detection techniques have been devised to address the limitations of misuse
detection approach for intrusion detection. An HMM is a useful tool to model sequence information
whose generation mechanism is not observable and is an optimal modeling technique to minimize
false-positive error and to maximize detection rate. However, HMM has the short-coming of login
training time. This paper proposes an effective HMM-based IDS ihat improves the modeling time and
performance by only considering the events of privilege flows based on the domain knowledge of
attacks. Experimental results show that training with the proposed method is significantly faster than
the conventional method trained with all data, as well as no loss of recognition performance.
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