FEAAE 2T XML vlolg §z8t A=) dA 3 74

FA3AS 333 XML dlole} <453}
A| 2819l AA 9 3
(Design and Implementation of on XML Data Encryption
System considering Validation)

5t o - = T
IR I 2 o} st s = W A
0

(Young-Hwan Namkoong) (Dae-Ha Park) (Seung-Ho Hurh) (Doo-Kwon Baik)

2 % XMLE FRFH B Ao gloix s B9 e Ad vlay dojolxnt Hotd
o DL iz )k @9, o8 HYse XML dA MW, XML dlojgt ¢Edh XML Ha3 Al

dAge XML £49 F842 viAstn Joh 28y XML 71v A8 w3 R 3§ FAdA XML
A9 FEAL BeHog 97HET B wEAdME XML 849 BT FAEXNS S0 Agsis
XML BQF A28E Ak FEIc Aekd Mg XML wjolete] ohast AAgoA FEA X
€ 98l XML 2719} ARE B4l oje] #=xg B XML 249 $&4 g3t £3 XML A7)
v WA MR 28 XML 2719 2 Bl 7158 A 98y o] mpgdx] mE AFst XML 7)) &)
A& 98] DOMHash 718& AMg3stgch Aghe A292e B8 FEAL fAskE XML 2AMe €94
L AT Al o] 7IE Ax"EY 22 7)5E 2

FIAE : XML, XML ®¢H XML 4&4, XML ~7)vt, DOMHash

Abstract  XML(eXtensible Markup Language) is effective to information retrieval and sharing but
has defects related to the data security. And, as a solution of this problem, the current XML security
researches such as XML digital signature, XML data encryption, and XML access control exclude the
validation property of XML document. The validation of XML should be considered for the secure
information sharing in the XML-based environment, In this paper, we design and implement the
system to support both security and validation to XML document. Our system performs data
encryption and maintenance of valid status of XML document by referencing new XML schema
namespace. In addition, it also provides the XML schema security function through the XML schema
digital signature. During generating XML schema digital signature, DOMHash method which has the
advantage of the faster speed than canonical XML method is applied to XML schema. In conclusion,
our system shows the improved functions in flexibility, scalability, and rehability compared with the
existing XML security researches.
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1) <xsd:element name="name” type="type"
minOccurs="int" maxQccurs="int"/>
i) <xsd:element name="name” minOccurs="int"
maxQccurs="int">
<xsd:complexType>

</xsd:complex Type>
</xsd-element>
ii) <xsd:element name="name" minOccurs="int"
maxQccurs="int">
<xsd:simpleType>
<xsdrestriction base="type">

</xsdrestriction>
</xsd:simpleType>
</xsd:element>
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<?xml version="1.0"2>
<BookStore xmlns ="kttp://www.books org*
xmlns:xsi=rhttp://www. w3. org/2001/XMLSchena-instance*
xsi:schemalocation="http://www. ecampus.com
BookStore. xsd ">
<Checkout »
«UseridsHermes77</Userids
«ShippingAddress=3311W. 3rd st.#2-202 LA, CA 90023«</ShippingAddress>
«Date>July. 30th. 2001</Date»
<TotalPrice>5147.22</Total Price>
<CardNumber»9430-120215-43892«/CardNumber>
<ExpirationDate=11/04</ExpirationDates
</Checkout>

«</BoockStore>
(7h @E8 49 XML &4

<?xml version="1.0"?>
«<BookStore zmlns ="http://www.books.org"
xmlns :xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="http://www. ecampus. com
BookStore. xsd"»
<Checkout »
<UseridsHermes7?7</Userid>
<ShippingAddress>3311W. 3rd st.#2-202 LA, CA 90023</SMippingdddresss
«DatesJuly. 30th. 2001</Dates»

[:c“ammber>At|u|h+compmvw;zwjo4nsomsjsvraxjoumjysnw==</Ca rdNuwber> |

<kxpl rationDate>11/04</ExpirationDates
</Checkout>
</BockStores
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«<xsd:schema xmins xsd="http /Awvew w3, org/200 1/ XL Schema"

targetNarnespace="http.//warw. ecampus.com"

rnins="http /fwww. ecampus.com”

elem entF ormDefauli=" ed">

<xsd:simpleType name="CreditCardType">

<xsdrestriction base="xsd:string">
<xsd:pattern value="4-4-4-4"/>
<xsd:pattern value="4-6-5"/>

</xsd:restriction> <xsd:simpleType name="CreditCardType">
<fxsd;ﬁn£_1eType> <xsd:restriction base="xsd:string">
<xsd:element name="BockStore'"> </xsdirestrictien>

<xsd:complexType> </xsd:simpleType>

<xsd:sequence>
<xsdelement name="Checkout" maxOccurs="unbounded">
<xsd.complexType>
<xsd:sequence>
<xsd:element name="Userid" type="xsd:string"/>
<xsd:element name="ShippingAddress" type="gsd:string"/>
<xsd:element name="Date" type="xsd.g Year"/>
<xsd:element name="TotalPrice" type="xsd:decimal"/>
<xsd:element name="CardhMumber" type="Credit CardType"/>
<fxsd:sequence>
</xsd:complexType>
</zsdelement>
<fysd:sequence>
</fxsd:complexType>
</xsd.element>
<fxsd:schema>
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Procedure ZMLSchema D _Signature(XMLSchema_file, sig_key)

Hashtable hash table;
MessageDigest MassageDigest_XS;
XMi._Schema X5
Sigrature D_sig:
begin
Load ("XMLSchema_filem}
hash_table = new Hashtablal(};
while(Endof XMLSchema file)
begin

Parser parse = new Parserl);

/* Hashtable */
/% MessageDigest */

/% XML &7|op Ex o/
/v ARAE AR v/

/v AP W38 ¥ orschema HY +/

v WA el g Ma 44 R ARE G v/

/v xML A7l FA g olwol Y +/

X5 =

parse.readXMLSchemastream| XML, 3chema_fils) ;

/% Hashtebleol xML <7|o} JeimE B 71 & B %4 2 A7 v/
hash_table.addRlement (XMLS chema_eleloments) ;
hash_table.addBlement (XMLS chema_attritates) ;
hash_table.addblement (XMLS chema_entities);

end while;

StreamBuffer str_tuf = StreamBuffer.read{hash_table):

while(stz_buf |=EBndof hash_table)
begin

/* Hashtable® & */

/* Hashtable$] oAz UTlo]|MLE +/
MessageDigest_XS = MessageDigestistr buf);

end while;

ARG R Y vy

D sig = Signature(MessageDigest_ X5, Private_key):;

return D_sig:;
end;
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<?xral version="1.0"?>
<BookStore xmlns ="http:ffwrww books org"

I XML diolel 453 Aavel A ¢ 78 423

smIns: xsi="http:/fwarw. w3 orgl2001 X MLSchema- instance

xsi:schemal oc ation="http:ffwrww.ecampus.com
BookStore xsd">
=Checkout>
<Userid=Hermes77=</Usenid>

<ShippingAddress>3311W 3rd st #2.202 LA, CA 90023</Shipping ddress>

<Date>July. 30th. 2001=</Date>
<TotalPrice=$147.22</TotalPrice=

<CardNumber= Atlvlan+GOootpWV0dNI yZ Y 4vjDATt6QMibBjSTFaK jouxojyBHw==</CardN urber>

<CardNumber=9430-120215-43392</CardN umber>
<ExpirationDate>11/04</ExpirationDate>
=<iCheckout>
</BookStore>

(7h fEHo] nHHA

<?xml version="1.0"P>
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