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Abstract

Circulation of documents and data has two serious problems in this web-based system.
The first of the problems is standardization problem which the flowing documents and
data are not always standardized, the other is security problem which secret data can
be hacked or cracked, and non-authenticated person can access and change the contents
with malicious intent.

Therefore two issues come out on the web-based system, the first is how we can
standardize the documents and data and the second is how we can assure safe flowing of
them. One way of the standardizing methods is Mark-Up language which uses XML
which is extended from SGML to redefine and use documents. And to ensure security of
flowing documents we adopt digital signature system using public key and private key.

The focus of this study is to specify procedures for digital signature on the XML base,
and to design XML components for the digital signature to assure information security in
circulation of documents and data.
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