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Abstract In the home gateway environment, several characteristics for the user authentication
mechanism should be reflected separately from the existing distributed service environment. First,
the platform of a home gateway is a component based system that its services are installed
dynamically. Second, the convenience that user can use several services by authentication of once
should be offered. Finally, the system resources of a home gateway are restricted. However, a user
authentication mechanism that reflected these characteristics is not shown at the user admin
service specification of the OSGi service platform.(OSGi is the representative standardization
organization of home gateway.) Also, there is no existing authentication protocol that satisfies
these qualities at the same time.

In this paper, we propose a new user authentication mechanism considering those characteristics
for the home gateway environment. We also design and implement an independent authentication
service bundle based on the OSGi service platform so that it can perform user authentication
operations for each bundle service. We supplement and extend the Kerberos protocol that can apply
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the concept of Single Sign-On using authentication ticket. Considering restricted system resources
of home gateways, we use symmetric key cryptography for generating authentication tickets and
for encrypting message. This authentication mechanism offers both safety to user in using each
bundle service and convenience through realizing the concept of Single Sign-On. In addition, it
offers convenience to the service providers in that they do not need to consider user authentication

mechanisms in time of developing each bundle services.
Key words : Authentication, Authorization, Kerberos Protocol, Authentication Ticket, Role Set,

0OSGi(Open Service Gateway initiative), Single Sign-On
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AxHo] Ayt o] o eHHolErt 21 MulA
HEo dHojeho)zol HF=H| Qe Kis_asE WE
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o|ESjold] ThHES it}

714 B¢ MulA WEo] MEYAE Faf AH|
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I AEZ AMuls Ao|EHo|e) REAEHY HA A
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3 ABlx Ao Edolgt WA oEZke] LAG Aol
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a8 72 o9 oled e UAFE MHY FRE B
odFE F2 tholo]L#(class diagram)o]t}.15].

" AuthServer

Smain() BlockingQueus
“readResaurce() * ThreadPool - ;
R -, %enqueus()
. ®execute{} . $dequeue()
. “ciose() Sis_empty()
_ GenercServer T Sclose()
‘“’""’ Runnable .
(trom lang) ‘
|
_ CliantHandler Srung |
Ssatinitial() -
)
GenericRegistryHandler _
B o N DBC:H
handie -
Sexecuta) SgetC i ®getC ion()
~ eyQ -+ ®iraaC iong) <> - SreeC
GenericClientHandfer :;:x"‘:‘f,‘f"go . Srteasel) Jreleasen
‘“fraeDBConnaction(} “oadDriver()

V‘handlao _ _ e

¥ 7 AF A Zd& tho]ojay

A1) 91F g i3 23 A 2= GenericReg-
istryHandler®) execute()W|AZ oA 83t} 19 &
AHE-2} 1F AL 331 execute() MAE 9] 7
Ql Roojrh ARERS} 2 ABIAZEe] F& dAY)
(Ku_i5)5 ARst, 95 g (Tauh)d AR %
A3 ARE ¢33 ol HFPo] ¥ He R Ft
| QAF A HAANE At

protected void execute() {
Read user’s request{user id,
timestamp) ;
try{
Retrieve the type of user[single user or travel user]
from user table;
if(the type is single user){
Ku_as := Retrieve the user's password from user
table;
Ku_ls = Generate a new secret key[between user
and login service];

service gateway id,

/* generate AT */

Kls_as := Retrieve the Kls_as[between login service
and authentication server] from gateway
table;

Tlt := Generate timestamp;

RS := Retrieve the user’s Role Set from user_role

table;

Encrypt AT with Kls_as;

/¥ AT = service gateway id || (Ku_ls } user id
I RS Il Tit) */

Encrypt ARD(authentication result data) with

Ku_as;

e AA A 9 Al 2 (20034

/* ARD = Ku_ls || service gateway id || time-
stamp of user’s request */

AS_REP = ARD || AT,
Send AS_REP:

}else(the type is travel user){

}
}eatch(Exception e}
Send Error message;

}

}

¥ 8 AT AMuloA AR QT A=

4.2 23921 MH|AL} HE AMH|A

Iy 95 Anjx AlolEdeld e ME Aulxgl
Light Service®} 221 AMulx9] Mg ZHA ot
oloj1jol}

i LightActivator : BundeCortext LSActhetor
SR [T
Sstat() , Senice() | $start))
Sson) | } SragsterSenice() |
A - . ’
(romlargy T
A Sgasubject)
|Light Senice: .
P -,
S e— . “Bundt Vog"tSen’ s 7-08.“,7’77 ‘oodiicy : Pelicy
R PribgERin e C vewen
I (from secatty) Tty > A;“"’I 0 ‘
P |
Ssetfdicy) |

29 9 WE Aulash 239 Aulze) SYa
CREER

BundleContext OSGi AHlx ZH:Ee] HF API
2ol o]AL Z+ HE BA7I(bundle activator)dl
A MulAE 5231 TEH Aul29 yHHExE F
o} ARgsheT] 2291t

29 994 229 AMHIA[16] = LSActivator, Bun-
dleLoginServicelmpl, Policy &]2% BundleLogin
Service QEIFo]~2 FAETH LSActivatores =719
Mul2E HE E9E AME-E OSGE A2 ZE 9
3o TEF. oA TEE 2a9 A¥las OE W
E AMulze s FzE AlE-Fo] o

ARt tigk 2290 Y42 BundleLoginService
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Impl Ee29] getSubject() MAEANA 3T, 19
102 getSubject() WlAE=2] QA Feo|t)

public Subject getSubject{Socket sock){
Read user's request[AT, authentication confirmation
data, ...];

try{
UAD := Retrieve UAD[user’'s authorization data)
from policy file;
Decrypt AT
Verify AT; /+ verify AT's lifetime */
if(AT is valid){
Decrypt user's authentication verification

data(Auth in the protocol);
if(user has right AT){ /* by user's authentication
verification dataluser id, bundle service id,
timestamp] */
RS = Get user’s role set from AT;
/% compare RS with UAD #*/
if(RS imply roles that are required to use the
requested service){
Subject := Generate a new Subject[user id,
RSI;
return Subject;
Jelse{
Send role_error message;
}
Jelsel
Send user_invalid_error message;
}
telsel
Send AT _invalid_error message;
}
}eatch(Exception e)
Send except_error message;

}

}

29 10 27390 Aulzola ALgAY) Auls Ajgo]

W 59l 2=

getSubject() MlAEE WA ARERLY] AMu]A AR
it 092 E A FA[12][17] 27E gof SAch
¥ o Q1S EBElS B33 3 F <t e AF
] AHF71E FAste AF B fEG A
AAE. Q1% gHlle] fHIE AF gA <kl 3
Ku_ & AHE-8t AHEA7L skt B Qs
R AUth)E B33 8t ALSA7} AD3HA 9%
€A AFE gt AlEAel gk #]lo] v
B el e ARSAY] A4F e R gl
&3 Blwdled Algxbe] Aulx 9ol didh 513
£ g3t olgd BE o] FAFHoZ FHH
utAl2t e 2 Subject AAE A3t wHEFIT)

getSubject() A=A AMgsh= FH wpdeo] W&

o rir aju

e e
fr oo ¥

¥ o

e 2% 119 2o B8 FYe ojbe Ayo] 2+ Ay
2o e ol AR AT JEAE YeE BY
olt}.

//JAAS SE7IV 3
grant Codebase "http://software korea.ac.kr”, Signedby
"operator”,
Principal ac.korea.Role "normal_user”{
Permission org.osgi.framework.ServicePermission
"LightService”, "use”;
Permission org.osgi.framework.ServicePermission

Ca

“BundleLoginService”, "get”;

28 11 33 94

I8 9olA ME AH2E ARl AFAZRE AT
75 A FFY WE AL F 3 92 LightActi-
vator, ServerThread, LightServiceThread S22 F
AT, 718 JFAY, AFse MUILE AFdh
LightActivators AJBl2 22#8]=21 ServerThread &
25 AFANAG FFA sk FHolth. ®d
LightActivator= BundleContextE 53] £&% 219
ARI2e HEHEAE de FAYE FH%Th Server
Threade Z+ AMHE-AF] Z4-& WolEoln, 2191 M)
2] getSubject() WA= 2EE E3) AFE-AFY] 29 7}
4e st 229 Ao AFHLR FYPHY 7} AL
L2lo) A B2 A)FE= LightServiceThread F&j&
E AFAZT

/* find the Is[Login Service] from ctxt[BundleContext] */

LoginService Is := ctxt.getService(reference of login service);

public void run(){
while(this.running {
try{
/* accept a user’s request */
Socket sock := this.sv_sock.accept();
if(!this.running)
break;
/* request authorization using bundle service to Is[
Login Service] */
Subject u_subject := Is.getSubject(sock);
LightServiceThread Ist :=Create a LightService
Thread;
Subject.doAsPrivileged(u_subject, Ist, null);
}eatch(IOException e){
Send error message:
}
}

}

23 12 HE Aul2dA] 239 Au)Xe ALE I=
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MessageDalog

LoginHandler
. ATManager

MainFrame $connectAS() —— -4
s - %conntct SG() - ‘get() ;
’P'n"() SdecryptASmsg() ®add() ‘
S ®decyptSGmsg() Sdel()
_ Clent

®main()
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H7LE 98 19 149} 22 49 832 FA4sith %
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