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ABSTRACT

With the rapid development of information and communication technology, online dissemination increases rapidly. So, It
becomes more important to protect information. Recently the authentication system using public key infrastructure (PKI) is being
utilized as an information protection infrastructure for electronic business transactions. And the smartcard system makes the most
use of such an infrastructure. But because the certification based on the current PKI provides only basic user certification
information, the use has to be limited in various application services that need the identification and authorization information as
well as face-to-face information of the user.

In order to protect a system- from various kinds hackings and related treats, we have proposed angular and private key
multiplexing for prevention of smartcard forgery and alterlation based on a photopolymer cryptosystem. When smartcard
becomes prone to forgery and alteration, we should be able to verify it. Also, our paper proposes a new authentication system
using multi authentication based on PKI. The smartcard has an excellent advantage in security and moving.
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