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ABSTRACT

IPsec refers to a standardized set of security protocols and algorithms which can provide the
integrity, the authentication and the confidentiality services for IP packets in the Internet.
Between two security gateways, IPsec provides the access control, the connectionless integrity,
data origin authentication, the anti-replay, and the confidentiality services, not only to the IP
layer but also to the upper layers. In this paper, we describe a VPN (Virtual Private Network)
testbed configuration using the FreeS/WAN and analyze the ISAKMP messages exchanged
between the linux security gateway during the IKE SA setup. Also, we describe our development
of an IPSEC encryption verification tool which can be used conveniently by VPN administrators.
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