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Abstract

CMVP (Cryptographic Module Validation
Program) validates cryptographic modules
to FIPS 140-1, 2, and other FIPS crypto-
graphy based standards.

This paper gives an overview of the
CMVP, cryptographic modules, crypto-
graphic algorithms, and the applicable
standards. This provides a brief overview
of the security requirements that must be
met by each cryptographic module that is
submitted to a CMT laboratory for con-
formance testing and describes the Crypto-
graphic Algorithm Testing.
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1. CMVP YA}
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=+ NIST(National Institute of Standards
and Technology)®t utt FA%<] CSE
(Communications Security Establishment)
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A3t ‘Security Requirement for Crypto-
graphic Modules’ (FIPS 140-1) @} 2001d
/1€ FIPS 140-2, 43¢ 3e|E #H FIPS
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1995.6 : CMT labs(Infogard)%<!
1995.7 : CMVP 7}l
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2001.11: FIPS 140-2 DTR #&
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T8)slojol B}, Security Level 4 59 ¢

3 B2 EPHoR HER Rl A

o] Zlo] FapHolth @ 4= Y 3049

S7=AY 34 CC H7t 5 EAL4(ZL 1

o)A 873k FAAANA EHE dE
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4. FIPS 140-1 & 140-2
FIPS 140-1(Security Requirement for

Cryptographic Modules) 19943 1€, A&

ing group®l 2J3] MLEAX1 FFEUOZ A
FE AT 2001d ANRE FIPS 140- 2, ¥35<¢
18 #¥ FIPS EFEAE 2oE vHeo
Ao}, Working group2 Hlo|H wizHAe] yl&
£¥ (e.g., Low value administrative data,
million dollar funds transfers, life pro-
tecting data)9} & HFe] A (eg., a
guarded facility, an office, a completely
g3l7] gk &
259 4714 BeH EJ(Security Level) &

al=} =] =]
2ot pRtE 99 AEeH AdAlS] Work- A7gsta ol mE 87 FAES AN
Security Level | Security Level 2 Secarity Level 3 Securify Level &
Cryptographic | Specitication of ervptographic module, ervprographic boundary, Approved algorithims. and Approved modes of eperution. Description of
Medule cryptographic module, including all hard ware, software, and firmmware components. Statement of module security policy.
Specification
Cryptographic | Required and optional interfases. Specification of all interfaces Diata potts for unprotected critical security panumeters logieally or
Module Ports and of all input and sutput data paths. physically separated from other data posts.
and Interfaces
Rules, Services, | Logical separtion of requined Role-based or identity-brased [dentity-based opertor authentication.
and and optional roles and servives, | operator authentication,
Arsihenticnti
Finite State Specification of finite state model, Required states and optional states, State transition dizgram and specification of state transitions,
Meodel
Physical Production grade equipment. Locks or tamper evickence. Tamper detection and response | Tamper detection and response
Securily for eovers and doors, envelope. EFPor EFT.
Operational Singks operator. Executable Referenced PPs evaluated at Referenced PPy plus trusted Referenced PPs plus trusted path
Envirenmeni codke. Approved integrity EAL2 with specified path evaluated at BAL3 plus evaluated ar EALA.
technique discmﬁgnm}- aceess vontrol seeurity policy modeling.
mechanisms and auditing.
Cryptographic | Key management mechanisms: random number and key generation, key establishment, key distribution, key entry/ourput, key stomge, and
Key key zeroization.
Management
Secret and private keys established using manual methods may be Secret and private keys establizhed using manual methods shall be
entered or output in plaintext form. entenad or output eacrypred or sith split knowled ge procecures.
EMIEMC 47 CFR FCC Pan 15, Subpan B, Class A (Business usel. 47 CFR FCC Part 15, Subpart B, Class B iHome nse).
Applicable FOE requinements (for madio).
Self-Testy Power-up tests: cryprographic algonthm tests, software finnware integrity tests, critical functions tests. Conditional tests,
Design Configuration management CM system. Skecure High-level language Formal meckel. Dtailed
Assurance HCM)L Secure nstallation and Jistnbuticn. Functicnal impkmentation, explanationa (infonmal proofs .
generation. Design and policy | specification, Precenditions and postoonditions,
comespondence. Cuidance
documents.
Mitigation o Specification of mitigation of attacks for which no testable requireme nts are cursently available.
iber Altacks
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FAS AT 99 Adlor T PAT 2AE
& 2 4 5% B A7l A0E A
1

6. CMT Lab.
EEUGT L Fo éz % Rk 713
ofgk A M7k IS0 947189 NIST7

200213 671} Tzt J7} 7LE AFTIEeE
AstE] NISTY HANDBOOK 150 A&zl
og 7|1& oL, AlF Hot, AT e Alﬁgo}
I Jed, @A 774 7)He] NVLAP°ﬂ 5

o] CMVPHIZEE Z3Fa] ot

- Altan Laboratories
- CEAL . a CrynaCom Solutions Labor-
atory

Accradited
FIPS 1401
Testing Lab

List of
Validated

Modules

FIPS 1401

- COACT Inc. CAFE Laboratory

- DOMUS IT Security Laboratory

- EWA Canada LTD, IT Security
Evaluation Facility

- InfoGard Laboratories, Inc

- Logica IT Security Laboratory

7. ®7} "
CMVPel Asske 37h Aake (¥ 6
3} 24,

@ NISTZRH AF J5E Bur 3=
A QA7 Y992 A48 CMT Lab.ol
AAFME AEF) oy AAME oS
3 2 ARE duglE AL HEs
Hed gANE ARe oe3 2
- THEE olE L WA

Cryptographic
Module Vendor

NIST/CSE

<38 6> B
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@ Labell 23] A4 H47h X=w NIST
o Bustd Ho GANAM AMEF HBRE
7Ete 2 EHAE that AF P 2
SARRS ZHAdEte] PAle] Byt HAE
of W3k AFS NIST/CSECl Bum 2
A g

® LabdllMe sigAE it H71E 3t
Hrl B3 FXES FAH

@ Lab& Hl2E ZA3E NIST/CSEY A&
3o},

® NISTE 3 g9 AF& AAlEH H
2EE v FEES “Validation List”
o) SAZ}

® NIST/CSEdIME AFAE L33t
FAF] el B7HE wlRich

m ¢ gnelE 78 Hed ot

CMVPIA &% 28 A wrke 4% 7]
o] 7 HPA b gEy) &8 R Y, =
g3 Bt 5 A 3REeR vl F gtk 1%
71 ARAHoln 2% 43 EaEEol| thiEt

i

Application/System
Product
Crypto Module

Algorithm

Level Exampie Specification
Application Air Traffic Control 2

Product Firewall Commion Criteria
Security Module {Crypto Module FIPS 1802
Algorithm IAES FIPS 197

33 7> AR BEAFD B AL 8A

{&E 1> NIST FIPS &% ¢18j&

= A =
FIPS PUB 46-3 | Triple-DES
FIPS PUB 185 SkipJack
Y%7 | FIPS PUB 197 AES
FIpS pUB g1 | DES Mode of
operation
FIPS PUB 186-2 DSS
E707) | ANSI X9.31 rDSA
ANSI X9.62 ECDSA
84134 | FIPS PUB 180-1 Ses"t“;jdiffh
Enhanced
ANSI X9.19 Security
MAC DES MAC
DES MAC and
FIPS PUB 113 | 1. e DES MAC
keyed The keyed-HASH
sth FIPS 198 1\3,’[ nC
FIPS PUB 186-2 | DSS Appendix 3.1-2
RNG ANSI X9.31 rDSA Appendix A
ANSI X9.62 ECDSA A.4
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82 ¥&?) DES(Data Encryption Stand-
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ard, FIPS 46-3), AW <3uaF IFY
DSS (Digital Signature Standard, FIPS 186),
5 duElE: FFEY SHS(Secure Hash
Standard, FIPS 180-1), 18]l Skipjack,
3-DES 59 ¢35 duFe THEC| EEE
FTFEta AEA] ARE HAEST Qi) o] H
2E= NISTY 43 2E 245 Z2398 (CMVP)
o] d3oz P 9lem, CMT (Crypto-
graphic Modules Testing) AFaolA F#
3ol 9ot

o] 7}&d|, DES$} Skipjackel thdh A5
“NIST Special Publication 800-17 Modes
of Operation Validation System (MQVS) :
Requirements and Procedures”®lo)] 7|uks)
A o]FojR)a glen, 3-DESe Uit AL
“NIST Special Publication 800-20 Mode of
Operation Validation System for the Triple
Data Encryption Algorithm(TMOVS) :

E 2> #% ¢uds 748 4848 A

ol

7k wy]

2]
daFE A3 7R L]
NIST Special
DES Publication 800-17,
Modes of Operation
Skipjack Validation System
(MOVS):
NIST Special
Publication 800-20
Mode of Operation
3-DES Validation System
for the Triple Data
Encryption Algorithm
(TMOVS)
The Advaned Encryption
Standard Algoritm
AES Validation Suite
(AESAVS)
SHS . . 34+
(SHA-1 Digital Signature S
Algorithm) Standard Validation Bz
System A
DSS (DSSVS) ‘_E.z ©

Requirements and Procedures“!®o]] 7)uts}
Ay o]Fofx) L e}, Ed AAAMY L i g
&l 3 AFS CMT dFcolM 7pest
A2 ZEE HZF A2" (DSSVS: Digital
Signature Standard Validation System) ™
£ B3l olFoix 1 gt

g F D= T dugEe 78 AP
< 7kl A% 7INke 2 JehiAelt) 7]
&9 43 gaelFel i @S el HsiA
CMVP WelA sshe A5 ¥4E HEE 9
He =83 27 93 AdED H2E 94
Bo /T ool 3 A% didE ¢y
9 Q4T ZASL HF A A ¢
lef gk A o] Lolsith= Aol 9t

1. MOVS

MOVS(Modes of Operation Validation
System)= DES®} SkipJack &3 4aa]Ze)
T JPAE HAFsk= W] e=M NIST SP
800-172 EFF3P7t HAH. MOVSE ¢Al7L B
7H7] Ysh= FEE (IUT : Implementations
Under Test)Z2HE dolz Hole]g B3 A5
o2 HAEES 3552 AAHUT. MOVS
o AT wled AlgHE H2E w2 37
Known Answer Test®t Modes Test 2714
2EF

7}. the Known Answer tests

KATE 3A ¥ Bklez 728 & A
719 3L dAEA T FES [T po=
HSA|7|H A B|2" 8= VP (Variable Plain-
text) KAT, BE 32 dAF3HA T 7|8
48 ez WsA7IHEA H2"EE VK
(Variable Key) KAT, 18j2 vjxj@to 2 &)
T dugEe] 24 (AESY GFShox - Key-
Sbox, DESMe] IP- IP™! 5) HAHOZ F&
g},

KAT AZF 42 £2 435 guzEe] 47}
X £95=(ECB, CBC, CFB, OFB)d| wa}t
& - B335} glage 3t
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2E B LEIP(CMVP) B4 &7

MOVS: Initialize KEY:

P, = 8000000000000000

Send KEY, PT,
U1, FORi=1to64
§
1
IB; = PT;

Send . KEY, PT, CT;

]
ll

I£DES, KEY=0101010101010101 (odd panty set)
If Skipjack, KEY=00000000000000000000

Perform algorithim in encrypt state, resulting in C'1;

PT,y = basis vector where single

MOVS: Compare results from each loop with known answers
{f DES, use Appendix B, Table 1. If Skipjack, use Appendix B, Table 5.

1" bit 1s in position {1+ |

(32| 8) ECB Rx=AllA VP KAT

919 <2¥ 82 DES ¢35 dxndFe HF
H2lel MOVS9llA] ECB BEE=/0l4 VP KAT
Haw dnelEs e o A=s A%
aelt}. 27|13k 2 DESY 7]3 010101,
Z 89] wiseA vIERE 19] gtog %713} AR
e g 45 Qo o] 7IRe BEYE #Ee
YASA WA SRET FHHT dEE
CTE AZHAel &% HiolEatat vlasir
2 43 dmEFe] Td A¥AE WG 4
B8 9hdeA DESE 64719 ¢3F CTS
diekiy

719] Zo] Nu|Eol vl&s] 43F CTe N7

ARETE Ae & 5 o

1}. The Modes tests

MCTE KATAHE AF3E 7|3l HES
23 "ago] opd 77, &, 27| HE S
oJele] gro g okt xfo)7} vk B3 KAT
|28 ATl GBS FAWA] U
T YolupAlg MCTE =g FHAA 4
o] B33l FAo] dojupnz HFHo®
FARE YR} Fujrbie) 853t 3P E F
28& Fasitk=d| Qioh

e <a¥ 9w AES ¢3 ¢ag
"iale}l AESAVSelA ECB E= Encryption

[« 2 IR 8-
MCT H28< F3d5= dxdss el 1

e o lf

P =
F e

(632)

golt}. AES &12]5%E DES9 MOVSe &
T H2EAH WEHE et e 22 W
o7 HAgs 33}, o= Monte-Carlo
test 73] Whlo) 278 F7] wE] DES9]
MOVSS}H AESY +& ARS AS3= AE-
SAVSe] A% whA]o] nls=dt Hol gtk oJ7)A
Key[0], PT[0]E Z7] #2224 4949 Frol
AFHw %x7) FEQ PT[0]7 &&= CT
7} AAEL}, o] CT(0]7F vhael HEM]] PT
[1]e2 {=go= Eojrtn 0 3Fshe Y
g gl CT(1]e] A€ o] Aol CT
[999]7} € wizkx] wimdch HEFHo=z CT
[999]7} &g ehe-=e] i oz AEL CT

Rey (01 = Key
pT[O0l = PT
Por i = 0 to 99

Output KReyl[il]
Output PT(0]

Forxr jJ = 0 to 2932
cT[3j] = AB9(Keyl[il, PTI[31)>
PT{j+1] = <T[3]
output AT[5]
Tf ( keylen = 128 )
Rey[i+1l] = Reyl[i] xer CT{]j]
If ( keylen = 122 )
Key[i+1l] = Key[i] xor (last &4-bits of
cT[i-1] Il ©TI31)
If ( keylen = 256 )
Rey[i+1ll = Reyl[i)] xer (cT[3-11 Il ©T[3]1)

PT (0]

(32| 90 ECB Z=A4¢lA AES MCT H29

cTli]
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[999]17F v she=d] BELE YY) Ao
AE & F U

o]2|3 Modes teste] &= & E32 313G
2L FRHES FF 5 dER A 71y HEol
EEEHE oA 23 @] IUTHAA dof
=71E 8118 RE Ao

MOVSE IUTel 7], & (3L 45E) ol o
3t %7] Zk(initial input) & #|33, Modes
test/} 58E W 4B E (3L HE) 2HFES
25 AR vl du e g vasiA |
o}, wkeF ofg|rt BEY T AFE Aetn
HAEE Aoz By Hu, o]z A
go] "olz|x] grod HAEE A&Hrh whek
IUTY ZHFgEC] €2 AT a3 BF X3
™hH Modes test® 302 FviA €t

2. TMOVS

(Modes of Operation Validation System
for the Triple Data Encryption Algorithm)

TMOVSE Triple DES algorithm (TDEA)
o] ANSI X9.52, “Triple Data Encryption
Algorithm Modes of Operation”3} Uz|sl=
Zel] gt Implementations Under Test (IUT)
& ERIs7lel dasg HAEE Jepdt. TDEA

& IUTe A8 9, o] 4 (TMOVS)= &
5% Ho| SMEAE Yste WS A
Fo

TMOVSE= Known Answer Test®t Monte
Carlo Testel F 7H4 79| &2 Hl2E=Z +
A=o] 9it}. Known Answer Test= IUTo
Al DES ¢318|Fe] FAH_AES ] 9
&) ARG o] HAEE dugEe] BE
Aeige 7o) HEE A¥3}. Known
Answer TestE A133517] 948iA, TMOVSE
47 =S ATt 2, IUT 232 o
< 7 7digks vus=E gttt Monte
Carlo Test= TDEA®] A FEE A8
317 8l AU, Monte Carlo Test2l
22& Known Answer Test?] {88 A3
o2 Fopd 4= gl IUTY @3¢ 23] 9

stojc}, 124}, Monte Carlo Teste TDEA
TE3HE IUTY ZEHQ AEE BASHA
23t} Monte Carlo TestE A33p7] $
34, TMOVSE 27|8&, 7], (BR3phd)
z719E9] iy ke IUTE AFgt. o
HES olgsldA, IUTE 49wt wle] DES
A/5%3t S HAESNY, 1 2R G 7]
gk} vl sict

el

7}. The Known Answer Tests

(D The Variable Plaintext Known An-
swer Test: ©] HXEx= 64712 7]& ¥
HE gHoz ARgstoir HAEE 649
HHESIT [UTE2HRE ozl Adgte] A
gslthd, ol IP9 EE AF%). 5353}
AARS o] g3, IP-1% AET F Ut

® The Inverse Permutaion Known An-
swer Test: o] HXE:= “The variable
Plaintext Known Answer Test”¢} %
dgt ArAds A a2y, 99 sl
E9}e] Zloli= “The variable Plaintext
Known Answer Test”ol|lx Qojzl 435
TS HEoE AMgske ol 7= EF
022 %7]8lgr}, o] 7] “Self-dual Key”
ojt}. IUTZHE Aozl A7 gro] A&st
o, ole IP-18 AFdc E5st dit
< ol&3hd, IPE ASE + Ut}

® The Variable Key Known Answer
Test
z718 HAgellA, BEF 27) HEE B
022 z7|3ld. l9] 7= =5 56M]
o] 71 WE R 27igtdrt. o] 7)1& AME:
oA, HIZEZ 568 WHE3)

IUTZ Qo3 AFghe] F&3ihd, o
7] 2AE9 PCl13 PC2E AF3t
@ The Permutation Operation Known
Answer Test: 27|38} oA, HI=Z
z7] MHE 2% (o2 xJ)sidd. vhA
o, 715 TMOVSA Agsk= 32719
7] ¥ = 3709 7] ghol FUsHAl 27

m

ot
oL

rie



68

¢T 2E FHrt Z2aYP(CMVP) 43 470

sidr}. 32818 H2EE ¥
=t AFg-E

® The Substitution Table Known An-
swer Test: 273} Ao, HET %7)
HElE 25 008 27|3hEc) ghE, 7]
£ TMOVSeA AlFsks 1970e] 71 F
PR 7] ghe]l Z7|skdtTt. 1999] HIAE

= 8719 S-boxE HEFeh=dl AHEET

t}. Monte Carlo Test

Monte Carlo Tests TDEAS #HAZ
a& A1g3tr] $8] AA=EAYG. Monte Carlo
Test®] 522 Known Answer Test?] U
S XA R Fopd & Qe IUTY 938 ¢
A8} gJgtelt}t. a2y, Monte Carlo Test=
TDEAZ Fd3l= IUTe &3 AFE B
Z3lX &= 23l Monte Carlo TestE Al133}
7] g8, TMOVSE 27|18E, 7], (B_3lt}
W) Z7|¥E e Y g IUTE AFsih
o] ZEL o]&/3IA, IUTE 497t o] DES
&/553t RS HAES s, 1 A 3}E V)
gt} vlagi

Z}Zye] Monte Carlo Teste 499b4 IUT
E Mgt} o] BHlAEE 1vhHe] wHlog ¢
Al g7)e] aFoz uyoAY. 7 2Ee
IUTE AAM 275 dehla, o= TMOVSY
A7} vlurstA gt

A~E

3. DSSVS

DSSVS (Digital Signature Standard Vali-
dation System)+= DSS$ SHA-1& &3+
sogol 2 AT Edojd tid 97 HAEE
T F JEE AAHA N, AF] B G
g &A= Aol ofd AT F4 JRE P
sl X2 aolt}, &, o] 23 DSSe}
HA-1& 7385= JAA 2T 5= e &

|t

ol H

w

1=+
LHABEE Eore 9%E dvtn &
24 NISTY S5 AFE Bt =
A7tz siME 4 glok. =g DSSVSe]
2EE FEENA A BE AEl o)

5
Qe
| o

i

(634)

| HAE M3 I

| Response file #4 }

| Result file }‘

I

Vatidation DSSVS

information file

v
; ——
fequest fle 1 Request file 844 :]

I"—"_:]
Response file A E
v

—

report

Response file

Result file

Validation
Ust

{22l 10> DSSVS HI~E i}

AEE 2= 1R =]

A BI2EE 38R @3, A9E9 4% sam-
pleg MEsiA HAESE FAFEYA wWHo=z
o] %oizItt, DSSVSel o3 HlAE AAkE The
3} 7t}

o]xo

D NISTEHH AF A5e Pz 3= ¢
Ae dA7E de2 AAHE CMT Lab.ol
AHME AE3h oW validation in-
formation file(inf) & FHESIA FHEd
GAQE AR oheg) gt
- TEE o) % WA
- gAY 2 93t
- H2E g AlFo] AZEYY]

&4 AA, 487

- AF A9

@ Labell o3 2% Herh M2)=ld NIST
of ®3dA =9 validation informa-
tion fileg 7]9k22 Request file(.req)
S At Al Btk 84 sdele
HAEE 93 g9 F8E MR A
A€ a7sta glo.

@ gAE 279 A i3t SHOZ Re-
sponse file (.rsp)-& A3}

@ Labd $99IS HAESIA =T ol
i3t Ayl 9242l Result file(.out) S A
33t

® Lab2 AA"E A7 Ids 7iwe=
NISTell HEudch NISTE i3 W<

AFL ANse] HEES U TEEL

[e]
F)

[e]
35

’
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“Validation List”l SA3c}.
® Labe 33 H#7} Q152315 Vendorol Al
Aoz HYrlE v,

7}. SHS(Secure Hash Standard) tests
SHS H2Ex thae] A2 A=

(1) st Zdol9f AAA] (Messages of vary-
ing length)°l & HXE

SHSe| FdE2 delo] ZolE 713 HA
2o gt AEgt 8ok (digest) S & F 2
ojo} gttt o]& ERIEH] HsiA DSSVSE
OHIERE 1,0240|EQ) Zol& 71X)= 1,025
79 HAIRE Y= AAE HAE tid
ANA ALsta, zHzte] wAAe] tigh A
2| olAI~ES AFAdsle] Attt HA|F]
& A HAE g o] WAl Ztz}
of tiEiA WAIR] tho|AAEE B3]
DSSVSH Adgitt. HAE thale 2R E

HAJR] thelAMAEE HMErE DSSVSE
Aple] AABtel Agsm gl WA del

A2ES vlwEte] BE HAR] tlo|A|AE
7b 4 HEEE B e IF
g},

Aele 71 WAIK] (Selected long message)
of 3t HAE

SHS 7322 1,0248|E o]4te] 71 wlAlR|
o thalx A5 HAR Ho|AXEE A
g 4 qlojof g}, HIAE dxle thkst 4
ole] HWAIAl EHIAES} FUSHH, HIAE
ARESHE HAIRE 1,02401E o] Tk
g ZolE zk= 100719 wAl=|olt),

=

(3) Y22 Y wAIA (Pseudorandomly
generated messages)©l 3l HIAE
SHS 7EELS 92 4418 dAAll o
A AE3HA WAIA] telAAES AT
4 lojof g}, HIAE Hxh= operst do
o] wAR] Hl=Ee} TUFNH, 4200 EQ 2
ol zh= Z7|3t(seed)2EZHE] AXE
100712} HAIXE EAEC] ARSI}

—_—

(635)

. DSS (Digital Signature Standard) tests
DSS HAEE thee] 672 TA9rt.
- &7 HEE
- BuE p, g, g B4 HEE
- ZM% A EZE
- A A4 HAE
- A 21 HAE
- b, q, g9 BEE I H2E

V. ci& "ol HE

1. TCSEC(Trusted Computer
Evaluation Criteria)

TCSECS 484 ol Adyez 483 2
539 dlole] A7 (Automated Data Pro-
cessing, ADP) A|&®ld)] AL317] Qg Ao
718 Az=Ee] Hrt 2 ADP A&yl ArEo|
3t Bl Q7R Aol o8& 4= ot

T QP - AEde] fFE FFE Alx
d2e IR 9 HEIIEe] B2FE] Yty
TCSECS (1, C2, Bl, B2, B3, Al9] 671 5
Fo2 /3 7} 71wE B 2= AFH
NS B9 - Qe AL vt

TCSECE vE g g A3t RS W
z)slool St Hob @ FANRS: &8 A
Fo] Aok & Bt B9 EES AZRA
Asst7] 8 Ao}, =3 FHRE #E FAo
8 ABe| dd A AT AFH Al=d
o] 7txol & Al ARE HFrishke H=E AT
3L ol AiM el Het S FARNE HASHE
7+ AEstaA AEEA

Security

e

2. ITSEC

ITSECS 9=, =Y, =5~ 9 4g
17| ZBEB A 2H Hr|EE AR A
PP 47=o) FrHAFEe) s AF L B
o] Holgel wek YRR S AEQ FTE H}
o Fu|=EE Az Q18 2 40 vEg A3

T X

%1:

oft

AV
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43 28 g7 T2 3P (CMVP). EA 3 27

At A 359 71Eoltth. 5L 19893
2% “23t" 7]% (Harmonized Criteria)"%
ZAs712 lsta 1991del ITSEC v1.28
A48ttt

ITSECS TCSECH= 28 9¥ 7|F2E
AR B SAES Fristaat st wrebA
HOW|5E /L AlFe] AH8E B4S g
st ReEE AASAY TCSEC 2 =<
9] ZSIECHA vE] st H|ss AHEE
£ 319 oq AF g Frie REEETes
F8jo] Fr}.

=
L

ITSECE &3t = w7k 9=, 5,
Z@gs, Widds, ojeE, 241, 5 F =

ol}.

3. CC(Common Criteria)

ARE AMYste T 4 E=
Holl o3 ArIt #E, ¥R, 125
2517] 9% 714 RE gkl A9l
3 Azde] g st MR =
o] AAl, 74, A, A=), 9 A" A F
7] (life cycle) & E&3F ZE Ao gt 7]&
7 ol WE AFY H7HE AAZLE At
o vt AR HS A2Rg B&F o2 st
o, Bristal, ARE7] AsiMe 2 AREAL, T
Wz, HrERE Alojol] M2 FEEE 7]Ee] 88
ghdl, ol BEES A|xF] HrpjEol2ta st
o, 19854 v=e} TCSEC (Trusted Computer
Security Evaluation Criteria) & Al3 o=
20003 10¥ A A 359 HrplEe= CC
2.10] ISO 15048 EFo =2 LR Fo] i}, v=
] NIST® NSA, 7iuthe] CSE, Z#29]
SCSSI, =¢¢] BSI vld@=9 NL-NCSA,
A2} CESGY 671=°] F3o] ol 1993+
B Jgste] gkm, oldlE ZRAFERFOEA
AA= AlA ZH= (A= 1370 MRA 55
Alo]) oAl FEEAAF LR AHE- 7Fs3ith

3% @7t 7led 2A 1, 2, 3% FAErh
A1FE 35 A7 7189 A7) 2 Yub A8 '

de 71&3ta 9, Al 2HE AR B3 AlaH

[e]

—_—

H

o4

A

K
o ¢
oL o

fr

o

el

ol

i

E

N ol

(636)

o] Het 715E BWAE F ' Bt U5 &7
Vg, Al 3% WA 87EE BE 8T A}
&5 7|esta gk

Het 7T 87 AR F 1) Sl 7A
=ojgict.

1) Bek 7} 82 (FAU)

2) B4 F82 (FCO)

3) U3 XY 2 (FCS)

4) AH&A} dlolg) 2% Ze4 (FDP)
5) 2 2 9ZF Fejx (FIA)

6) H<t &g Ze2 (FMT)

7) Zeo|u|A] 8= (FPR)

8) TSF & Zd- (FPT)

9) 2K &4 Ze~ (FRU)

10) TOE ®< 232 (FTA)

11) <HAg Z2/3d S¥2(FTP)

v.'d B

EaoMEs @A Bojox &) ggFl 9l
Yo RE F7F T2} CMVPel o] A
o Jdolugitt 4 HEQ oA st
% BES 7Htog 3 AR BIAF Ht
QoM 7FF 7)8e] He Hrrdwg ohyel
AZY 43 BES AL AFS] tisE o=
Axo] AAe BAE Fvha & ¢ vk 18
U olgjdt 4% BES ko= 3k Alxdle) A
AHA ARG Hrk=s 7 719 27 g
Hy 7t A7 oJgeka & 5 Qi

A% BEd Ui A H7E AlA G- A
gxte] AFeME AT UiF 1S RS
R, FERPA AelME AF o] digt 7}
o= gl A& F IS B ol AES]
Het S mEr el HAF AETS] A 9
E g% 4 9o

e AS- v|= CMVPAHE ¢33 289 o
gt Nkl 7 AAZE ZA7E gy o
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A okx daEel U g4
Folz FR2 Bt ohd o
Fg Aol

Hepq FlME vFe] CMVPE Edz
el Aol W s 2E] U AEHo|
271449 B %ol astelet a.

Brhke 3
&4 %71l o
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