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Abstract The public-key cryptosystems such as Diffie-Hellman Key Distribution and Elliptical
Curve Cryptosystems are built on the basis of the operations defined in GF(2™):addition, subtraction,
multiplication and multiplicative inversion. It is important that these operations should be computed at
high speed in order to implement these cryptosystems efficiently. Among those operations, as being
the most time-consuming, multiplicative inversion has become the object of lots of investigation.
Fermant's theorem says 8 '= 8% "% where 8! is the multiplicative inverse of 8 e GF(2™).
Therefore, to compute the multiplicative inverse of arbitrary elements of GF(2™), it is most important
to reduce the number of times of multiplication by decomposing 2"—2 efficiently. Among many
algorithms relevant to the subject, the algorithm proposed by Itoh and Tsujii[2] has reduced the
required number of times of multiplication to O(logm) by using normal basis. Furthermore, a few
papers have presented algorithms improving the Itoh and Tsuyjii’s. However they have some demerits
such as complicated decomposition processes[3,5]. In this paper, in the case of 2™—2, which is mainly
used in practical applications, an efficient algorithm is proposed for computing the multiplicative
inverse at high speed by using both the factorization formula x*—3’=(x—»)(x*+xv+ 3% and normal
basis. The number of times of multiplication of the algorithm is smaller than that of the algorithm
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proposed by Itoh and Tsujii. Also the algorithm decomposes 2”2 more simply than other proposed

algorithms.

Key words :Cryptosystems, Finite field GF(2™), Multiplicative inverse, Fermat’s theorem,

Factorization Formula, Normal basis
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function IT_Algo( 8, s) /* calculating 8 %~

using Itoh & Tsujii’s Algorithm */

{
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/* Assume s= [1m, gm, g--mmyly */

y = B,
for i:=q-2 to 0 do
{
y = rxr %
if m=1then 7 = 7% x§;
}
return 7,

-1

function Even( 8, # /* calculating 827, only

when ¢=2%—-1(% is an positive integer) */

{
= IT_Algo( 8, 3’);

1
93

3
§:= p? X p X p;
return &
}
main
{

/* Assume 7= log,m */

if #%2=0 then

{
o = Even( 8, m~—1);

= ek

}

else

{
e = Even( 8, ——1)
¢ = a5
o= £ x ¢ x B
B7li= o}

}
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