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ABSTRACT

SecuROS(Secure & Reliable Operating System) prevents and blocks possible system cracking by implementing additional security functions
in FreeBSD 4.3 operating system (OS) kernel, including access control, user authentication, audit trail, encryption file system and trusted channel.
This paper describes access control technique, which is one of core technologies of SecuROS, introduces the implementations of DAC, MAC
and RBAC, all of which are corresponding access control policies, and show security and results of performance measurement on the basis of
application of access control policies. Finally, security and performance between conventional OS environment and environment adopting access
control policy is described.
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rwxr--r--1john research 83 Oct 6 22:30 demo
> Access Control List of file demo
ACL_USER_OBJ : :rwx == the owner of file
ACL_USER : bob : rwx
ACL_USER : fred : r-x
ACL_GROUP_OB] : r-- == the group of file
ACL_GROUP : manager : rw-
ACL_GROUP : staff : r-x
ACL_OTHER : r
ACL_MASK I rwx
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Test Env. Null call | Null /O Stat Open/Close | Select TCP | Sig inst Sig hndl | Fork prok | Exec proc | Sh proc
FreeBSD 113 pusec | 230 uzsec | 650¢sec | 876 usec 104 1 sec 167usec | 350usec 254 11 sec 1052 sec | 2004 p sec
DAC + MAC 1.15usec | 228 usec | 9.08 #sec | 11.3 zsec 10.7 p sec 1.68 i sec 3.45 1 sec 264 u sec 1101 zsec | 2061 u sec
DAC + RBAC 11dpsec | 228 usec | 185usec | 226 usec 10.7 p# sec 167usec | 3.43pusec 265 1 sec 1162 zsec | 2150 p sec
DAC+MAC+RBAC | 1.42usec | 258 usec | 194 usec | 253 usec 10.8 i sec 1.80 £ sec 4.02 1 sec 287 1 sec 1209 sec | 2212 psec
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Data Seg Size 0K 16K 64K 16K 64K 16K 64K
FreeBSD 5530 ¢ sec 7.350 2 sec 11.9 1 sec 155 ¢ sec 488 ¢ sec 19.0 2 sec 49.2 p sec
DAC +MAC 5.700 x sec 743 1 sec 123 ¢ sec 158 usec 49.5 1 sec 18.1 g sec 49.7  sec
DAC + RBAC 4.810 g sec 6.440 u sec 11.7 g sec 152 psec 485 ¢ sec 17.5 ¢ sec 489 usec
DAC + MAC + RBAC 5.640 i sec 7.330 u sec 12.2 psec 17.0 y£ sec 53.2 e sec 185 sec 55.1 ¢ sec
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