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Abstract The steganography is one of methods that users can hide data. Some steganography
softwares use audio data among multimedia data. However, these commercialized audio steganography
softwares have disadvantages that the existence of hidden messages can be easily recognized visually
and only certain-sized data can be hidden. To solve these problems, this study suggested, designed
and implemented Dynamic Message Embedding (DME) algorithm. Also, to improve the security level
of the secret message, the file encryption algorithm has been applied. Through these, StegoWaveK
system that performs audio steganography was designed and implemented. Then, the suggested
system and the commercialized audio steganography system were compared and analyzed on criteria
of the Human Visible System (HVS), Human Auditory System (HAS), Statistical Analysis (SA), and

Audio Measurement (AM).
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] Rl 26056458 TE 2topr] Zhzhe] 2H|WL doJElE ==
w4 N B R @
a4 3000 94.03567 1637 282107
ASare 3000 94.08533 1637 282256
ASars 3000 94.00633 1637 282019
ASSan 3000 94.23600 1637 282768
BeEA
e Axz Az
Origin -9382 11835
ASap -9382 11835
ASar -9390 11826
ASShy -9384 11828
wol& @A S N=3000
ASap ASar ASSry
oE 1.0000 1.0000 1.0000
<0.0001 <0.0001 <0.0001
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5 ARG ASS, 99 F-7AR AXog BEAMF ZAsfe] oshd HY w VH g
Qe ASSass HFE ol@A 39, 98¢ 249 4+ UdE 9Ax 9
i 94.03567 94.256 2718 ¥Y & Q& P 2R 49 Y 1 ASfui
e 2680205 2679531 98 o = g oo gmel mw WAAE ou
= o s e Aok sge deal MY e e
ARE 2999 2999 7l ASHin o LxuElZolch
F 1000285 ASSy7t Sl WISl %7 MAAS 27} arhe
g“jj’jg 0.496889 A& SE3A7 A8 capacity ¥ CHW, F)9 faws
F 7127 . 1 B 7% 2o Relgack
B2 27 1061928 <7 1> 4B Weol WA 8% fuE Aesw
AW, fur) = kan = ko = fow (wo)/163 2},
¥ 6 B4HEY d4uiX Y HE 29 [£3] 92 Weol By 348 A &3 Nwed
QXY Fz| =2 | gt B BLA A Aok @A SHuEEd AFse PHe AHgst
fan 3000 | 282107 | 94.03567 | 2680295 of I6HIE PCM w49 foly gdo] Hd HARE
ASe 3000 | 282256 | 94.08533 | 2680205 AelEls AL dolel Y= REAM 168E vl 1y
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2] |1121817] 3 | 37.39389 [LAE-05] 1 | 2.605645 & o
2} |3.21E+10{11996 | 2680049 CRwe, £) = kny & £ = ASHgsOlE Clwe, firr) = kanr
73 J321E+10] 1199 oNF kg > kaolTh
X 7 Capacity &9} Size g4
ol & o)y FrEY A
. . - ke AL, we € We d4E89 3JY,
Capacity Cf - (W,F)-N Cflwe, i) = kg 5 € F =1 fus A Shi AShrr )
Size fow W =N fow (we) = N, NwE Header $E& A28t wlojg} H=o] =7
/4fv%h %;jlfq;l

Procedure Message_Embeddingn( );
begin
Cover-data read:
for( p=1; p<=i ; p++)
begin
for( j=0; j<p; j++)
begin
Read Insertion bit of Message data;
Loaded Message data overwrite into j bits position of cover-data;
end;
end;
for( p=i-1 p<1; p--)
begin
for( j=0; j<p ;
begin
Read Insertion bit of Message data;
Loaded Message data overwrite into j bits position of cover-data;
end;

end;
L end;

j++)
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L . w& 733 -
dstez FHF 15HIE7 Aot ke =Nwe / 16% 150) F 173
1 kg =Nwe / 16°)1B.2 ke > ka7 9ok | ez 7‘375 1.06192277
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W Eo ARQIZHe] ez wE HANS AgsuIe ﬁﬁ ?;:5;;;:3 ’;‘LSI%@ZGZ
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ol el 16ME BAR 0852 W R A1E | SIO0 0.49907339
oz Are) B4 §AY & Ae WY NN P TF o
AG)E Agste] YAA AAE iFo ML WA wz 23 0.94168506
E A§istct
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& ASSwsS 16H1E T 10052 H8F gto] Y7 e ASSys
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4. StegoWaveK 2 MH ¥ 78 T
Pl 4G ARl TH P4E olgded Yoel | ©x 23 it
. g N Byt EFHA
A8 3000 37.454333 57.77347749 112363
ASSar 3000 39.156333 60.04369327 117469
8ASSas 3000 37.288333 57.76556679 111865
8ASSs 3000 37.502667 60.86745135 112508
weEA
Bl FHAgk Huigk
Origin -9934 9486
ASSay -9382 9502
8ASSyy 9930 9488
SASS s 9930 9494
ol AbpHAlS: N-3000
ASSars & ASSw; 8 ASSay
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W4 N B3 EZHUA 3
a8 9144 -0.00949 0.47221 -86.77300
cs 1 9144 -0.00964 0.47221 -88.17800
StegoWaveK 9144 ~-0.00965 0.47218 ~90.21500
g sA
H A2zt Hdak
a8 -1.37000 2.10600
Cs I -1.37000 2.10600
StegoWaveK -1.37000 2.10600
Holj& oAl N=9144
CS 1 StegoWaveK
a8 0.99952 0.99952
<0.0001 <0.0001
I 20 YT ohYgF SE T dlolely] dEas
¥ 11 CS Ix}¢] F-7A distortion), =°]= #Z(noise level), 94 g, 1dx
A8 eSS A% 1)L (transient response) F°) Ak °o)HFH HWFE
B ~0.00964 ~0.00965 & Az #ol 94, 28R FALES TP 9)
24 0.223003 0.222976 - - . .
vy 0113 oL43 . o F Eo] Az SNR(Signal to Noise
A4S 9143 0142 Ratio)& I} HlA(dB) Eerigd tug Fe=
F ¥l 1.00012 FEHE gy SAuyolch (4, 22, 23, 24]9A= SNR
e 0497721 g olgsto] HlY AR} 9 olgt & ZH B
F 712 007 olete] A& 2338yt SNRL A &S veh
ws 24 13 © W TRUTH214)
oy 21 Y8 o8x ¢S I CS I, aElxm
E 12 StegoWaveKste] F-73 StegoWaveK& o|&3te A4d 2HI do]etety
A48 | StegoWaveK. AEY xo)zsiel HES Yehd ol A
B -0.00964 -0.00988 A 2HL o] 23] MAH 2gln dolele] SNRo
22 0.223003 0.221045 ] E‘ﬂ"; _1%"}@ 43¢ 2 ]‘_]EH S ]
FTESS 9143 9143 CS I3t Apol7 WA g2} CS I8ke oha Apel7t
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F(“’ 1.008857 Iy 2E 249 EZL HNEFE PESQ(Per-
P(F<= . . .
a= é% 0.336674 ceptual Evaluation of Speech Quality)E |83l ¢
F A2 035007 B3} Z¥zrel 2Ejm d@elels 48tk 44 PESQ
%2 33 i o} 2 A% 34 4 A7E 100% A= I
13 EAEAY deuxy 2§
AR F= g5 g ol Hq# B
48 9143 -88.177 -0.00964 0.223003
CS 1 9143 -88.218 -0.00965 0.222976
StegoWaveK 9143 -90.315 -0.00988 0.221045
. wuen ;

g 89 AFS AEE AR e | EH P-3t F 7124
X} 0.00037 3 0.000123 0.000555 0.999982 2605148
iy 8136.622 36568 0.222507 ]
A 8136623 36571
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o oE=F g 209 Wy B olgste 24 1
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e €S 1 cs 1 StegoWaveK StegoWaveK(8)
Right Left | Right Left Right Left Right Left Right
Min \ -26060| -27052| -26050| -27052| 26080| -27052| -26050| -27052| -26050| -27052
Sample Value:
Max X 25833 23125 25833 23125 25833 23125 25833 23125 25833 23125
Sample Value:
Peak
-1 -1 -1 -1 -1 -1 -1. -1.6 -1. -1,
Amplitude(dB) 1.99 1.67 1.99 1.67 1.99 1.67 1.99 1.67 1.99 1.67
Possibly
Clipped: 0 0 0 0 0 0 0 0 0 0
DC Offset: -0.001 0 -0.001 0 0.001 0 -0.001 0 -0.001 0
Minimum
RMS -979( -111.89 -92.8| -96.57 ~-68.58 -70.77 -979| -111.88 -97.86| -112.13
Power(dB)
Maximum
RMS -10.86 -10.61 -10.86 -10.61 -10.86 -10.61 -10.86 -10.61 -10.86 -10.61
Power(dB)
Average
RMS -18.1 -18.84 -18.1 -18.84 -18.1 -18.34 -18.1 -18.84 -18.1 -18.84
Power(dB)
Total
RMS -17.38 -18.13 -17.38 -18.13 -17.38 -18.13 17.38 -18.13 ~17.38 -18.13
Power(dB)
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