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An Intrusion Detection System using Time
Delay Neural Networks

Heung-Seek Kangf, Byoung-Doo Kangﬂ, Sung-Youn Jungm
+tt

and Sang-Kyoon Kim

ABSTRACT

Intrusion detection systems based on rules are not efficient for mutated attacks, because they need
additional rules for the variations. In this paper, we propose an intrusion detection system using the time
delay neural network. Packets on the network can be considered as gray images of which pixels represent
bytes of them. Using this continuous packet images, we construct a neural network classifier that
discriminates between normal and abnormal packet flows. The system deals well with various mutated
attacks, as well as well known attacks.

Key words: Intrusion Detection, Network, Packet, Time Delay Neural Network
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