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Implementation of Offline Payment Solution
using USIM in IMT-2000
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ABSTRACT

As mobile device is becoming more popular, E-Commerce changes into M-Commerce. Especially,
IMT- 2000 (International Mobile Telecommunication 2000) service is prepared for M—Commerce and this
has USIM (Universal Subscriber Identity Module) as a core of certification of individuality and
transactions. As a result, the area of mabile service going to expand by USIM. But, mobile services
using USIM leave much to be desired, and developed application don’t variety. In this paper, for the
efficient design of USIM, the structure of USIM and protocol is analyzed, and secure payment solution
in USIM is proposed. Specially, offline payment system is proposed for the verification of proposed
protocols including security, saving, and calculation of balance. Finally, the simulation of proposed
payment system on USIM is performed using Java Card.
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Encryption staticKey: CA CA CA CACACACACAZ2D2D2D2D 2D 2D 2D 2D CA CACACACACACACA
Encryption sessionKey: A4 7E 16 D7 43 49 60 EA FA EC 5F 2D 86 CF B7 67 A4 7E 16 D7 43 49 69 EA

Macing staticKey: 2D 2D 2D 2D 2D 2D 2D 2D CA CA CA CA CA CA CA CA 2D 2D 2D 2D 2D 2D 2D 2D
Macing sessionKey: 87 7D D3 6C 3D A8 OF 70 0D 75 F3 47 E3 18 E7 9F 87 7D D3 6C 3D A8 OF 70

KEK staticKey: CA 2D CA 2D CA 2D CA 2D 2D CA 2D CA 2D CA 2D CA CA 2D CA 2D CA 2D CA 2D

KEK sessionKey: CA 2D CA 2D CA 2D CA 2D 2D CA 2D CA 2D CA 2D CA CA 2D CA 2D CA 2D CA 2D
hostAndCardRandom: 00 00 00 00 00 00 00 00 8 DB BF 9D A6 67 28 18 80 00 00 00 00 00 00 00

cardAndHostRandom: 86 DB BF 9D A6 67 28 18 00 00 00 00 00 00 00 00 80 00 00 00 00 00 00 00

# 13, MRX|Z ofEaloll XME == HolE

AARGFHAAZL AER WA HolH)

AID A0 00 00 00 18 FF 00 00 00 00 00 00 00 00 01 02
AEE 98 di= L e command
<P debit() 00 31 00 00 02 00 05 02
Zr gkl getBalance() 00 30 00 00 02 10 00 02
=3 credit() 00 32 00 00 02 00 10 00
[ i35 verifyPin() 00 33 00 00 04 01 02 03 04 00
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Select “applet™ APOU

>

Setect “applet” APDU

Select()
“g0 00” response APDU Pr (APOU)
...... ocess ey decodes
| paams
H processes
~® §i Applet command APDU < code
———————ly response

¢ Applet response APDU

T2l 5. Java Card 4tollA{e] ofE&H select() THAl

command®} response®] w 3G 53} o] F oK},
‘:}39] IPEL AAAY HEA ]| A
HAe uo A B BRAFh @2 7]¢ USIM
e 7R A oz o MY fEFYANEE RS F
ATt B =Rl e AR 7(]% "V\Eé]‘g FHHoR
T4 & 98A TCP/
[Pl A "]‘J?—ﬂol/‘;‘ 0}9\5‘\‘:} ll"/’ 62 AAAZE
Addle Byolny, 28 7 19 8 FAA
i3
o
3
0

TEEHo] ZHg g3l 21go|th TAEAL 9
3te USIM W9 biol8E 3 &sloF dt} whebA
A% Relskel APDU 9#H & 53te, USIM W9
DA Hdtt 59 B o7} AFAo|H Fot
e FAE binary L= E XA ‘90 00 o)k

AR 20 Mea2eult
SIAE RS BSAAR

O3 6. AdjaME

Performing a getBalance(), ..
--> Term : 0030 0000 02
<-- Card : 15 EC 30 00

a8 8. Zred APDU

A2 E 2dg.

Zred 8108 93} getBalance(MIAZE FHS)
For, ¥ 14% getBalance(W A= 9] 78 A2E
Bz} getBaance()d) 9L 7ty FAE &
A3t A3 MAZER, o] HAEE F3te AA

7]_501] 1]31-01_01 = :j.oﬂ

1% 4+ Atk

E 14. getBalance() =¥ &

private void getBalance( APDU apdu N
if(OPSystem.getCardContentState()==
OPSystem. APPLET_BLOCKED)
ISOException.throwlt

(ISO7816.SW_COMMAND_NOT_ALLOWED);

bytel] apduBuffer = apdu.getBuffer();
apduBuffer[5] = (byte)(balance >> 8) ;
apduBuffer[5]
apdu.setOutgoing()
apdu.setOutgoingLength((short)2) ;

n

(byte)balance ;

apdu.sendBytes((shart)5, (short)2) 5 }
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a8 16. Zx APDU

fo n;‘- 2 mim

33 14, M3

H 16, ZXE 2IE debit() o=

private void debit{ APDU apdu) throws ISOException, UserException{
if(OPSystem.getCardContentState() == OPSystem.APPLET_BLOCKED)
ISOException.throwIt(ISO7816.SW_COMMAND_NOT_ALLOWED):
if('validPIN) ISOException.throwIt(ISO7816.SW_SECURITY_STATUS_NOT_SATISFIED);
bytell apduBuffer = apdu.getBuffer();
if(apduBuffer[4] '= 2 || apdu.setincomingAndReceive() != 2}{
ISOException.throwIt(ISO7816.SW_WRONG_LENGTH) ;}
short amount = (short){(({apduBuffer[6]) & (short) 0x000000FF) | ({apduBuffer[5 ]<< 8) & (short)0x0000FF00));
if((balance >= amount} && (amount > 0}){
halance -= amount
apduBuffer{7] = (byte)(balance >> 8) ;
apduBuffer[8] = (byte)balance ;
apdu.setQutgoing()
apdu.setOutgoingLength((short)2) ;
apdu.sendBytes({(short)7, (short)2) ; }
else throw new UserException(ILLEGAL_AMOUNT) . }
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