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Design and Implementation of a Client Mail Security System for Secure Mail
Exchange using Public Key Infrastructure
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ABSTRACT

Recently, the Internet enhanced by developement of IT makes the processing and exchanging of information, As
the Internet is sending and receiving digitized documents over the Internet e-mail system. The security of
document information is being threated when exchanging digitized documents over an open network such as the
Internet. The degree of threat is even higher when sensitive documents are involved Therefore, in this paper, the
secure e-mail system on a client is designed and implemented in order to make secure exchanging of digitized
documents. By using the public key infrastructure in which encrypted mail transmission, proof of delivery and
integrity of the message are garanteed, unauthorized manipulation, illegal acquisition and mutual authentication
problem can be prevented in order to secure the document information which is crucial and sensible when
exchanging the digitized document over the Internet. Futhermore, by using the SET protocol based on public key
cryptography, the secure mail system is designed and implemented in order for the users not having any
professional knowledge to deal with the system easily and friendly in GUI environment..
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