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Abstract Computer and network security has recently become a popular subject due to the
explosive growth of the Internet. Especially, attacks based on malformed packet are difficult to detect
because these attacks use the skill of bypassing the intrusion detection system and Firewall. This paper
designs and implements a network-based intrusion detection system (NIDS) which detects intrusions
with malformed-packets in real-time. First, signatures, rules in NIDS like Snorts rule files, are classified
using similar properties between signatures. NIDS creates a rule tree applying hashing technique based

on the classification. As a result, the system can efficiently perform intrusion detection.
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