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Abstract We usually applied PPP CHAP (Point-to-Point Protocol Challenge Handshake
Authentication Protocol) when the visited ISP subscriber accesses to authentication server in own
home ISP network and IP Assignment for remote Internet service. But PPP CHAP doesn’t support in
case of visited ISP subscriber in GPRS network accesses to authentication server in own home ISP
network for wireless Internet service. We suggest solution this problem with PPP CHAP improvement.
For this we propose the modified PPP CHAP message format, PCO Message format at MT, and
interworking message and format between GGSN and RADIUS in home ISP network for wireless
internet service of mobile ISP subscriber at GPRS network in this paper. We also show authentication
results when visited mobile ISP subscriber via PPP CHAP at GPRS network accesses the RADIUS
server in home ISP network.
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lenge: YHoE MD6E EF GGSNAN &
CHAP ID #3} zeA Hingc

w4 5 ISP RADIUS AMule MD59 Airt I8
o1z AF A7 TEAA 248 33 IP F4 &2
RADIUS Access-Accepto]l %31 ©] access-
accept MIA1A] W43} GGSN(NAS)S] uid 7] &
QYo E MD5E E# Access-Accept AR
Authenticator 222 ¢ o] GGSN2Z B9t

97 6: GGSNolME 4418 Access-Accept HAIA]9)
A Authenticatorg W =% gtz ISP RADIUS
Aule] 2% GGSN-NAS ¥d 7] S 4L
2 MD5& S Authenticator &3 Z2AE Hl
. A= gro] A @god B W A=E AS
st ALAY Anrl 28 9F A% WEE MT
£ AA TEAA et

oA 70 Q1% gro] 9X3Hd ISP RADIUS AuellA &

Fee) 47 A 9 A A 5 TA0310

e oz ARg RAAR P F4HE GGSN GTP
Context WIAAE E3 MTE BUx o8 ThA
TEAA A2 ATl HF 2o HF P AL &
olo g Azl3ic}
o) 8 o]% TEE Aale] zx gle ISP & el A
A IPE o]43s) GPRSHE AA A9 £ ISP %
& A3 T QB qUAE derh
4.3 GPRS GGSNZ ISP RADIUS/DHCP AtHZt
EM mAIXIRE HAIX] T2
GPRSToZ ol%% o]F ISP 7MY4A7t GPRS#=
A%sd & ISP % &S A=EF B WA & ISP
o ) ¢1& MuQl RADIUS MWE $3 U5S 53
T oo ZISP ¥ Ul IP 34 3 MHE S| IP +
A% @9ub) "ok ojf) GPRS ACIEde] x=9)
GGSN& MT¢] PCO WAIAE %3 TEAA &2
o]% ISP 7FJAtd Wid A% FHEE FZ3] RADIUS
Client WARAZE #W¥sin o]& ©A & ISP %9
RADIUS A¥E xdth 1g 72 MTS PCO ©lole
722 B3 TEAAM g 7IYd#t 4% ARE ISP
RADIUS M= Bui7] 18] GGSNelA Ao wiA
Zl o)k,
2% 791 GPRSHLZ o|FF olF ISP 7tuAe

Sonaling & Traffic Messeges Between GGSN and ISF

ey GG

GEN AND ISP ignaling
QHAuherticationAncipRequest-IF
TAQIFO Protocdl Ofrt.
D-AocessFeaest
TEOIPP s ed P
Messaces
{CHOP DISOOVER| CFFERREQLEST/ACK/FELEASE)
GHdtherticationAndpResponse—F D-AccessRasponse
TEOISP.TBPA-RARIL Uifetime TEQTER, Lifeime
QGOSN AND 5 Treffic
Q-GTP-4}-DataFerouest-PHP/F
NP0t AP IP.Ddta 1P {eorication Mebsece)
AP P Data 1P Poxlication Message)
Q-GIP-UrDda-indication-PRP/AF
ISP, O

2% 7 GGSN# ISP RADIUS/DHCP Atele] 21619]7) AR
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24 J8Y MEIAE A8 JPHE ojF ISP /MiA
o] Q&3 IP FA @7 #A GGSNF ISP RADIUS/
DHCP AH Aolo A ¢xtzon Fu e HAA S
2 3 ye-e o 2ok

@A 1: GGSN_GTP-C->GGSN_ISP_Control:
Authentication_IP_Assignment_Request(GGSN
GTPelA4 ISP RADIUS AHZ XEujE= RADIUS
Client HIAIAE A48t BHEE 3= o]F ISP
7}42F TE9] ¢ 2 1P 8% &7 #WAAD

@A 2. TEY) wig A5 AA P AR Eige
82 = Fee ol B 2-23 @A 2-32
2317 ¢},

@A 2-1: GGSN_ISP-C <-> ISP_RADIUS: Access~
Request/Access-Accept/Accept-Reject (GGSN3}
ISP RADIUS A#Zke] 3 ¥ RADIUS Client
A1 A])

3
g

@A 2-3: GGSN_ISP_C <-> ISP_DHCP: DHCP
Discover/Offer/Request/Ack. Messages. (GGSN
1} ISP DHCP A#zle] 3 "& DHCP Client
w21 X))

@A 31 GGSN_ISP-C -> GGSN_GTP-C: Response
Authentication_IP_Assignment_Response. (GGSN
GTPAlA B o|%F ISP 7IYA TE9] % ¥
P @3 87 g &7 dAA)

@A 40 GGSN_GTP-C -> GGSN_ISP_Control: Ter-
mination_Extension_Request. (GGSN GTPoIA
BUL o)F ISP 1A A HHd P 49 7
A2 ER a7 HARA)

A 50 GGSN_ISP_Control -> GGSN_GTP-C: Ter-
mination_Extension_Response. (GGSN GTPdl|A]
HUL olF ISP 71dAlA B8 IP F49 7
A g FE a7 g SEHAIA)

@A 2-2: GGSN_ISP_(RADIUS) <-> GGSN_ISP_
(DHCP): ISP_MN_Request and ISP_MN_
Response (GGSNUWel4 RADIUS ## H&3}
DCHP #d RE7H F3 8e WAIXZE TEY
8 IP $4 3¢ 87 W dasih)

¥ 8& GPRSHo# ol5d olF ISP 7FiA7t
GGSN& 53] ISP%E FH&ste AFE 8537 4
3 AYP=HEe AANAEY FE W22 HdA AL
=23 T¥¥ RADIUS/DHCP Client(GGSN)®}+ ISP
RADIUS/DHCP Aw{zte]l wjr)#] Fx9 IPC(Inter

0} IPC (interprocessor Communication) Message

4 6) D AcoessRepuest Message
Miype (4)
SrolID (4) -4 Messap Typo
Headter Part 3) QTemirationiPRequest Messags 58 SreQiD
812, DeQiD
DstQiD (4)
14 1314 ‘SzeOfBody
58 QD 7.2 Tarnel Endpcint (Session) D
SizeOrBocy(4)
L 4 M 12 DeiD 2 DHCP_ IP
T : 1319 SizeOody_ bt Wshed P
17200 Tumel Enoos ion) I0) 2] [
224 1SAID
Payloat Part
7) D_AocessResponse Message
; b Messago Type
$i 4) Q TermingtioniPResponse Messags 58 Py
842 oD
1} QAutherticationAndiPRequest Message 14 1316
58 SeQiD. 17-20 Ternel Endpoit (Sessior) |
812 DstaD 2124, Tamiay P
H MessgeTioe 1316 SasOfbody 2528, Leass_gme
58 SO V20 Yumet Encpoint (Session) 1D 280 rent
812 DD 2124 1SPD.
1348 StreOody
17:20] Tumel Endpoirt (Session) SroQIDx Burcs Que D Desthiation Qs
2 i) Ierifioation. Tunne! £nd iDx Tunnet End Point idantifi
ISPICX intarvet Service Frovider ertifcetion, TE 1P Taminal
55 Eruioment 1P, POCX Protocol Configurnttion Option Fled, Fesull
Protocol Corfiguration Adhentiottion end [P aswigrment fallure or Bucoess, NAL 1 8) DHOP Message
Optiona o oo flet-adiniotarm i
Bod7 (CHAP or PPIPCP) Bervion, DHCP: Qynarmin ,
Op Code (1)
Type (1)
Lengh (1)
hops {1}
Idertifier (4)
2) QAdthenticationAndiPResponse Message @
14 5) RADRJS Access Fequest & Response Messags Fsg(2)
58 ww Cliert IP Addree(4)
812 DeQID 1 Code (1) Wished IP Addressi(4)
1318 StzeCfSody 2 eriier (1) Server (P Adcross(d)
17.20] D 34 Tangih2) Relay 1P Address(d)
22 “Terminel Eqipment IP s Foqmsl Aterboaer (19 | Client [P Address List (16)
2528 roault {Succees o Fail) Server Narme (84}
) Attribtos Flle (128)
Protocol Configuration - User 8 Client & NAS Informwtion Options (Verfakie)
Options (Vertatie) N
20 (CHAP o PARIFCP) R

¥ 8 GGSN} ISP RADIUS/DHCP AM#zte] wjAjA] Fz
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Processor Communication)& %31 +d® GGSN
GTPolA GGSN ISP H#o=% ®U& oF ISP 714
k9] 153 IP ¥ & A diF 27/ E WAIX
2 FFolch
« Basic IPC (Inter Processor Communication) #A]A]
« Authentication_IP_Assignment_Request #A] %]
« Authentication_IP_Assignment_Response HA]A]
* Authentication_IP_Termination_Extension_Request
A2
» Authentication_IP_Termination_Extension_Response
wALA
+ RADIUS Client HA1A)
+ ISP_MN(TE)_Request #A A
« ISP_MN(TE)_Response A1
« DHCP Client WA=}
4.4 AIE40|M
A Edol g $l8] GPRSELE o]E§ ¢|F ISP 7t
dAte) TESNA MTE #1419 <13 2 AJQAEE B
o X35 YRE SGSNe| £HE RAN A& )H

£ E8 A3k olo] RAN A EHHE &3 ¢
¥ PEE SGSN GTPE %8 GGSNeE AgHN
GGSNelXE Agd GTPoA RAN AlEdolEdlA
¥ PCO ARE 1] Wk RAN AEHoHE
E3) d¥8E o]F ISP 7194He HHo|x ol WY
4 AHERE QI o) AE B3 MYseE sgch

A &# o] A= CHAP Challenge 38 PCO 1A
Aol Aol HsEE Y o] FHF SGSN
7 GGSN GPTE %3] GGSN ISP 2E71A] AgEe
£ 3o o]2 oA ISP UF MHE BEY UF 2HE
ol =2 3 Flojch AA T3 HANA AlEH ]
Ag B3 de AT Axs AA P AN B3 9%
A7l AFHo2 JPE Re YoM BReFx gith

548

olF AHY Alth, 22d 27 AJeA Hr3 Al
Z, 12 AT o]FEARE FF T AU Aula
o AFE 29T A B AFTES AT JdEUH
olFEARY AFR FAE JikstEI o o|FFA

NPUT SOME CONFIGURATON DATA(CHAP =1, PAP =2, IP RELEASE =3) : 1]

[Dsername :bar]

[Wished TP (if you don't have, just Enter) |
[2: Print basic Debug Message|

3: Print All Message(MQ, Socket)]

J—

huth Method = CHAP, Username:bari, Password: bari, WishedIP: Debug level: C_i]

{Are you sure?(OK=1, NO =2) : 1]

E

.

235b1911 28226573 2de9706 33302c78

c4£675b7 744634d1 82ed1c5d 106a5ebd|

%

[

ding a

g £e 02 bytes from RNC Si

=> RADIUS Client|

1406011 005af 00836 00044

0001 00011 4380021 91134

[ 935c2 235c223 22210 1910c4fg
75b77446 34d182ed 1c5d106a 5ebd6261]
[ 72691023 5b£9£128 a2b5732d 9701633

Receiving a

from RADIUS Client.... |

H
é
R

1406012 00836 005af 00024

58]
2|2
2h=
Lz
| B
B8
Al
:
2

{494f4¢20 4f4b8021 63681 fefb2]]

fTEID=115PID= 17 : AUTHENTICATION_ACCEPT! => Getted IP= 129.254,251,33

[Receving Protocol id = ¢223

[CHAP MESSAGE = AUTHENTICATION OK

Ee@ IP in PCO js 129.254.251.33
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Ao olde Adstxn Je KYY HlE7 olF
AzgoME Qeulne] 53 B FEL MTF
23 o dA f39 H37 o]5EA Mulx FAHo=w
Igtgl e 3AY GPRS A&, o]E nigew 3}
= 44dl UMTS AlzdloMe A8 A5l o)5%
A A&s 2 Al IP % 758 52 ol 3GPP
A 38 T 433 FHHT e Aotk o]
o B =RdMze olF ISP 7I4A7 #e H3 0%
A% GPRSYL R o|FdfA zpale] & ISP A&
3l B4 QY ME|AE wod ¥ o e B
AHL AESFT. gEHoZ ISPH 71947 GPRS
o g o]Fdle PPP CHAPS Al&ste & ISP w39
RADIUS MW H&g AxE o @y=ls £4 2 PPP
CHAP Challenge g2l Hzgoh olo] B =FdAxe
GPRSTo.2 o|5% ojF ISP 71#7} GPRS%E 7
f8te] ISP RADIUS AMWE F&E o Bad PPP
CHAP HA|A AHzgle} ol9} #AFS PPP CHAPH
RADIUS AMuzte] 4% Az Weks AAstn glok
ol& 3 o]F ISP 7IAel TE¢l4 PPP CHAP
Response WAJ Al CHAP Challenge Value® %o
A ske Wtk GPRS MTelA PCO dlolekdl CHAP
Challenge ValueE ¥o] Agsls wAIR #+2E Algh
3ttt = GPRS GGSNoJA GTPel Z3® PCO H
olg}ol X MTE 53] Bu& CHAP Challenge, CHAP
ID, 7F4# ID A3 Hekg} o] & ISP RADIUS AH o
B 93 delgl 725 AMAPL) o we B =g
M= GPRS %oz o|5% olF ISP 719A7}
GPRS 92 53 & ISP 42 H&dhod T4 Al
Mul~8 w7 3 57 AR ¥ GGSNA ISP
RADIUS/DHCP Au|zte] d%dl Fa3d vAx 2L o
olg} TZE AAE: Ytk B =FolA A PPP
CHAP Challenge 9t F3Eo] SGSN3} GGSN,
RAN AlE#olg, 183 #%% ISP RADIUS/DHCP
#4e T8 AlEHoAS Ao 1 FHr B =
oA Bk B =EdA AgdE YE&s 58 oF
ISP 7})#4te GPRS Hoz olF3e A9 o4 &
27 Mujz Qg Bg & A FH Yol ol
ISP 71gAte] 4 o|F Al Mulx U= 7153
th o}d 71E #4 dEY #RM HEEHW PPP
CHAP W4l E =%dA AA s CHAP Challenge
Value A2j9} AHZE AR FRE FHELSEZ olF o
7 B2 @7, W) GPRS A WE ISP o|%
74 RN Al AHR-0] 7E 3tk

b

LA 2

)

. o =
g2 Ed

[1]1 3GPP, "GPRS Service Description, Stage 2,” 3G

TS 23.060 version 3.3.0, March 2000.

[2] 3GPP, "GPRS Service Description, Stage 1, 3G
TS 22.060 version 3.3.0, March 2000.

{31 3GPP, “Combined GSM and Mobile IP Mobility
Handling in UMTS IP CN,” 3G TR 23.923 version
3.0.0, May 2000.

[4] 3GPP, "Interworking between the Public Land
Mobile Network (PLMN) supporting Packet Based
Services and Packet Data Networks (PDN),” 3G
TS 29.061 version 3.3.0, March 2000.

[5]1 3GPP, "Mobile radio interface layer 3 specification;
Core Network Protocols-Stage 3", 3G TS 24.008
version 3.4.1, July 2000.

[6] R. Droms, "Dynamic Host Configuration Protocol
(DHCP),” RFC 2131, March 1997.

[71 C. Rigney, S. Willens, A. Rubens, and W. Simp-
son, "Remote Authentication Dial In User Service
(RADIUS),” RFC 2865, June. 2000.

[8] William Allen Simpson, "“The
Protocol (PPP),” RFC1661, July 1994.

[9]1 C. Perkins, "IP Mobility Support,” RFC2002, Oct.
1996.

[10]1 C. Perkins, “IP Encapsulation within IP,” RFC2003,
Oct. 1996.

[11] Richard Stevens, "UNIX Network Programming;
Networking APIs: Sockets and XTI Volume 1,
1997.

[12] G McGregor, "The PPP Internet Protocol Control
Protocol (IPCP),” RFC1172, May 1992.

[13] W. Simpson, PPP Challenge Handshake Authen-
tication Protocol (CHAP),” RFC1994, August 1996.

[14] W. Simpson, PPP Authentication Protocols (PAP),”
RFC1334, October 1992.

Point-to-Point

Wy A
| 1020w 29 AYsa AT 29
(3pAh, 198549 29 FAUSE B3t
ARG ZUHAD, 19979 29 22
| ot ojske ARANE EQHAD.
' 19949 ~10059 7tk MPR Teltech
& BB o pEs A2" FE AW, 19824 3
Y- FFAABNATY HYATY, BARORE AW
5 Z2EZ IMT 2000 2% 2 DBS/VSAT 94 £
A Az Bk B LAN Heh BA ofF #AD 7+ A
B97, 949 Jus 71e 38 AR

o ¥ =
ARAEH A | AFL A
AoRAALE IF=



