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A Study on the Design of Intruder Tracing
System Using Intrusion Method
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Abstract

There have been several researches to trace intruders on the Internet. But, up to now,
few of them has shown a satisfactory and practicable result of the study. Recently, a little
bit more active methods such as ’counter-attacking’ have been considered to be an
alternative to solve the problem of hacking, and some people showed a tendency to accept
the method as one possible way to protect their systems. And the new intruder-retracing
method suggested in this study is an improved AIAA(Autonomous Intrusion Analysis
Agent) model which has been achieved by attaching the counter-attacking method to the
existing tracing system. In this paper, the automatic intruder-tracking system is proposed,
which was achieved through the design of the following three modules, such as the
intruder-retracing module, intruder-tracing module and AIAA dispatch module.
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(Prepare)

mv /bin/ps /bin/.psiecho “/bin/.ps \$* | grep ~v ps | grep v mw |
grep - grep” » /bin/ps : chmod 755 /bin/ps
if [ -f fetc/rc.d/rc.local ) then
echo "( sleep 10 : cd Nvartmp/..../ : /mworm )
Widev/null &7 ) fetc/rc.d/rc.local
else
echo "( sleep 10 : cd Nvar/tmp/..../  ./rworm )
W/ dev/null & " Jetc/profile
fi
chattr +ia /var/tmp/..../ ¢ /var/trp/..../mwd®
var/tmp/..../prepare /bin/.mws
chattr +ia /etc/rc.d/rc.local /etc/profile /var/tmpy/..../mwo®
ar/trg/.. /\P
chattr -ia /var/tmp/..../mount_*.c
fi
killall -g -9 syslogd

(Mworm)

Jorepare for your d00m mortalz

/P | mail s "Mworm is here” trax31337@hotmail.com

logout

_EOF_

Jowd & /mwdpop & /mwd-imap & ./mwd-mountd & ./mwdHtp
& slesp 60

/oin/.mwsh -¢ ./bd
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Monitoring Module), Y& FA(u]3)2E(Intruder
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Fig 1. Retracing System Diagram
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Table 1. Processing Module of Retracing System

528 e AIAA AHe AFA e S9HE U
o Axsln, Bl 9 BaleAE BalA AIAA AH4)
dAE. Y BepsAdA 93 ARl 933 sl
A 3Rz HH AlaRlE AEstn 20 AT Al 24
S HAlE, a8l J3HeA ol 2BV WHHAY
olg Ahgo] HAHH w2 434S 5 A FAA
& A2RE gt 93F ojo|dEE BAg) ols
Ze Y& 1 old TR Alxwld] sl giEdoz
S Li=g

3 GFH A|AHS ME ZE MA

B Azgle fJellA] HA AME Integrated AIAA A
W9l Integrated AIAA co|lRE 2zt 715-E FAskd
o2H F8Er}. 53] Integrated AIAA AlHoA AN}
v A9 33 7IYE Ads] g guelge oeF
2t

do 2 maH AN A
if (MMl SHAY ZxF & & AFEH Tt AlAs|
SYst EHAY ZxH)
{
then %5H chat AlABol 3 ANoZ F&,
AFN Chat AlARIS| |ocal WY EM,
local 324
} else if (BT Mx| && X CHA AlAHD
St backdoorMdx()
{
then FH cijat A= backdoorZ FH;
) else {
27 ok MR
remote 32,

Integrated AIAA oo]REE 2 A QASS 74 &
sl FRsIATt. dojlHE £ #E]l 2E(Manager
Module)& AIAAMHSL B4 AdS fA8ln FRE A
gits B9 71%5E .

EF Ha AX Al &Y 7)5g F39Y. s
MEE(ISAM)E Al2RZ 08475, Alxd
471%, 283 Y B3 FAN%SE 23 u ol
AMo] 7158 A8 AAVF 218 AANIR] FI=
WS 273 ALY RE(IDM) S gutd e iz
o}& 9E ¥ Al rFe4el gorE AFe] et
wig njg] o& F Aol WYsE YA FAE
27 A gtt. 93AZFRE(RM)S 933 i Alx
o Hokd AR g2l 434E A 349 357
e A e

A

AIAAYCIHEE AIAAMHZRE F9de 34 2E
< AMgsle 934 i A"l digl] 14 9358 F
Lk

12 FFo] 4Fe 35 AlAA CoIHES 934 oY
Al 228 ZAG 2 DAIAAMWSLY] BAAE &
H QAAZNFEHS &4 QAad 24 9 A 24 @
g5 & FHsi dolAERAMS JI5S WEeT.
13 37o] 433k % A5 AlAAY]REE o] 2




38 EBE ZFEEREE m3EE(2003. 9)

€ AIAAAEO] Eadtn 734 dojgslo]2e] AIAR
dre A FA7RE B A2 TH EES
AIAACIO|RE ] HEgozsn HFHo| BESA Hrh

3F 2. 934 dT
Fig 2. Counter Attack Diagram

94 2UH RE(AMM)L AR B9E A%
7] Sl ARAte] 229l ttyE RMEF @ Y le
dA ZURHL AR Huld(tty) S FEB94 2
a9 & o) FReE FFHE ptyo] BAkhe HoE &
Pk ojAL (2™ )3 2o

ARt dedl A9 FHREITM)S Z2E
oA Y9 A7} SRR YA e A3 3~
ER 37, olsske 4¥ A9t 3 349 34
g 7IHez o]Fd 32Ed it FES AT AlAAd
OJMEE HAT.

pty slave

pty master
i

Device Driver
]

User Terminal

28 3. A ouUElR B
Fig 3. Intruder Activity Monitoring Module

v. 28 R ¥ Ag

£ =Rdxe AT dF F3AA disikiez
AF4 S o8 B AR g s 4534 A2=E
AA8IA. 71Edde 73 g ulg gl CERT
4] ¥ A3 FENFE 58 US4 e o)F
X1 glovt, AR gFHoze ATE]l o] ot}
a2]3 ATAAS B ALE oo|AES 4%l o|Fo]
A =olob frh= Zlo] EAFrt.

a2 2HE 93 Alasle AEUgA st g
B AYA= JUEE S8l B AgHolm A
FAA tigukkel] gk A7 A3E 471 Aol a8
I A5 934 Azdle] 74 AR 2EEe] 533 gas
£% ARtele B} FAHY AzEE ARG ol
34L& AFAA vlgElAH R Y A=A o2 Al
7171 olg]& HEC] Bol mHALY HZ A A~
d& wolshet glo] AIFAQN o] ayEHE H, B
Mu|2AR-Z A go] FB3A 7l ol4E F AR
AA 2Hlel] g e 7 Fo E£9710 v} AFHe=
2849 71eAe] dvke Aol B =& VY FasiA
AR Stazt she Wgelt).

ot oefdt |gol 443l £FEoR FHEH| AdMe
e 4o tig A7t Eu) Dss|olop Pt

XM, o] 71ee] 4L Qs 7 ZEA A g
33 A 7M 23EQ FF71EE dohdie 2 eEA <
o|E7} Bol3t FHI ¥ HATH Holewlolzgt 3
F9| Al 2 #1771y Ad7le] T oo & Fojr}

=4, 953 9 njdg A3 AlAAde|HES] 2] &
A Al AARRE ATAAGO|HES 24¥ & & Wk
E1] drslojop & Aol

AR, ATAAMH €} ATAAS 0| HEZTS] ARAE A] 54
Ade B&AQ dEs) g dEiME 0 A= e
T} o] Fojziel & Fojr}.




A971 s S8% AdA 9454 A= 4A 2@ A7 39

o

26

{1) CA-98.01, C. A. IP Denial-of Service Attacks.
http://www.cert.org/advisories/CA-98.01.smusf.
html, January 1998.

(2) ZHANG, Y., AND PAXSON, V. “Stepping Stone
Detection”. USENIX Security
Denver, Colorado, August 2000

{3) BELLOVIN, S. M. "Security Problems in the
TCP-1P Protocol Suite”. Computer Communications
Review 19, 2 (April 1989), 32-48.

(4} PacketStorm http://packetstorm.securify.com

(5) SecurityFocus http://www.securifyfocus.com

Symposium,

and  Exposures
http://cve.mitre.org, a unified hack database

(7) Simple Nomad, “Strategies
Distributed Attacks” http://packetstorm.secu
rity.com/papers/contest/Simple_Nomad.doc

(8) Simple Nomad, "Progect Area52”, Phrack 56-06

{9) Sangyoub Lee, Hyuncheol Jeong, Jeonghyun
Park, Chasho Lim, “Intruder Retracing Using
Autonomous Incident Anaysis Agent’, FIRST
Conference, 1999.6.

(10} H.T.Jung, et. al., “Caller Identification System
in the Internet Environment’, Proceedings of
the USENIX Security Symposium IV, 1993.

(11) CA-86.21, C. A. TCP SYN Flooding and IP
Spoofing Attacks.
http://www.cert.org/advisories/CA-96.21.tcp_s
yn_flooding.html, September 1996

(12) ROWE. J. "Intrusion detection and isolation

(6) common  Vulnerabilities

for Defeating

protocol : Automated response to attacks”.
Presentation st RAID'99, Sep 1999.
(13) NIPC, "Trinoo/Tribal Flood  Net/tfn2k”,

http://www.nipc.gov/, 1999.
{14) MANSFIELD. G.. OHTA. K., TAKEI, Y.,
KATO, N., AND NEMOTO, Y. "Towards

(15)

(16]

(17

(16)

(17

Trapping Wily Intruders in the Large”. In
Proceedings of the Second Annual Workshop
in Recent Advances in Intrusion Detection
(RAID)(West Lafayette, IN, Sep. 1999)
CHANG, H., AND D.DREW. DoSTracker. This
was a publically available PERL script that
attemnpted to trace a denial-of-service attack
through a series of Cisco routers. It was
released into the public domain, but later
withdrawn. Copies are still available on some
websites., June 1997

STANIFORD-CHEN, S., AND HERBERLEIN,
L. "Holding Intruders Accountable on the
of the 1995 IEEE
Symposium on Security and Privacy (Qakland,
CA, MAY 1995), pp. 39-49
STANIFORD-CHEN, S., G.
tracing of

Internet”. In Proc.

"Distributed
Master’s
University of California Davis, 1995.
J. OIKARINEN and D. REED, Internet
Relay Chat Protocol”, RFC1459,Network
Information Center, DDN Network Information
Center, May 1993.

Computer

intruders”. thesis,

Response Team,
CERT Advisory

Emergency
“Denial-of-Service tools”,

CA-99-17,Dec. 1999

o xp a9

dEd

1988 Folohglw AxpAVIEk)
(o13Ep

1990 Foldista ARA e}
(o244}

2002 Fuistm AR
i

BA AFEIPRNE AFEAE
Egojn} 2w

(FA1EoD  Programming

Language, Object Oriented

Programming, € B¢t



