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Abstract

Encryption/decryption delay is minimized, because there are constraints in transporting
a multimedia data through the Internet. Therefore, encryption algorithm is needed which
is changed with considering network traffic and load. And during many users participate in
the same multimedia service, an user who already left the service can receive and the
method which decrypt the RTP payload is needed because of knowing the encryption key.
Therefore in this paper, Security Control Protocol for RTP is designed and implemented for
changing the encryption algorithm and the key.
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RTP(Real-time Transport Protocol): AA1ZF 31
AFshe &8 ZRadx gde HENIZY g
Helr|de] dolele] A4S 913 715 AT 9B
Z2gZojty, RTPE BRE 4% AFY 7ls5g 5431
Hoe 58 ZTaofle] 29dM 3 v 7l5d 3
Bshs 71%% 71 Utk gutEes 44 zeade
UDPM AjFshke thssl 715 2 424 7% 52 34
3171 Y8} UDPelA RTPE AsiAZIch(1).

v A9 QY AfEe doEE By ¢
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X S HAZ WM FEE Y] Yaie vE
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ulco] Mu]x ZE Fof] Mu]A o] 8-& FA|F AMSAle
AReE 3st 718 g3 7] W' HEln|de] Mujag
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oy e Heuito] Mujx g Fof Aulx o]4-2 FA4
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Fig. 1 The Header of RTP security control protocol .
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«BI(V) : @A) RTP Het Alo] 228329 WA

« HAX) ElHMT) @ AFHE AR B

« Zol(Length) : A4 dlo]eje] ulo]E £

- EJUABIE (Timestamp) : @9l 2Hes EY ATt
Arkst ARE 24(10)E =271 A8 AHs

2 RTP 2ot Mo| =229 ojolgl
RPT Bhio] Lzesel 2z} egle) tg =S ok
s} 2oy,

2.1 Authentication

LA Q% e of AMRE R, RTP Bel A
TZEZS AMShe S8oM A A% A
RTP E¢t Alo] Z2EZ Ad B3E 93 A8Es 43
3 gdae e 433} 718 ol

2.2 SSRC Info

SSRC Info= RTP MMM A8 Zelo|dES]
SSRC 4¥# & Adshe dioly F&o|vh. SSRC A¥
A5 2t FEpldEA Qlole gtoz Hdsls A4 RTP
Aol Foddt ZejoldE Aleld] SSRC AEAe] FE°
ubge £ Qi) oje} 22 SSRC AHAl $E& z} RTP
THAN HEstn sl dslor FH11).

2.3 Init Info
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Key ne n¥iA 433 dae]daid AMdhe 718 vehd
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Boljr] Mgt

Init_Index| Key_numbgr Key_Length1

@uE) | @YE) BHIE) Key 1
Key_Length 2
& ulgg) Key2

38 2. Init Info2] tiolE] Elel
Fig. 2 Data type of Init Info

2.4 Algorithm Change Request

Zelo|dEs} o] AMgdle 43l daneEE WA
3lazt & w) RTP Bt Alo] Z2EF Mo AFshs d
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2¥zlol5 Change Indext WAslnal ke gazlEel
el 2 Wolt},

2.5 Algorithm Change

Algorithm Changet 2E Zo|QESA 53 &
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(32HIE)
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12| 3. Algotithm Change2! Hlolel =
Fig. 3 Data structure of Algorithm Change
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2.6 Key Change

Key Changet %33} duelFolM AMeshs ¢33 7
& 78] A8l A=A dojy Fae (a¥ 49 2ok

Waiting Time2 Algorithm Changeol49} zo] A}
52} 7] AMgol tid F713E Hs) AMgET
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Waiting Timg3241 £)
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(@ @e) | ([@e Key 1

e e | Koy

77| 4, Key Change2) Ho[e 7=
Fig. 4 Data Structure of Key Change

2.7 Packet Ack

Packet Acke AlHlet 2 SajolddE Alol o= E
H ATHE &3] A8 RE SEtoldEd s MMz
BRI o9 Hlol Fxe (I¥ 58 Zrh MTE ©l
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W d7lo] EujojdEdA EdsheH dEle AR A
HAE B Aol A w29 Timestamp =g
Felct. W s EY ARME deH Zo] Aldd,

rrT=-"A7%

(RTT: #H# 2= EY AR, t12 Packet Ack HA
o] AMwe] =AF AZ)M  Packet Ack #HZY
Timestamp = #kZ ® gk, t2% Sender RTT F= 3b)

MT SSRC
(8 HIE) (32 HIE)

Sender RTT
(32 HIE)

8] 5. Packet Acke] Hlofef 7=
Fig. 5 Data structure of Packet Ack

2.8 Session Leave Request, Leave, End

Session Leavew= EEjo|ddE7} RTP AAE
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k33l 718 WAske ASoe M7t ZE SEolddE
A Key Change MA& Afdtn fAS g So|dd
Ex Mujd] Packet AckE HMJit} o|& we e &
ZojoldEste] s EY AHE ARt SeldlEe
7} Key Change A& #& %o Waiting Time T
719l £ &) 58 712 ALeE.
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By ZFeoldEe] 453t 715 %Z‘S‘ﬁE% gt A B
T EY AREE ANKP] 98 izl ke FEoREES
vl Packet Ack #AE Bk F3 RTP Aldo] &
g AL Muje A FFd BE ZEol|AdESA
Session End #71& HuUl RTP Al4e] BYrke Ae ¢
==

IV. RTP =2t Ho] =23 ¢35 &
A 2w

FEY RIP Bt Alo) TREZ Mgt Felo|dES
F2E #E%7] 94skd TCP A S tepdumpZE YL
AHgEle] dump® Aote ohEFt 2t

(28 6)2 BY 84 ods) 33 danefFe B4
T 3AE 2

< T 1 1 B7t Dolll LualE WA oF
14:05:58.657415 B.2040 > D.500: P 21:37(16) ack
77 win 8684 (DF)

<Chi 2 : D 2E S2lo[HES0P| YRl HHsE
14:05:58.658145 D.500 ) B.2040: P 77:97(20) ack
37 win 8724 (DF)
14:05:58.658200 D.500 > A.2775: P 77:97(20) ack
21 win 8716 (DF)

«Chl 3 : E=loIAES0| Dol S8 o] S
14:05:58.659118 A.2775 ) D.500: P 21:41(20) ack
97 win 8640 (DF)
14:05:68.659530 B.2040 > D.500: P 37:57(20) ack

97 win 8664 (DF)

14:05:58.844028 D.500 > A.2775: . ack 41 win
8696 (OF)

14:05:58.844087 D.500 » B.2040: . ack 57 win
8704 (DF)

22| 6 Algorithm Change Request$}
Algorithm Change® &gz}
Fig. 6 Simulation result of Algorith,
Change Request and Algorithm Change

(2¥ De gzt 718 HWAske A Bt

<ol 1 1 D7} SRlolHESMH 7] ¢iE EE
14:06:08.314173 D.500 » B.2040: P 97:165(68) ack
57 win 8704 (DF)

14:06:08.314250 D.500 > A.2775: P 97:165(68) ack
41 win 8696 (DF)

- 2 : SeloiAES0| DollA| SEieiliR| S
14:06:08.315191 A.2775 ) D.500: P 41:61(20) ack
165 win 8572 (DF)
14:06:08.315919 B.2040 > D.500: P 57:77(20) ack
165 win 8596 (DF)

14:06:08.468622 D.500 > A.2775: . ack 61 win
8676 (DF)
14:06:08.468684 D.500 > B.2040: . ack 77 win
8684 (DF)

13 7. Key Change?] AZin}
Fig. 7 Simulation result of Key Change

(33 8 B7F AR S wive FAE Bk

+ £ 1 : B7| DoilA| Session Leave Request HIMX] H&
14:06:14.620299 B.2040 ) D.500: P 77:89(12) ack
165 win 8596 (DF)

«CH| 2 ¢ De 2E S2I0[HESF B session Leaves
27| 945H Session Leave OAX] HE % 3 siix|
14:06:14.620929 D.500 ) B.2040: P 165:177(12)
ack 89 win 8672 (DF)
14:06:14.620984 D.500 > A.2775: P 165:177(12)
ack 61 win 8676 (DF)
14:06:14.621253 D.500 ) B.2040: F 177:177(0) ack
89 win 8672 (DF)

14:06:14.621602 B.2040 ) D.600: . ack 178 win
8584 (DF)

14:06:14.804743 A.2775 ) D.500: . ack 177 win
8560 (DF)

TH| 3 1 D& S2f0IAENH Key Change oiIx! TS

14:06:14.804920 D.500 » A.2775: P 177:245(68)
ack 61 win 8676 (DF)

14:06:14.805821 A.2775 ) D.500: P 61:81(20) ack
245 win 8492 (DF)
14:06:14.921479 D.500 ) A.2775:
8656 (DF)

. ack 81 win

12| 8. Session Leave Request, Session Leave2| AlEHZin}
Fig. 8 Simuation result of Session Leave Request and
Session Leave
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