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Abstract RBAC is accepted as a more advanced control method than existing DAC and MAC.
Studies on the permission-role part of RBAC model are relatively insufficient compared with those on
the user-role part, and researches on symmetric RBAC models to overcome this is also in an incipient
stage. Therefore there is much difficulty in assigning permissions suitable for roles.

This paper proposes an symmetric RBAC model that supplements the constraints on permission
assignment set forth by previocus studies. The proposed symmetric RBAC model reflects the conflicts
of interests between roles and the sharing and integration of permissions on the assignment of
permissions by presenting the constraints on permission assignment that take the separation of duties
and role hierarchies into consideration. In addition, by expressing constraints prescribing prerequisite
relations between dynamic permissions through AND/OR graphs, it is possible to effectively limit the
complicated prerequisite relations of permissions. The constraints on permission assignment for the
proposed symmetric RBAC model reduce errors in permission assignment by properly detailing rules
to observe at the time of permission assignment.
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