AES-128 Rijndzel 9} - B35 dua]Se] A4 2 78
AAT* . o] A T
The Design and Implementation of AES-128 Rijndael Cipher Algorithm
Sung-Ho Shin* - Jae-Heung Lee**
2 o

2 eRNE fIZ FYE/EATANISDNA A4 A ¢E B Rindael YT 0SS
SEdolz THAG. 524 Q4L A% HLEE 2709 BE FLER Urn RE HEE ol Hol
Tolelg ST, 1EE A4 A HEHO2 52S0] A28 AES-128 5 %ueSS ALTERA
FPGAS Ag3te] SEdolz 78 ¥ 45¢ 24ath 7Y AES-128 o FeSe s Hy)
166MhzS] $3 F345h oF 424Mbpsd] AT &S, BIHA Hol 14IMhzo) F2 F34} o 363Mbpse]
2528 79 o BEgAdE Ao 125Mhze] F3 T o 20Mopsd] ¢ - REEE A&+ 3l
i,

ABSTRACT

In this paper, Rijndael cipher algorithm is implemented by a hardware. It was selected as the AES(Advanced Encryption
Standard) by NIST. It has structure that round operation divided into 2 subrounds and subrounds are pipelined to calculate
efficiently. It takes 5 clocks for one-round. The AES-128 cipher algorithm is implemented for hardware by ALTERA FPGA, and,
analyzed the performance. The AES-128 cipher algorithm has approximately 424 Mbps encryption rate for 166Mhz max clock
frequency. In case of decryption, it has 363 Mbps decryption rate for 142Mhz max clock frequency. In case of cipher core, it has
320 Mbps encryption - decryption rate for 125Mhz max clock frequency.
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