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Abstract

Distributed problem solving is the cooperative solution of
problem by a decentralized and loosely coupled coilection
of knowledge-sources (KS's), located in a number of distinct
processor nodes. The contract net protocol has been
developed to specify problem+solving communication and
control for nodes in a distributed problem solver. Task
distribution is affected by a negotiation process, a
discussion carried on between nodes with tasks to be
executed and nodes that may be able to execute tasks. In
this paper, we present the ooordination method among
distributed intrusion detection system and firewall by the
contract net protocol. The method enhances the intrusion
detection performance and provides the communication
methods. To model IDS and firewall, security models have
been hierarchically constructed based on the DEVS
(Discrete EVent system Specification) formalism. Each ID
agent cooperates through the contract net protocol for
detecting intrusions. The IDS which detects the infrusion
informs to firewall, so the harmful network traffic is blocked.
If an agent detects intrusions, the agent transfers attacker's
information to a firewall. Using this mechanism attacker’s
packets detected by IDS can be prevented from damaging
the network.
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icmp number(receive()) >= m and addr()
= (host, broadcast)

Smurf S22 Ot SAE0M SXX| FA9) H2= S
E Faol 22 W2l Jiot YARLE Enfehs Ag 2o
Sich14].

Analyzer= SAE0f 2748t Al Mo| BAS Sslf AlE
EfXI5IA| EICL o] 2R AE AlEfolA ElRlS EiX|E mint
X| sht olale F7t HEHE ARBEICE ARt A 0120 key
actionoll 2lsl Ci2 MElZ QlAzi=0] 0f7|A QIAJE! action
£ signature action0|2D SlCl Eole 29| signature
action?l EZ AlL2(20i w2} 01FO{ZICE mi2tA signature
actionol] 2718t #&lg SaliM E2lg EXsh Sick

Response_Generator DH2 Aol EiX|st & ZQof cf
responseE MASiCt ol M ZHEE 227t report
MM |T ol SSHOZE XY Xl A|ARZ Sl Tf

2 Aithete ogg sk Eict
Logger @H= Detector DEIOf 2fal &0 ElX[=l= TpH
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2. Fol Eix) i

2.1, Pattern_matcher DE0f| AFZEl SeiA
ool aJl=l= ZefA= Detector DO

matcher DM ARBEl SeiA9 YFoct

Pattem_

- IDALandAttack /fland attackS EX[3l= SajA

- IDAMailBomb  //mailbomb ZZE EtX|sl= S2iA
- IDAPortProb  //port probingS4E EiX[sh=s Sefa
- IDAPortScan /fport scan S EfX[5l= SajA

IDAMailBomb::IDAMailBomby(): IDATWO(){
m_PSR = new MailBombRule;
uleS MY

|

IDAMailBomb::~IDAMaiiBomb(){
delete m_PSR;//rule m}z)

}

void IDAMailBomb::SetViewm(CView* v){
m_View = (CEditView *)v;

[Iviewo] st ZQIEIE 2lof 2.
m_PSR->SetView{v);
ruleol M views HZSITR view ZOIEIE HHE.

}

void IDAMailBomb::InferStart(DataList* imsy){

Datalist *print = imsy;
if(print=NULL|Iprint->IsEmpty()
. Jinull O|2H= DYIA|X] &4

elsef
while( Y(print->sEmpty() )
Slot_List fact;
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MakeFact(print fact);
[IRETIAAZL] A M

if{ m_PSR->Inference(fact! ){
if(alam=0) //ZI2} BIXIE 2Bl
J
print = print->CGetNext();
MIE2sP| {8 while2} E7=.
Wend else

22| 6. IDAMailBomb S2jAe| 78

- IDAProtocoiProb  Jfprotocol  probingS EfX|5i= SajA

- IDAWiINNuk Iwinnuk 322 Efx[sl= SzfA
[DASTUt Jsmat B2 EiXIsts Sala

- IDAJoltAttack  [fjolt 342 ElX[si= Sl
-IDASYNFlood  //SYN flood S22 ElXIsl= SaiAa
- IDAPWCrack  /[mj29/= 32 SAS BIX|5h= S~

Pattern_matcher ZEI2 o[2{8l SASE S SHE
EIX[5}H =ict 12l 6= IDAMailBomb SzfA 78lol 9=
0|c}. IDAMailBomb SejA0| MAIXI|A{= maibomb Z2E
Exjsiz| ¢fst g g1 s Sei2el MailBombRule)
OIAHAS MAMSIA =1, 2YXM XE s &
C}. SetView &0l MailBombRuleo]| viewol| chst =gl
EIZ EATT| 98t XS sict InferStart S0l K|
ol = Xolg 8IS EIC) Generator DHOA] A5
g ALEoR MEJ} AIARM ARE £ A= A
o HElZ TS0 F= &0l MakeFadt BE HEECR
S&sICL of 8B 3&310] OIE0Zl 1XIE Inference &
o] YAFOZ 22 51 2k

o &

22 TEIt AlAEIQ

22 72 mailbomb S0 ABE A2} 2F0(C). Rulel
2 ZZ&E0| TCP 2IX[E ZAlst= 2{0(12, Rule2= mZl0|
TCPO|Z EE ST} 28HOIXIE ZARBICL Rule32 S|
SZ0| Y FeXIE ZHARICEL BA SZo| XY 30|z
localThreshold2| ZiS HoM SHXI FLX| F2(Source
PE M5t H nledS F(True)2= HIELL Ruled=
buffer dearing time2 ZjAlSl= Zi0(1, Ruledb FE{ RuleS=

mziol 7t Fal AARLS EEX| HAlSKE F2oict

void MBRule::Rule1(Slot_List& fact){

.. if(protocol="6) rule1 = true;

.. )

void MBRule::Rule2(Slot_List& fact){

.. ff(rulel && port=25) rule2 = true;

-}

void MBRule::Rule3(Slot_List& fact)|

.. if(rule2 && Time==nowtime)
if(timecount >= localThreshold){

S_add.insert( Source_IP );
rule3 = true;}

L}

void MBRule::Ruled(Slot_List& fact){

.. [lcheck the buffer clearing time.

-

void MBRule::Ruleb(Slot_List& fact){

.. if(rule4 && IsDanger() >= Minimal)

rule5 = true;
L.}
void MBRule::Ruled(Slot_Listé& fact){

ff(rule8 8& IsDanger()>=Catastrophic)
rule9 = true;
-}

2l 7. M2 AIARIA ARRE] mailbomb 22 A
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ALY =Z2EES M BHE diZsl= X0l 0l &
Aol ZESP| ffgh TTRM FRIEUCE 2o 22X i
Y2 2H s 52 HE knowledge-sources(KS's)=0|
=R 28 HEE RAGIH Mz Bl EHE
sizst=s e HMSTCH1S. BU=CE 20l Mot

=elHez FelSUES 2olsin =&5iH oHZ

Ok

of & Xl Azlofl 2 ARIE ABBICk= Zig ofnEict
ALY =Z2EE0| AIE2 Bt K| AlAER Fa HE Al
2HEE HolM AZ=UCHI6). Ay =Z2EZ2 ofolHE
£0| A2Hoontract)ol] 2{510] EMEI ZHIE SHZS17] fleiM
Hastn SMsl= HPHES HSEC oo|HESSE Y
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g eIt s TS Y21 CE Ho[NES 28 S|
g NES FHsP| s HISEdE TED, 2 22
(Command Console)2 2} Ofl0|MES0| XiE3 H|=2 T}

SiiM AlAE HZSICL

1. Aot =2e3R0| X

Aol =2eE2 IEseL A X|g Ao ZAHSICL
Eol B ooiFE ZE2 ool SgiAol 2En oo
oloj ojEMOl RER PA==H ool SEEel ZE
= Zo} B& Messenger, 22| Bidders} 2/ THijolo] of
ZEXo| DES2 S8 2o o|=H0l Er-EE &3
Local Optimizer RED} AUSHH ZSsiCt I 8, 9= Al
Y ZREZ0| Px¢ oo[MES P& YEMH 2t 2
£2 ci3o} Zo| SEsiCL

packets from network

announcement, intrusion, intrusion_data, bid_data

-+
- ——

22l 8 Ao Zzeze) X Y B0l 58

bid, award, broadcast, broadcast_data, packet_data

2 2&2 ofo[MES| X0 tist HEE JX|1 U2
0 2E Oo|NEE YoM SHSICt Messenger= 001X
EE Mojofl HIAIXIE BUHT W= X2 HESiCL 5% 25
oMl MEME| Ofo|MEZM award HAXIE HIOEE0|H
announcement HIAIKIE £¢ 240 EUict ofolXES| o
XE 7| ol ZY 2&0f Eoj(query)siC). Bidder= Al
8t announcemento]| Ciigt SEOZ Local Optimizer25FE of
OIFES| MENHE BlotM Y 220 &8 u|=8 2
Bt HESE e mis AlAE SslE De{sict Local
Optimizer= b|=o| &I} Sl= ALY HEE AMsin &
effofl 2t AME 2ilol HEE RXBICL

Messenger
Local Optimizer

—
_Bidder

02! 9. ofo|MES] A=

2. AR BF E X

Y 240 Y BX ¥ Y A oopESE 2F
Messenger RES 7ixi1 U=H| of 2E2 oiAX|S &4
o Mg St HARY ERe M THEE tAFX|
(control message)2} CHO|E{ GA|X|(data message)?} 2UCL
HEE HAXol= ChSel O 71X|7t AUCk

Bid DAX[= HIEE HSSITE DS AYEX| OolME
oA zict Award TiAIRl= B 2&0|M MedEl ofojd
EofA AQEX| ofolMEZ MEIS g 2AZICL Intrusion
HAIX|= ZlQJo| LML MefEO[7L O|FoiX|H &Y B
x| ofojdErt B &0 LzIct Intrusion HAXIE B2
= Zae Aol At Alagol| M Felo| 3| &
E}. Announcement DIAX[= ofjo|ME0M EIIS EIX|E £
o= Alglo| E7iLt AEfZo|Z oo|FME Mg CIA siol
& 249 = 20| YRICE Broadcast HAX|E= RQ! EHX|
oo|MEY} Aple EXioH EX|of chist FEE e Y
20| 2E 2 EX| oo|MEN EXHEE HdlCk=s A
£ azich

HIAXIR EF= msg_type E=of Zlol ofa ECHSICL o
AlX|9| Fx= D&l 102} 2}

msg_content

221 10. oAX|e| &

1. HARIY BR

msg_type oMM 3R

0 Broadcast

1 Announcement
2 8 id

3 Award
4

Intrusion
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cole] HARlE Wl ZIX7t Usdl X HWZ bid_data=
D2 11 20| U 74K EEZ FMEIC) addressE HIEE
2= oo[HES FAE HERHD expertise= 2} Ofj0[HE
7t EXg £+ e wER MEyE
experience= X0 EfX|St ZE0| U= Eolf ChEt US £
X|gf3t Zlolct 2|7 loading: AIQJEIX|

22! 11, bid_data HA|X|e] ++=

CIE tijofef AR intrusion_data= ARE BIXISH &
mzlel HEE 7|1 AT packet_data= LIESSZ 7Y
Sl= W2l F2E 7K1 ATk O[22 broadcast data
£ B Ao e YES =Ei

3. &g Ex] oo|HES| MEin His
31 M en|E

2} oo [E loading T=2| 20| AU X 2 F
20| bid data® F a0l U S=ol X wWR
expertse L=9| 2B YIZOR Y IR 2 US ¥=
OloIHES MefBict. Blof 22 S = oojHest ZR)
38 1 ofoiEE Fol experience T=2| 28 JizoR
Al Hslof oAl T 2 28 IR ofoINES Melsict
Sle} experience ZI0PY 22 Of0[RET} Zxfsiciet nixiet
O loading L= 24 7IFOR Hestol 71 M2
7Kl ofo|HES MEiehi| Eick 17 12 ofolHE Al
T2lZo|c

ji=1
+

=
[o]
=2

32 Med 3l oiEary

AlZzo[Mo] AZl=lH B 2&2 2= Y BRIl olo]
HEOA bid HAXIE LY of HARIZ 22 oOIMES
2 bid_data BAIXIE 2UiCl S 2£2 bid dataS 71X
1 ME gzl ofsl ARE EIXIE oloMEE MEiS
A =1 MeiEl ofjo|MEOfH award HIAIX|E 2L} award
HAIXIE B2 O|OJMEE packet dataS 7(Ci2|n S 2
£2 T3 HYE packet_datad] ZAlsto] MEAE! Ofo[HE
o schCl MEHE ofo|XEE 0] HOEE 71| HRlS
EIxIstHl Elct

Y B 2y § Jefriolt wliEt Z0 oolNEE

£t 2£0{ announcement HAIX|S ELHD 0] HAXIS &
2 2 912 FYD} ORREIXID bid HAXIE B0

X2 o 220| LT intusion_data MAX|Z &EHHCE Of
HAXIE & Z ZE2 HUXEE AAH ntrusion,
infrusion_data DIA|X|E EHC) €5 ZQF 2L broadeast
HA|X|2} lololl CHEH AEE broadcast_ data BIAX|2 2l
Ct 3 CES CHAl bid HAIXIE EU #{2] oflojlME AMEd
Iy e uigsict

2 LT

Let  bid ; be bids

Let bid_list = ( bid;, bid o, bid ,) be a list
of bids

Set bid list = @

Sort bid_list by expertise in descending order

if the number of bid induding the greatest value of exper
tise >= 2 then

{
Delete bids from bid_list except bids including the greate
st value of expertise

Sort bid_list induding bids of the same expertise by exp

erience in descending order

if the number of bid induding the greatest value of exper
ience >= 2 then

{
Delete bids from bid_list except bids incduding the greate
st value of experience

Sort bid_list including bids of the same experience by lo
ading in ascending order

}

}
Select Agent from bid_list(the first element)
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