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A Study on Network based Intelligent Intrusion Prevention model
by using Fuzzy Cognitive Maps on Denial of Service Attack
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Abstract

A DoS(Denial of Service) attack appears in the form of the intrusion attempt and Syn Flooding attack is a typical
example. The Syn Flooding attack takes advantage of the weak point of 3-way handshake between the end-points of
TCP which is the connection-oriented transmission service and has the reliability. This paper proposes a
NIIP(Network based Intelligent Intrusion Prevention) model. This model captures and analyzes the packet informations
for the detection of Syn Flooding attack. Using the result of analysis of decision module, the decision module, which
utilizes FCM(Fuzzy Cognitive Maps), measures the degree of danger of the DoS and trains the response module to
deal with attacks. This model is a network based intelligent intrusion prevention model that reduces or prevents the
danger of Syn Flooding attack.
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2. Denial of Service Attack
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# cat/proc/sys/net/ipvd/tcp_keepalive_time—->7200
# cat/proc/sys/net/ipvd/tcp_keepalive_probes—->9
# cat/proc/sys/net/ipvd/tcpo_max_ka_probes-—>5
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/sbin/sysctl ~w net.ipvd.tcp_syn_cookies=1

2.2.3 Packet Monitoring
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