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Abstract

In this paper, we propose a new adaptive intrusion detection algorithm based on clustering: Kernel-ART, which is
composed of the on-line clustering algorithm, ART (adaptive resonance theory), combining with mercer-kernel and
concept vector. Kernel-ART is not only satisfying all desirable characteristics in the context of clustering-based IDS
but also alleviating drawbacks associated with the supervised learning IDS. It is able to detect various types of

intrusions in real-time by means of generating clusters incrementally.
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Table 1. The condition of experiments.

# of cluster = 39,
repeat 30 experiments,
using min-max normalization

a=0.00001, A=1.0,

varying o from 0.35 to 0.95
A=0.5, ¢ from 001 to 0.1,
varying o from 0.35 to 0.95

K-means

Fuzzy ART

Kernel-ART
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Table 2. The experimental results of basic test.

Item Average Best
Meth DR | FP |FN| DR | FP | FN
K-means |90.62(20.45{9.37| 9389 | 2443 | 6.10
Fuzj{’;gu;T 93.96|38.73]6.03| 96.73 | 1761 | 3.26
Kernel-ART
<> p=0.9 <93.03>| <3.40> | <6.98>
¢=0.1 [97.74[1268|525| qe7) | (1988) | (312)
() : 0=0.6
¢=0.01

¥ 3 EF A% "H2E
Table 3. The experimental results of extended test.
0 : Normal, 1 : DOS, 2 : R2L, 3 : UZ2R, 4 : Probing

Ttem EF A% HsE

Method Average Best
el EEU R Rl E ER R
0 [ 7954 o 7556
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R EES Y il EER Y
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Fuzzy ART "1 T g5 36 1] 975
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4|31 4| 99.43
e |Aene e |AeRe
08731 0 9659

Kemnel-ART "y gy 71 1] 9318

=09 ¢=0.1
2 | 5558 | 8141 | 2| 7386 | 863
3| 8077 3| 8750
4| 9857 4] 100
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Table 4. Comparison of three experimental results :
Wenke Lee’s, Dr. Bemhard’'s and Our method

Class DR(%6) Wenke Lee |Dr. Bernhard | Kernel-ART
Normal - 99.5 96.59
Dos 79.9 97.1 93.18
R2ZL 60.0 8.4 73.86
UZR 75.0 132 87.50
Probing 97.0 83.3 100
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