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ABSTRACT

We are view of the information on VPN(Virtual private Network) into each difference layer
protocol. network on mutuality exchanged of information is importance of the confidentiality
and integrity, But it is presented problems about compatability and availability between
variable equipment as several protocol, hence, it was achieved of the transmission through
encryption and authentication of information, although there is secured an intended attack
from the third intruder, so tunneling VPN system on achieving, each layer position transmit
of mutuality exchanged,

This study will investigate the codification and certified security status when layer2 and
layer 3 informations are each transmitted using protocol with integrity Public Key. In addition,

we will using protocol and the performance analysis difference between layer2 and layer3,
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App‘iicaﬁop Layer
Presentation Layer

Session Layer SOCKS V5, SSL

Transport Layer
Network Layer
Data Link. Layer
Physieal Layer
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L2F, PPTP, L2TP
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(1) L2TP(Layer2 Forwarding)
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(Table 2) Comparison of PPTP and L2TP
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(2) PPTP(Point—to—Point Tunneling Protocol)

PPIPEL spolaRamespt A WHes
A IP/IPX T NetBEUI Traffic & 3sii
IP3tl2 H&s} slof QU HRsto] Hdst
T}, PPTP:= Tunnel {X|817] $j8f TCPHZ &
ARG,

A4, Voluntary TunnelingS PPPEEo|QE
7} 1SP2] FEP(Front End Processor)2} PPPA|A
S At FEPE {EARRRPL mdloju)
ISDNG AFg3el WAL SAPE} BT
Eciay

FEP:= AMS-AZHE] RAS(Remote Access
Server)Z22] &2 938 wrod RaSeE PPTP
AL dol Client2HE S 2= HolHE PPTP
£ B3 Hget

E4, Compulsory Tunneling® Client7}
PPTP 7)%-S 712 AL= A, WA AA)7} FEP
= Dial Upste] PPRAIGS AA%ITH Telm Ut
A RASS} PPTP ®ZS A3H7| Sl8l PPPAIA
7 7 RASZ tHA| 2R Dial UpS $3stct
Client®} Server7te] djojel= A2 AYAE PPTP
NdE Bd AfEct

2.2.2 345 Z2EZ( IPSec)

IPsec2 EWATE Lol gy rE 971x7t
Qtlt EWAZE R [P HR2o|E(Payload)S
dEssto] IPHElR &3P EdREE 1P
P& 2F A3gste] dEUeR Absich
IPsec® AH(Authentication Header)®} ESP
(Encapsulation Security Payload)®] & 7}A] IP

sleg 7hack

(1) AH(Authentication Header)

AHE IP extension Header2ZA] IP uj7l
(packet)oll T3t 1 AHE AF3ict ESPeh=
ge] AHE= A 1P iRl digt QlF o8R8 2
oA "ot EHERt 9 HEEToAe AHE
AREEE TPSec dlolElafolch ejdmEo) He-
AH:= 1P 3|tje} #|Z2o]= Atolof 2]X[ste] XA
IP A& QFsh, Afnsol He 2L 1P
seiel ARV} SrREof HriEch

Original 1P o
Head TCP/UDP | Data
New IP Original IP
Head |AH|  Head TCP/UDP | Data
Authenticated ~——
( HEZE )
. TCP/
Original TP Head UDP Data
. TCP
Original IP Head AH UDI‘{ Data

Authenticated
( MER2E )

[38 1] AH &l 2=
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(2) ESP (Encapsulating Security Protocol)
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