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Ci23 o|o[X] =+, -IMAGECAST: ClA3 =X =37,
—~Maresware: Cl23, el 2M T, -Powerquest: TE|4M,
ClA3 olo|X|, C]A3 7t £, -SnapBack: 0|a|X]
HIZEH0], -Sydex: Safeback X EY 0, -WINHEX: T Z|7|

~AcoDisk: CD olo|E| &7, ~Atlanta Computer Resources: &|0|E]
7, -Computer Conversions: H|O|E| 271,

-Disk: ClO|E| 243} 23 =37 NTFS C|lA3 X, —EditPro:
Az g4 oflc|e], -Hex Workshop: Excellent editor, —File
Maresware: Maresware OlC|E{, ~VEDIT: text/hex O £|&f,
-WINHEX: Excellent editor, ~NTFS: C|A 3 ollC|g]

—ASR Data: "SMART" Al2|= Z{FE| Z#A T -AccessData:
FTK(Forensic Toolkit), -Digital Intelligence: DriveSpy
LEZEQo{e F.R.E.D ZRAIA 5=90{, —Expert Witness: ASR
Data®| H#FE ZAA EF, -FTK: Access Data] Z4| £3),
~Maresware: ZHFE EMA D} Cjo|e] BEMET, ~NTI: New
Technologies?| ZFEl ZTHMAA T ~Sysinternals: NTF
Windows HYE g8t 2= E9|0f

~CompuPic: t2 H0{, —Conversions Plus: DataViz software®l
MAC ZUE X[f5t= djolul MM ST EQ 0], ~Disklockey:
ot Hof, —IrfanView: 224 E Ho{. 400}, -Quick View:
Inso®} =2l F/O{, ~Thumbs Plus: it2l H0{, ~Thumber: C|X}&
O|p|X[ Mal £ZE90f, -U.S. Navy: NCIS 2ZEgof

| —AccessData: SHA, -Digital Intelligence: DriveSpy, —Mares:
i Hash, Crckit, Diskcat, Disk_crc, MD5, ~NTI: DiskSig, CRCMDS
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—SMART: ASR Data®| 254 HFE maAAMA £,

| —Applog: S|AER| AHAL &
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A Simulation Model for the Response
of Information—Warfare based

on Computer Forensics

Choi, Yong-Rak - Ko, Byung—Soo - Park, Myung-Chan

While the social activities using Internet become generalized,
the side effect of the information security violation is increasing
steadily and threaten the countries which is not ready to prevent
from offensive penetration such as the Information-fighter or
Cyber-military. In this paper, we define the concept and
characteristics of the modern Information-Warfare and analyze
various kinds of threatened elements and also examine the
recent trend in other countries. And introducing Computer
Forensics raised recently for the confrontation against the
security violation in the future, we will show the developing
strategies and the necessity in order to' response cyber attacks.
These developing strategies can be used to ensure and re-trace
the technical evidence for the security violation and to achieve
the disaster relief effectively. So we hope that can apply them
to the actual preparation through developing cyber trial test of
the defense and attack for the Information-Warfare.

Keywords : Forensics, information security violation, Cyber-

military, Information-Warfare
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