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Abstract

This paper proposes an efficient technique to protect e-mail server from DDoS attack using the CBQ (Class Based

Queuing) algorithm. The proposed method classifies incoming traffic to an e-mail server into three classes:

"more

important mail traffic”, "less important traffic” and "unknown traffic”and assigns bandwidths differently to the traffics. By
differentiating the bandwidths of classes, normal mail traffic may flow even under DDoS attack in the proposed technique.
The proposed technique is implemented- on an embedded system, which hires a switching processor with the
WFHBD(Weighted Fair Hashed Bandwidth Distribution) engine that has been known as an efficient algorithm to distribute
a given bandwidth to multiple sources, and it is verified that it can be an efficient way to protect e-mail server from

DDoS attack.
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