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ABSTRACT

In this paper, we proposed a new scalar multiplier structure needed for an elliptic curve cryptosystem(ECC)
over the standard basis in GF(2163). It consists of a bit-serial multiplier and a divider with control logics, and
the divider consumes most of the processing time. To speed up the division processing, we developed a new
division algorithm based on the extended Euclid algorithm. Dynamic data dependency of the Euclid algorithm
has been transformed to static and fixed data flow by a localization technique, to make it independent of the
input and field polynomial. Compared to other existing scalar multipliers, the new scalar multiplier requires
smaller gate counts with improved processor performance. It has been synthesized using Samsung 0.18 um
CMOS technology, and the maximum operating frequency is estimated 250 MHz. The resulting performance is
148 kbps, that is, it takes 1.1 msec to process a 163-bit data frame. We assure that this performance is enough
to be used for digital signature, encryption/decryption, and key exchanges in real time environments.

* spoofaty AEAFEE A7 T (checkdS @explore kw.ackr), ** FEFA FIF(yjjeong @daisy.kw.ac.kr)
FEHE : 030476-1103, HFUA=E: 200349 1149 5
#E A7 Pt AskdAe 9 IDECS £ AR o]Fzsch

126



/AT FEA BeA71E o149 SIFHIEEC) 282 F4719 A

I.ME

3 vEHZ 7lge] sty AAMAHT &
AAERlol| wieb AR Q1F Fastel] g 5
L8A0] tiFEL ot ol AHB Bl Bt
dae]Eo R FANF)e) vdy] dae|Fe] glen,
o] & N7 & GwEFE A, Q1F 2 g
Z3}o] iAo AME T Yk WA AHEE o
F4 W7 4E dIEEoRe 25 9
oj2dg<l| 7128 RSA(Rivest Shamir Adleman)<}
o)4t tig= Aol 71Mke F ECC(Elliptic Curve
Cryptography)7} $le}. o} ECCE A& 7] Alo]=
7RI FU§ RS e Aol e,
8 E4, 163-bit2] ECC7} 1024-bit RSA%}H 54
3 A EE JHAE AR d=iA

ECCY #8 §-& ¥olzv AT, 3sl 9
23 3KEncrytpion and Decryption), 2] 7] 2%}
(Key Exchange)$<l $ltt. ol2i® ¢35 A9l
N4 AFe|e) Wz Fo] sf=delz TR
Hoigle A e FE3] o] rl53ict. 3}
2% 2utE sleel e wmel) T2 g9 Feo
=27} AR dtE Z2AXE A3k o E
2ol H9 LzEYewte F7] ¢hF A
28& Afhedle =9 494 AT 9]
i t=de] A AHge] BasiA =
th. oleid Aol ECCx 7] Alolzrt Adiaes
3 22 <3 st=do] Aloj=e) A¥AwT} Ho
23 oEEAlojAdolAe] Bt IT2AMBA AL
=71ell Al

& =59 AL g3 A 23 A7t
A el Azl FA71 7 ARE Asiee, 3
Aol ECColl 3] zhds] At 4304e
AA 2zt FA7 7=} FA7)4] 283 /3%
L= FA Az|e F2E A, 535 6
Aol e Aze] AR 222} FA7]9 A5 B4
7 AEE Pec

I. TR

ECCH #iadiisl ~ge}l A& d4dirs £
3 daelES dedars TgeElR] g g
Fo2 FH¥ F v} dediks R daels
& 4AZEgEZ FHI A2 GF(2P)elN
Diffie-Hellman key exchange® <4Fl=d)

175MHz/352] 6481 E-DEC Alpha 30008 g%t
AFELE o83 11.5mse} Al7te] A=}, sf=do]
2 7% €2 (3)9] 7% standard basiselld &~z
2 FAS T3] 8 P A 2D FA
715 ARk, M A2RS BHoR oug =2
71¢] e dEiT FAS dAldt - J=E A
A=l gler} s=se] Alelzrt vF A FehiS-
X2 45 Z3h}. (4)% optimal normal basis
E ARl e FAVE FRE Algdile
A FHE ARA W o] A, dediks
SE GF(2™)AbellA i & AS
logo(m-1) +HW(nr-1)-2(e3714, HW( )= Hamming
weight& Hebdch i) f3kA FAd4te] B3}
7] W&ol A5 Asle] gglo] =}

A A4he 2R e duEEeEA (6)
xl= GF(p)Ql &5AelA binary method ¥
ol g3l x HIRE Azl FAL AXlsla, viA]
o) yHEE ol 7 ole s A
1, ©]& projective FHE 22| HEHIL Eaf I
ks AAsIAE. (7)ol (6] 014 A7 e
F& F3HAe 243 sl=do2 Fdsisic) (71
optimal normal basisol4 22}t F4715 T3}
Q7| dEell AFgAitl SHE& 2R3 Y ol
Bol oA, FH3F 3N 3709 AF=t 167)
2] FAAte] LR AR dEel B2 A4
52 st=sle] 7ol gt

olF F=gfo] FEALE FolA (3) & A Al
£ EAog AAEF 1, (4](7)+& optimal normal
basisollAqt ARgE}A 4= 9lc}, Fx]ut YHri=
ZIANE A o] Folg HebAe] o
L3 ¥z TAME o] Alo)=r) 2z A
&ert welol shy 1219 mel) disl GF(27) 4l
A T8 7Fssek i)

E =Tl e 73 42 913 normal basis
Br} fdAdE 71A & standard basis2 ARg3lele
v Gpdibs o837 S Hslsc), g 34
o AA AT S 9 AA AT 2 vFe
AR VAl dabs wEA s fel AEE
A WAl daeES st fEkA e
A dvelEs e ARIEE (2)(5)(8)(9)(10)0] &l
o} 2 {2 daeES o83t A v
AL 7R (8)(9)] 7% 2mRe] HigAql A
dibe H87 I URAZIE AlelE) #sl
logo(m+D-bit®] up/down counter} zero checks
87 gict (5)eAe fEels daElE v &

121



FFEA18H8 =52) "04-5 Vol.29 No.5C

Ak 541 dole] F5AAE oY dlolglel] F
B3 A ATz Wikl slodle] T2E
Aeksisict. 22 74 dikdA R 983 AEE
reo] B3 wlie] A< dold $53AE 3}
gl Rl 93] ZEsA 3l gioh
Fermat's theorems ©183} (10)2] 7-Hoge(m2) +1
N FA AAke sedof gl (2] R T4
o} §3HA AF7Ie AA st E AolEe] 2%
22 FAeZH A7  critical path)o] 2}
A, stegdel Allz7) AA Folg A E A48
7l AR ¢on, 945 Allsked m-17)
2| {3 FA m-270e] frjHA Algdate] 8
3t

wely B fEes daeiEs o4’ I
7t O Fedoinel ool 4w WEA o
5 AR F sk $19] FRRRIES 83
£ =FolAE standard basisE AHEl] Az &
zE)Ze] s g AR 2w FAIE 7
stict.

. ElESN 2% Qs

ek A ks Al AR o)At 21 FAI(ECDLP
: Elliptic Curve Discrete Lograithm Problem)<il <
713143 19854 Neal Koblitze} Victor Millerol] £}3)
A EEcH1). ECDLPE ekl 4l 9lele)
3 Pell A4 kE J33 3o @=kPd W, @<+ P
£ o83l k& ALY ol8e-Ss et g
FA 43 guelEe] A4 Qake Q=kPY] ks
e el FAlole, 254 (Prime Field)d
GF(p)¢} #3HAIl GR( 2™ A AR, AT &
Aol A% Al dakdlA At B o)
ol SlegdolE AAA] AR FRo] §of
3t

27} FAlo] o)FAR = #3A Juke] A T
AL GR2M A (x,y) AEE PSR Z, e

A
Al

H
tle

V+xy=x’+ax’+b (1)

o] YefE 7[Rtk 714 a, beGF(2™), b= 00t}
272 FAS d4kp] A= FUE 7 FHY
& 3= g 94t doubling one point) 2 4
2 o& F A9 & 8 WA 94K adding
two point)& ¥ 22 0]-83l= Double and Add

728

dwe]Fg o]4¥ 4 glon, daElEe vhed 2

e

bm-1bm2 -+ bibo)a
X, V) .

."U':_q

a@"UW
: o
"
8

-1 downto 0 do (2)
//doubling one point

=0
O |

-

il ”B

..
t s

en
Q : //adding two point
end(Q = kP)

dare]E (2)olreh Zo] 232t F42 27wt k
] A bit7h 19 el T Q4 F - P
o} Falpd A4k A gk A sl daksts, 0o
75 FulA it F A QA daks AXA] W
g QA4 S el geld GF(2™) 604 2zl
FA, Q=kPE AP YdiM= Ha m-19e] F
A bl i3l k2] Hamming weightthg2] A
A Qite] B3t
fella] B5e] 2z} FA9] AMANE F Ao
e s Aold, B FARS oY F e
Pi(x1,y1), Pa(xe,y2) B3kt S84 Ps(xs,y3) et 3P <
AL 53 2],

if P, == 0 then Ps = P2 and stop
else if P, == 0 then P3 = P; and stop
else if x1 == xz then
if y1 == y2 then
N =X1+y1/x1
x3= 2%+ X +a (3)
y3=x1"+ X\X3+X3
else P3 = 0
else //adding two points
XN={(y1+vy2)/(x1+x2)
x3=X2+ XN +x1+x2+a
y3=x(x1+x3) +x2+¥1

A (3)9 A BiA odalells be ol il
AR g}, ole W Ale wiysld bE AT
2A AR HF 7 Ao} w27 F
Aellx T 4] & Axkslr] 7 Aol FulA
Ak Hulg Aoz Yzl o)lfe 3
4 Bl Exclusive-OR @4k 27| wjjFo
TR A4bellA divide-by-zerod] 73-$7} whags}
7] digolnt. ¢ AE Ay el’l TN F
He] & Alelr] dHe FA FA, A
a3 GiAle] Beghe o 4 Qrh o] shed v

//doubling one point



) AZE S0 WA E 0148 BHIFAGIEC0) 242 FA19 4A

A el 7V BE A7t A0S Y9E Fel,
279 3719 45 A9 ek B EEl
Ae 27 FAdAe S P A 9
sl A Al LoeEe AWsigos] A
2 gzl dME ok Aok A,

V. SI=S0 X

PAlA AT ule} o] Agde} FAS Adst
7] $laixe Fald |4t Ao dale] FQsicy
o] wf Fuld Ak Slside 3 W9 YAl Q4
F FA a3 5 el AlFgadsle] Basi)
=3 H5Al d4kE fside & e el ik
I FA, AFgdite] sl AF QA 34 o
Akez Alide] 7158l B4l A4k Exclusive-OR
dielnz 2z FA7E A e F
A7) aelx Wl A ke AR 43 H9A
ZEl9} o]E5-& AloEly] 1% AEE vpAR FAH
o] =},

1. 8t LM

3 e 7alsl) S diEAel dae
Fo2v BY fEEls dueiEt =20 o)
A% whgo) gler sludelz FHY S
FEElE daeige] H=v) oj&ur) wE e
Helr}, olF 59 s2n} o]29] A% GF(ZM)A
Al m-199] FA FAF mo1He] S3EA A
dile] Aesict el 4 2R daElEe
739 YA Qs f19 2mie] vhEHgl A o
Alate] 4 Q3ly] wiiel sj2nl whe] Fguct A
o] 84wz gl & =Fide GF(27) el
Al 3 e duelEs 7R o A2
v dae]EE At

1.1 &% fEs Jd12lF
WAzl TEE A% 2 fEels dues
< o535 2H5).

{ Equation : B-1 = 1/B mod F )
R=FD=B:U=1:V=0:
while (R = 0) begin
// Polynomial Division 4)
R=R-Q-D:
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